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1. NOAroTOBKA POYTEPA K PABOTE

1.1. MoakntoyeHune poytepa K MNMK. BknroyeHune

1.1.1. MogkntoumTe poyTep k K cornacHo TexHM4Yeckon AOKYMEHTaLMW, NpunaraemMomn K Ballemy po-
yTepy. MNogkniounte ceTeBon agantep NUTaHWUs poyTepa K po3eTKe ANEeKTPUYECKON CeTu.

1.1.2. Tpn nepBoM BKMOYEHUN, MPOU3BEANTE MOSHLIN COPOC poyTepa AN BO3BpaTa K 3aBOACKUM
HaCTpoWKaM Mo YMONYaHUI0, COrnacHoO TEXHUYECKOW AOKYMEHTaLMM Ha Ball poyTep.

1.2. ABTopusauusa B Web-nnrepdence

1.2.1. [Insa HacTpomnkn poyTepa, OTKponTe obo3peBaTenb MHTepHeTa (Gpaysep), Hanpumep, Google
Chrome.

1.2.2. B agpecHom cTpoke Opaysepa HabGepwte |P-agpec Bawero poytepa: hitp://192.168.1.1 n
HaxmuTe knasuwy Enter (BBoa AaHHbIX), pucyHok 1.2.1.

&« C @ Hesawmuweno€192.168.1.1/C)-t * 6

Mapone He yctaHosnen!

Mapons nons. root He yc . YcTaHOBUTE Napons, YTOGs! 3aWmUTUTL Be6-uHTepdeic n BxaunTs SSH.
MNEPEVTU K HACTPOWMIKE MAPONA...

BbinonHute ayteHTMdUKaLMO

Wma nons3osatens root

Napons

PucyHok 1.2.1 — ABTopusauums nonb3osatensa B Web-uHrepgernce poyrtepa

1.2.3. [lna Bxona Beeaute B none Umsa nonb3oBartens (Username) - root.

Maponb (Password) He ycTaHOBNEH, (MpU YCNOBMU, YTO pPOyTEP MMEET 3aBOACKME HACTPOWMKM U ero
IP-agpec He MmeHsincst). HacTporiku no ymonyaHuio BbIBOASTCA B OKHE aBTOPWU3aLMU MOMb30OBaTens B
web-uHTepdelice poytepa.

MpumeyaHue — B poyTepax, MMmetoLmx Bepcuto npowmnskmn Hmke 190425 Bepcuun, B OkHe aBTOpM3aLmMm
nonb3oBaTensa HaCTPOMKN MO YMOSYaHUIO HE BbIBOOATCS.

1.2.4. BBegnte M4 nonb3oBaTens 1 Naporb, 3aTeM HaXXMUTE KHOMKY BOWUTM.

1.3. YcTaHOBKa nonb3oBaTenbCcKoro napons goctyna k Web-uHrepdency

1.3.1. B uensax 6e3onacHocTu, ANs UCKIHOYEHUST HECAHKLIMOHUPOBAHHOIO JocTyna K web-uHTepdericy
BaLlero poyrepa, pekOMeHAyeM CMEHUTb Maposib, YCTAHOBMEHHbIV HA 3aBoge. 3aBOACKON Maposb yka-
3aH B N.1.2.3. HAcToOsILLEr0 pyKOBOACTBA MO 3KCnIyaTauum.

1.3.2. B oTkpbiBluemcs okHe (PucyHok 1.3.1) HaxmuTe kHonky MEPEATU K HACTPOWKE MAPONA.
BBeanTte HoBbIM naponb B cTpoke Maponb 1 3aTeM noaTBepauTe ero, BBeAs NOBTOPHO B cTpoke Moa-
TBepXAeHue napons.

Mpumedanune — [Ona otobpaxeHns Ha MoHuTope K BBOAMMBIX OaHHBIX, HAXMUTE Ha M300paxeHus
3Be3[04eK B KOHLie CTPOK BBOAA.
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AP205M1

Craryc
Cucrema Mapone He ycraHosen!

— Mapons NoNL308aTENA OO HE YCTaHOBAEH. YCTAHOBMTE NapOAL, UTOBH 3aLIATMTS BeG-UNTepdERC U BKMOuHTS SSH.

MEPENTU K HACTPOVIKE NMAPONA...
fporpammHoe oBecneuenne
3arpy3xa

Maposb maplipytnsatopa
3annaHMpPOBaHHSLIE 33RaHNA
MowTupogarine pasaenos e b

Hactpoiixa LED unaukatyn

Peseperoe xonnposarue / I
Napons Kroks
Mepesarpyaxa i

Cetb MoateepxaeHue napons

Bointn

COXPAHUTD U NMPUMEHATD | SIS i CBEPOCUTDL |

PucyHok 1.3.1 — YcTaHoBKa HOBOro norb3oBaTternbckoro naponsi Ha Web-uHtepdenc poytepa

1.3.3. CnyctmBwncb BHM3 cTpaHuupbl, Haxmute kHonky COXPAHUTb U MPUMEHWUTb. KHonka
COXPAHUTDb coxpaHsieT gaHHble, HO NpMMeHeHbl OHW ByayT nocne nepesarpysku poytepa. Ytobbl oT-
MEHWTb OLIMOOYHO BBEAEHHbIE AaHHble, HaxmuTe kHonky CBPOCUTD.

1.3.4. B uHTepcpelice poytepa nosBuMTCst coobLyeHue, o cMeHe napons, (PucyHok 1.3.2).

AP205M1
Craryc
Cucrema -

Cucrema

Maponb MapLpyTmsaTopa

MporpammHoe obecnevyeHne Da

3arpy3ka

3annaHupoBaHHble 3a4aHna

MoHTupoeaHue pasaenoe MNapons N

Hactpowka LED uHamkauyum
MoaTeepxaeHve napons B

Pesepexoe konupoeaxue / I

Mepesarpyska

CeTtb

Beinitu

PucyHok 1.3.2 — CoobLieHne web-uHTepderica 06 ycneLHon cMeHe napons

1.3.5. B panbHeliwiem 4ToObl CMEHUTBL Napofb NoNb3oBaTens, HeobxoaMMo aBTopu3oBaTbCA B web-
nHTepdence poyTtepa, a 3ateMm BOMTU B pa3aen «Cucrema» u BbibpaTb BKNaaKy «YnpaBrneHue».

MpumeyaHune — Ecnv no KaknuM-To NpUYMHaM Mosfb3oBaTesibCKUi Naponb Gbin yTpayeH, npousseaute
cOpoc poyTepa Ans Bo3BpaTa K 3aBOACKMM HacTpoMKaM Mo YMOMYaHMWIo, COrMacHO TeXHUYEeCKON OOKY-
MeHTaLuM Ha BaLl poyTep.

1.4. YcTaHOBKa akTyanbHOW gaTbl, BpEMEHU U A3blka MHTepdenca
1.4.1. Ins ycTaHOBKKU AaTbl 1 BpEMEHU aBTOpU3YyNTeCh B web-nHTepderice poyTepa.
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1.4.2. Bovgute B pasgen «Cuctema» u Bbibepute Bknagky «Cucrtema». Bo Bknagke OCHOBHble
HaCTPOMKWU, ANsl U3MEHEHMS OTOOpaKeHMs Ballero poyrepa, U3MeHWUTe, UMsi XOCTa U B BbiMadaloLllem
OKHe BblbepuTe cBOM YacoBoi nosc (PucyHok 1.4.1). B Hawem npumepe Ha pucyHke 1.4.1 ebibpaH Yyaco-
sol nosic Europe Moscow coomeemcmeayrouuti 4aco8oMy rosiCy MOCKO8CKO20 8peMeHU.

Craryc

Cucrema

Cucrema

Ynpasnenue

Mporpammioe oSecnevenie CBOWCTBA CUCTEMBI
3arpysxa

Ocwoswwe wacTpoi | HacTpodka xypiana  Aaeik v Tema
33NMaHIPOBAKHEIE 333AHUR

Darawepenn Tue Oct 16 09:44:49 2018| CUHXPOHU3MPOBATD C B

MowTupoeaHie pasaence
Hactpoica LED wguxaiun Wmaxocra AP205M1

Pesepenoe xonuposarue /
Yacosoit noac  UTC

Nepe3arpysxa -
Europe/Malta

Cetb Europe/Mariehamn
EuropeMinsk

Europe/Monaco

CMHXpOHVIBaLlMﬁ Bpemel Europe/Osio
Europe/Paris

Europe/Podgorica

Europe/Prague

EuropeRiga

Brnouus NTP-cepeep |Europe/Rome
Europe/Samara

Crucox NTP-cepeepos | Europe/San Marino
Europe/Sarajevo —
Europe/Saratov
Europe/Simferopol
Europe/Skopje
Europe/Sofia
E

Beiatn

Brnsounte NTP-xament

COXPAHUTD U NPUMEHUTD CEPOCUTE

PucyHok 1.4.1 — YcTaHoBKa 4acoBOro nosica nonb3oBarens

Mpumeyanue — Mima xocta — (MMs1, € KOTOPLIM Balle YCTPOMCTBO ByaeT oTobpaxaTbCsa B NOKarbHON
CeTu) AOIMKHO COCTOSATb U3 LUMAdP Y CUMBOJSIOB NaTMHCKOro andgasuta, HabpaHHbix 6e3 npobenos ANUHON
He 6onee 32 3HaKoB.

1.4.3. Bo Bknagke HacTpouka xypHana nonb3oBartenb MOXET U3MEHUTb pasMep CUCTEMHOIO XypHa-
na, B BbiNafalolmx OKHaxX BbiOpaTb YpOBHM BbiBOAA COOLITUIA M HA3HAYUTbL NOPT BHELLIHErO cepBepa Cu-
CTEMHOrO XypHana.

1.4.4. Bo Bknagke A3blk MU Tema, YCTaHOBUTE A3blK U TeMy odopmneHuss uHtepdperica (Pucy-
Hok 1.4.2).

AP205M1

Craryc

Cucrema

Cucrema

Ynpasnewie

Mporpammoe obecneuerue CBOWCTBA CUCTEMBI
3arpysca

Ochosibie HacTpodkn  Hactpoika xypuana  fawix u Tena
3annanmpoBanHbie 33434

MowTuposarie pasgence fsux_alo
Hacrpoiika LED umgikaum Tema Material

Pesepenoe xonuporakwe / I
Mepesarpysxa
CeTb
CUHXPOHM3aLUUA BPeMeHU
Bulatu BrmounTs NTP-kament
Baiounts NTP-cepeep
Cnicox NTP-cepeepoe 0.openwrt pool ntp.org
1.openwrt pool ntp.org
2 openwirt pool nip.org

3.openirt pool ntp.org

COXPAHUTb U NPUMEHWTD. | cePocUTE

PucyHok 1.4.2 — YcTaHoBKa si3bika M TeMbl ohopMneHns web-uHtepderica
~G o~
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[MpumeyaHune — A3bIK, yCTAHOBMEHHbBIN NO yMon4yaHuio (auto) BbiObupaeTcss web-uHTepdericom aBTo-
MaTMU4eCKu, B 3aBUCUMOCTU OT sA3blka Bawlero 6paysepa. [pu xenaHnm Bbl MOXETE U3MEHUTb A3bIK WMH-
Tepdenca Ha Pycckun (Russian) nnu Aurnuinckum (English).

1.4.5. 3aKkoH4MB YCTaAHOBKY MNONb30BAaTENbCKUX HACTpoek web-uHTepdenca, HaXMuTe KHOMKY
COXPAHUTb U NPUMEHUTbL. KHonka COXPAHUTb coxpaHsaeT gaHHble, HO NpUMEHEeHbI OHWU ByayT
npu cneaytoLlem BkoYeHUn poytepa. Utobbl OTMEHUTH OLLUIMBOYHO BBEAEHHbIE JAaHHbIE, HAXXMUTE KHOM-
Ky CBPOCUTD.

1.5. CmeHa IP-appeca poyTtepa

Mpn NogknNioYeHNn Ballero poyTepa K CYLLEeCTBYIOLLEN JTOKanbHOM unn 6ecnpoBOAHOM CETU, CcO3aaH-
HOW OpYrMM pOYTEpOM, MOXET BO3HUKHYTb KOH(nukT IP-agpecoB. |IP-agpec poyTepa CyLlecTByOLLEN
ceTn MoxXeT BblTb ngeHTuveH IP-agpecy Bawero poytepa. Ons pa3pelleHns 3Toro KoHImKTa n cosna-
HWUS1 NoAkn4yeHusl, Heobxogumo, 4Tobbl IP-agpeca nogcetelrt pasnuuanucbk. Tak kak nonb3oBaTesb
00ObIYHO HE MMeeT BO3MOXHOCTU u3ameHuTb |IP-agpec poytepa cyuiecTtBytoLen cetn, Heobxoanmo name-
HUTb |IP-agpec Bawero poyTepa.

1.5.1. ABTopusyntecb B web-uHTepderice poytepa. B Paszgene «CeTb» BovguTe BO BKragky «WUH-
Tepdencbi» 1 Haxmnte Ha 3aknagky LAN (PucyHok 1.5.1).

AP205M1

WWAN  MODEM2 wAN.Or'ODE!H
Cratyc ’ g

Crerews Wntepdeiickl - LAN

Cetb
Modem Manager VIAN Hanp.
Wnrepdeircnt
Kowmysarop Ob6wme HacTponku

DHCP n DNS
OcHoBHbie HAaCTPOIKM  JLONOAHWTENLHBIE HACTPOMKN  HacTpoiki kaHana  HacTpoWki MeXceTesoro 3kpaHa
Wwmena xoctos
CraTiueckue MapwpyThI Cocrontme: 89 ;;P::';;g::;g: g
- MAC-agpec: 00:0C:43:47:05:50

MarHocTnKa
A K Monyuenue (RX): 3.63 MB (28133 Maxeros)
Mepegaua (TX): 12.91 MB (30491 Nakeros)

Mexcetes i
Mexcereeoi akpaH IPv4: 192.168.1.1/24

Banancuposka WAN Tpadux
Mpotokon Crathueckii agpec 7

BuiiiT |Pvd-agpec 192.1682.1
Macka cetu IPv4 2552552550 v
IPv4-agpec waiosa

WupokoeewarensHbin IPvd-agpec

Wcnons3oearte cobereentsie DNS

PucyHok 1.5.1 — CmeHa IP-agpeca poyTepa

1.5.2. Bo Bknagke OCHOBHbIe HacTpoMku u3MeHuTe |IP-agpec cBoero poyrtepa, Hampumep Ha
192.168.2.1, kak nokasaHo Ha pucyHke 1.5.1. CnyCTMBLUMCb BHW3 CTpPaHWUbl, HaKMUTE KHOMKY
COXPAHUTb U NPUMEHUTD.

BHumaHue! CoxpaHute HoBbIN IP-agpec, Hanpumep, 3anvMcaB ero Ha aTUKeTKE UNu B nacnopT poyTe-
pa. B panbHenwewm, gns aBTopmsaumm B web-uHTepdpenice poytepa Habupante B KOMaHOHOW CTpOKe
Opaysepa HoBbI IP-agpec poyTepa. B cnydae ytpatbl HoBoro IP-agpeca, Bxof B web-uHtepgenc bypet
BO3MOXEH TOJIbKO MOCHEe BO3BpaTa poyTepa K 3aBOACKUM HaCTPOMKaM.

I'Igwmeanme - Ecnn nocne nameHeHuns IP-ap,peca poyTepa, nogkn4vyeHmne K CyLLl,eCTByIOLLI,eIZ CeTn He
npons3ownio, npoBepbTe HanMyne unHTepHeTa B CyLIJ,eCTByIOLLI,eIZ CeTh n nepesarpysunte poyrtep. Ecnn
OaHHble Mepbl HE MOMOITN, O6paTMTer B NOOOEPXKKY.
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2. HACTPOWKA POYTEPA MPU MOMOLLUN MACTEPA HACTPOWUKHU

B nporpammHom o6ecne4yeHun poytepoB KROKS BbinyweHHbIX nocne cdespansa 2019 r ycra-
HoBrneH «MacTtep HaCTPOMKM» YCTPOMCTBA OGNervyaroLmnin HaCTPOMKY M NoAKIHYEeHUe.

B poyTepax, usrotoBneHHbix go despansa 2019 r «kMactep HacTponku» otcytcTByeT. Hactpou-
Ka U noaknyeHue poyrtepa kK cetu MHTepHeT Npou3BOAUTCA TPagULMOHHLIM cnocob6om. Peko-
MeHAyeM OOHOBUTL NporpaMmmHoe obecnevyeHue poytepa Ao Bepcum He Huxe 190200.

Ybeautecb, 4To kabenb UHTEpHeT nposangepa nogknoveH kK WAN-nopTy Baluero poytepa. Nogknto-
yeHue Kk cetTn NHTepHeT 3aBMCUT OT TUMNa NPOTOKONa AOCTyna, Yepes3 KOTOpbIN NpefocTaBnseTca 4OCTyn
nonb3oBaTtento.

[Mpumeyanue — Mpu 3aknoYeHNn JoroBopa ¢ VIHTepHeT-NpoBakiaepoM Ha Oka3aHue yCryr ocTyna B
ceTb NHTepHeT, MNpoBangep nepegaeT nonb3oBaTento MHPOpMaLmio, HeO6X0AMMYHO Anst NOAKMYEHNS K
cetn IHTepHeT:

e Ucnonbayetcsa cratnyeckun IP-agpec (MOCTOSHHbBIN) Unn auHamuyeckun IP-agpec (DHCP
HasHayaeMmbli aBTOMATUYECKM).

e [lpotokon poctyna k cetn WUHTepHeT (PPPoE, PPTP, L2TP) npu ero ncnomnb3oBaHuu B
npegocTaBneHun gocTtyna.

o |P-appec unu pomeHHoe nma VPN-cepBepa npu nogkntoyeHun yepes PPTP n L2TP.

e JloruH (msi none3oBaTtens) n Maponb ana goctyna B IHTepHeT.

o OcyuwectBnserca nu cunstpauus no MAC-agpecam, n kakon MAC-agpec 6ygeT 3aperu-
CTpupoBaH y VIHTepHeT-NpoBanaepa.

Hanuune Tex nnm nHbix NapameTpoB onpefensieTcsa TMNOM NpoTokona gocTtyna K cetu. Mpu Heobxo-

OVMOCTM 9TU MapameTpbl MOXHO YTOYHWUTb B Cryx0e TexHM4Yeckon nopaepxku Bawero VHTepHeT-

nposangepa.

2.1. Hactpouka goctyna k ceTu MUHTepHeT Yepe3 npoBoaHoe noakmniovyeHue no nporokony DHCP-
KNnueHTa

2.1.1. ABTopusyntecb B web-uHTepderice poytepa. B Pasgene «CepBuCbI» BoauMTe BO BKNagKy
«MacTep HacTpomrku». [1ns HacCTpoOnKM goctyna K ceTu VIHTepHeT Yyepes NpoBOAHOE NOAKMIOYEHNe ycTa-
HOBUTE TOYKY Mapkepa Ha 6noke PoyTep (Rt) n Haxxmute kHonky OAJEE (PucyHok 2.1.1).

Craryc

Cucrema Pexxum macrepa HacTponku

BoibepuTe pexum HacTponku

CepBuchbl

Wi-Fi Kanenr (WC)

Touxa goctyna (AP)

e CyuecTaymaeh CeTu ATA POROZWMX W GOCTPORCIsK YCTPOACTH. AOCTYN & CyweCTAyGaeh COTH “eped NPORGANOR NOSCAENSHME

PucyHok 2.1.1 — MacTep HacTpoWku poyTepa
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AP205M1

Craryc

Cuctema JNokanbHan cetb (LAN)

Cepeucs!

TOOACTES & AOKANBHOM CETH
1Pv4 agpec 192.168.1.1 %?"W‘“ anwo: “192.168.1.1°
or 100

Yxaxure nya IP agpecos
DHCP Tio-ymondaumo: 87 “100° Konwvecrso *150°

Koauuecrso: 150
Boivitu

nobanbHas cetb (WAN)

Tun nogemouemA OHCP DHCP wan cratiuecxuit IP 8 ceTv npoeaiaepa

MAC-agpec 00.0c:43:47.05:50 Media Access Control - unique identifier

Texwonorua gocryna Simple OnpeaeneHHe TEXHOAOTMI BLXOSA B CeT.

Touka goctyna (AP)
Bmounts WiFI v

SSID Kroks AP205M1 Vnen ceru WiFi

Tin wndposauna WPA2-PSK (CCMP) DHCP wan cramiaecxmd IP & cemn nposaigepa

Knou akzanyev Mapons gocryna x WiFi

PucyHok 2.1.2 — HacTtporika nogkntoyeHusi no npotokony DHCP-knueHT

2.1.2. B 6noke INokanbHas cetb (LAN), nonb3oBaTtenb MoxeT usameHnte IP-agpec ceoero poyrtepa u
yCTaHOBWTb AnanasoH |IP-agpecoB BblgaBaeMblx aBTOMaTUYeCcku, Ans YCTPOWCTB B NIOKarbHON CeTu.

2.1.3. Onsa nonyyeHust goctyna k cetu MuTepHeT no npotokony DHCP-knueHTa Heobxogmmo B Gnoke
Mo6anbHasa cetb (WAN) BbiGpatb Tvn nogknoyeHuss (DHCP-kNueHT) n TexHonorn nonyyvyeHus ao-
ctyna (Simple) (PucyHok 2.1.2).

2.1.4. NameHsia 3HayeHus B 6noke Touyka goctyna (AP), nonb3oBatenb MOXeT ynpaenaTb Gecnpo-
BogHon ceTbto Wi-Fi HacTpoeHHOn no ymonyaHuto. MI3MeHnTb Ha3BaHMe CeTu, TN WndpoBaHus, ycTa-
HOBWTb MOLLHOCTb Nnepegartyvka MOAYNsa CBA3W, KaHarn, LWMPUHY MONoCkl NPONycKaHWsa 1 naposb Ans 0-
ctyna k gaHHon Wi-Fi cetn nnn Boobwe otkntounte Wi-Fi ceTb npn HeobxoanmocTw.

2.1.5. 3akoHuuB HacTporiky, HaxmuTe kHornky MPOBEPWUTb. [na yganeHus BbIOpaHHbIX 3HaYeHW
HaxkmuTe kHonky CBPOC. Mons ¢ KoppekTHO BHECEHHbIMU AaHHbIMU OyayT BblAeneHbl 3eneHbIM LBETOM
(PvicyHok 2.1.3). MNons He npolwewmve NpoBepKy OyayT BblAeneHbl KpacHbIM LIBETOM M OOCTYMHbI ANA
penakTupoBaHus. OKOHYMB HACTPOWKYy coefuHeHusl, HaxkmuTe kHonky MOAOTBEPOUTb. [na oTka3a ot
BBEOEHHbIX AaHHbIX HaxmuTe kHonky CBPOC. lNocne noarsepxaeHusl, cuctemon GyayT nNpUMeEHEHbI
OaHHble M HAaCTPOWMKM yKa3aHHbIe Nofb3oBaTenem.

AP205M1

Craryc
Cucrema NokanbHas cetb (LAN)
e o A ] A SR
| tecepracpoten |
e ——— or 100
Cem DHCP T s ioama 8% 500 Kommuecrso “150°
Kommuecreo: 150
Buitn
FhobanbHan cetb (WAN)
Tun NOAKMOUeMA DHCP DHCP wam cratmueci P 8 ceTn Npossigeps
MAC-agpec 00:0c 43.47.05:50 Media Access Control - unique identifier
Texuonorua goctyna Simple v ONpeasnenMe TEXHONOTHM BLIXOAA 8 COTh
Touka goctyna (AP)
Brmounte WiFl
SSID Kroks AP205M1 Vinn corm WIFI
Tun wipposanma WPA2-PSK (CCMP) . DHCP wan crammecxwit IP 8 cern nposaiygepa
Kaow ghzanyev Napom goctyna x WiFi

PucyHok 2.1.3 — lNpoBepka BBeAEHHbIX 3HA4YEHU MPOTOKOMa NOAKNHYEHNUS.
~8~
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Mpumeyanue — MNpoTtokon nogkntoyeHns k cetn DHCP yctaHoBneH B 3aBOACKMX HACTpoOMKax poytepa
no ymonyanuo. Ecnn Baw WHTepHeT-npoBangep mcnonb3yet npotokon DHCP ans npepoctaeneHus

AocTtyna B MHTepHeT, TO, CKOpee BCero MHTepHeT-COGD,VIHeHI/Ie Y BacC yXe yCTaHOBJIEHO B aBTOMaTn4e-
CKOM pexunme.

2.2. Hactpouka noagkntovyeHusi kK cetu MHTepHeT nNo npoTokony co cratnyeckum IP-agpecom

2.2.1. AsTopusyntecb B web-uHTepdence poytepa. B Pasgene «CepBucbi» Bongnte BO BKNagKy
«MacTep HacTpomrku». [151 HACTPOMKM JocTyna K ceTu VIHTepHeT Yepe3 NpoBOAHOE NOAKIIOYEHNE ycTa-
HOBUTE TOYKY Mapkepa Ha 6noke PoyTep (Rt) n HaxxmuTe kHonky OAJIEE (PucyHok 2.1.1).

2.2.2. B 6noke INokanbHas cetb (LAN), nonb3oBaTtenb MoxeT uamennts IP-agpec ceoero poyrtepa u
yCTaHOBWTb AnanasoH IP-agpecoB BblgaBaeMbIx aBTOMAaTUYECKM, A1 YCTPONCTB B JTIOKANbHON CeTU.

2.2.3. B macTepe HacTpoiku poyTtepa, B 6rnoke NmobanbHasa cetb (WAN) BbiGepuTe 13 BbinagaroLLmx
cnuckoB Tun nogkntodeHus (Static IP); IP-agpec, agpec wnto3a n agpeca DNS-cepeepoB (M3 gorosopa
¢ NHTepHeT-npoBanaepom); TexHonoruo nonyyeHus goctyna (Simple) (PucyHok 2.2.1).

2.2.4. NameHsa 3HaveHus B 6noke Touka goctyna (AP), nonb3oBatenb MOXeT ynpasnATb Gecnpo-
BoaHou ceTbto Wi-Fi HacTpoeHHON no ymonyaHuto. MI3MeHnTb Ha3BaHMe CeTu, TN WndpoBaHus, ycTa-
HOBUTb MowHOCTb nepegatynka Wi-Fi mogyns ¢Ba3w, kaHan, WMpUMHY MOSOCkl NPONyCcKaHWs M naponb
ana goctyna k gaHHon Wi-Fi cetu unu Boobue otkntountb Wi-Fi ceTb npu Heob6xoaumocTw.

AP205M1

Craryc

Cucrema nobansHas cetb (WAN)

CepBuc

EpEHc Tun noaxnioueru Static IP DHCP waw cramuuecxwi IP & ceTy npoeaigepa
Macrep KacTpoiH
Wi-Fi n. 1Pvd agpec 1921

apoeuw Agpec yCTPOCTE € F10GNMHOM ceTH

Certn Macka cern 2552552550 Macxa onpeaeaner noaceTs

Wwos 192168131 Aapec wmosa
Boitin
DNS 1: 192168131
DNS Aapeca DNS cepeepos
DNs2: 8884

MAC-agpec 00.0¢:43:47.05:50

Media Access Control - unique identifier

Texsonorwa AocTyna Simple Onpegenesme Tex+oAOTAN BLXORA € CeT

Touka goctyna (AP)
Brmounts WIFl v

SSID Kroks AP205M1

s cemu WiFi
Tun wudposasus WPA2-PSK (CCMP) DHCP wnu cratiuecxudt IP & cev nposaiaepa

Kniou gizanyev Mapons aocTyna k WiFi

PucyHok 2.2.1 — HacTpovika NpoBOAHOMo NOAKMOYEHMS co cTaTtudeckum |IP-agpecom

2.2.5. 3akoHunB HacTpomnky, HaxxmuTe kHonky NMPOBEPWUTb. [ns yaaneHus BbIOpaHHbIX 3HaYeHWN
HaxxmuTe kHonky CBPOC. Nons ¢ KOPPeKTHO BHECEHHbIMU AaHHbIMU OyAYT BblAeNeHbl 3eMeHbIM LIBETOM
(PvcyHok 2.2.2). Monsa He npowewmve npoBepky 6yayT BblAeneHbl KpacHbIM LBETOM UM OOCTYMHbI ANS
penaktupoBaHuss. OKOHYMB HACTPOWNKY coeanHeHus, HaxxmuTe kHonky MOATBEPAOUTDL. [na oTkasa oT
BBEOEHHbIX AaHHbIX HaxmuTe kHonky CBPOC. NMocne noarBepxaeHusl, cuctemon GyayT npuMeEHEHbI
OaHHbIE N HACTPOWKM YKa3aHHbIE NoSib30BaTeNeMm.
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AP205M1

Craryc
Cucrema

Cepsucsl

Wi-Fi nAaMupoBUmMK

Cetb

Buintn

nobanbHana cetb (WAN)

Tun nogxmoueHus

1Pvd agpec

Macxa cetn

Wos

MAC-agpec

Texsonorua aocryna

Touka goctyna (AP)

BrmounTs WiFl

SSID

Tun wikbposauta

Kmou

Static IP

192168.13 120

2552552550

192168131

DNs1: 192168131

DNs2: 8888

00043 47:05:50

Simple

Kroks AP205M1

WPA2-PSK (CCMP)

gkzanyey

20 aBrycta 2019r.

DHCP wan cratuueckuit IP 8 ceTv npoeaigepa
Alpec yCTPOACTEA B 05ANHOM CeTH
Macka onpegenser noacers

Aapec wno3a
Agpeca DNS cepeepoe

Media Access Control - unique identifier

Onpegenenme Texuonorm ewx0za & cers

Vnn cemn WiFi
DHCP ww cratuueckui IP & cetu nposaigepa

Mapoms gocryna & WiFi

PucyHok 2.2.2 — lNpoBepka BBeAEHHbIX AaHHbIX NOAKMYEHUs co cTaTudeckum |IP-agpecom

2.3. Hactpouka noaknioueHus Kk cetu UHTepHeT no npotokony PPtP (VPN)

2.3.1. AsTopusyntecb B web-uHTepdence poytepa. B Pasgene «CepBucbi» Bongute BO BKNagKy
«MacTep HacTpomrku». [1ra HacCTPOnKM gocTyna K ceTu VIHTepHeT Yepe3 NpoBOAHOE NOAKIIOYEHNE yCTa-
HOBWTE TOYKYy Mapkepa Ha 6noke PoyTtep (Rt) n HaxxmuTe kHonky JAJEE (PucyHok 2.1.1).

2.3.2. B 6roke INokanbHas cetb (LAN), nonb3oBaTtens MoxeT naMeHntb |IP-agpec cBoero poytepa u
yCTaHOBWTb AManasoH IP-agpecos BblgaBaeMbix aBTOMaTMYECKU, AN YCTPONCTB B NIOKANbHON CeTw.

2.3.3. Ecnu y Bac npotokon nogkntoyenunsa PPtP co ctatuyeckum |P-agpecom, B 6noke MnobanbHas
cetb (WAN) BbiGepuTe 13 Bbinagatolmx cnmckoB Tun nogknoveHms (Static IP) u TexHonoruo nony4e-
Hua poctyna (PPtP). Beeaute IP-apgpec, Macky cetu, LUnto3, agpeca DNS-cepBepoB, Ums nonb3o-
BaTtens, MNMaponb, JomeHHoe umsa PPtP cepBepa vnu ero IP-agpec. Ecnn B cetn Bawero VHTepHeT-
npoBavigepa ocyllectensetcs puneTpaumsa no MAC-agpecam, Beegute MAC-agpec ceTeBoro agantepa
BaLLlero KoMmnboTepa unm octaebTe B none MAC-agpec ceTeBoro agantepa poyrepa (PucyHok 2.3.1).

AP205M1

Craryc
Cucrema

CepBuchbl

Macrep HacTponku

Wi-Fi naakupoewmk

Cetb

Buintun

[nob6anbHasa cetb (WAN)

Tun nogxaoueHna
1Pvd agpec
Macka cetn

W03

DNS

MAC-agpec

TexHonorua goctyna

Cepeep

Wma nons3osatens

MNapons

Static IP

192.168.13.120

255.255.255.0

192.168.13.1

DNS 1: 192.168.13.1

DNS2: 8888

00:0c:43:47:05:50

PPIP

pptp.provider_name.ru

User_name

Password

v DHCP uam cratuueckun IP 8 ceTu npoeangepa

Aapec ycTpoicTea 8 rnobansHomn cetn

Macka onpegenset noacets

Azpec wno3a

Appeca DNS cepsepos

Media Access Control - unique identifier

v Onpegenerve TeXHONOTWM BLIXOAA B CeTh

PucyHok 2.3.1 — BBog AaHHbIX Anst nogknioveHms no npotokony PPtP co cratnyecknm IP-agpecom

~10 ~
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2.3.4. Ecnn y Bac npotokon noakntoyenns PPtP ¢ anHamuyeckum IP-anpecom (DHCP-knueHT), B 6no-
ke Fmo6anbHas cetb (WAN) BbiGepuTe 13 Beinagatowmx cnuckoB Tun nogkntodeHus (DHCP) n TexHo-
noruo nonyveHus goctyna (PPtP). Beeante Uma nonb3oBatens, Maponb, [JomeHHoe umsa PPtP cep-
Bepa vunu ero IP-agpec. Ecnu B cetu Bawero VIHTepHeT-npoBangepa ocyLlecTBAseTca unbTpauus no
MAC-agpecam, Beegnte MAC-agpec ceTeBOro agantepa Ballero KOMMblTepa Unu ocTaBbTe B none
MAC-agpec ceTeBoro agantepa poyTtepa (PucyHok 2.3.2).

AP205M1

Craryc

Cucrema

C Fno6anbHas cetb (WAN)
CepBUChI

Wi-Fi naanmpoBumx

2 MAC-agpec 00.0c 43.47:05:50 Media Access Control - unique identifier
Cetb  —

Texuonorua goctyna PPIP v Onpegenexme TEXHONOTMM BLIXOAA B CETs
Buintn Cepeep PPip provider_name ru

VA nons3osaTenn User_name

Napons Password

Touka goctyna (AP)
Brmounte WIFI v
SSID Kroks AP205M1 Wwa cetn WiFi
Tun wudposanna WPA2-PSK (CCMP) v DHCP wan cratnueckwit IP 8 cetw nposaiigepa

Knou gkzanyev Napons gocryna k WiFi

PucyHok 2.3.2 — BBog gaHHbIX Ans nogkntoyeHus no npotokony PPtP ¢ aunamuyeckum IP-agpecom

2.3.5. NameHsas 3HayeHuns B 6rnoke Touka poctyna (AP), nonb3oBaTtenb MOXeT ynpaBnsatb 6ecnpo-
BogHown ceTbto Wi-Fi HacTpoeHHOM no ymonyaHuto. MIaMeHUTb Ha3BaHWe CeTu, TUM WndgpoBaHus, ycTa-
HOBUTb MoLHOCTb nepegatynka Wi-Fi mogyns cBA3w, KaHan, LMpUHY MOSoChkl NPOMyckaHus M naponb
anst goctyna k gaHHon Wi-Fi cetn nnm Boobwe otkntounte Wi-Fi ceTb npyn HeobxogumocTw.

2.3.6. 3akoHuuB HacTpouky, HaxmuTe kHornky MPOBEPWUTb. [na yganeHus BbIGpaHHbIX 3HaYeHWi
HaxkmuTe kHonky CBPOC. Mons ¢ KOppeKTHO BHECEHHBIMU AaHHbIMW OyAyT BblAeNeHbl 3eMNeHbIM LBETOM
(PvicyHkn 2.3.3 1 2.3.4). MNons He npowedwune npoBepky 6yAyT BblAeneHbl KpacHbIM LIBETOM U OOCTYMHbI
anst pegaktpoBaHusi. OKOHYMB HACTPOWKY COoeuHeHus, Haxmute kHonky MOATBEPOUTDL. [nsa oTka3a
OT BBEAEHHbIX AaHHbIX HaxmuTe kHorky CBPOC. lNMocne noatBepxaeHus, cuctemon 0yayT NpUMeEHEHbI
OaHHbIE U HACTPOWKM YKa3aHHbIE NoNb3oBaTenem.

~11 ~
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AP205M1

Craryc FnobanbHas cetb (WAN)
Cucrema -
Tun nograoueHns Static IP ¥ DHCP naum cratnueckui IP e cetn npoeaingepa
CepBuchl
1Pv4 appec 192.168.13.120 Aapec ycTpoiicTea 8 rnoGansHoi cetn
Wi-Fi nnanmnpoewmx Macka cetn 255.255.255.0 Macka onpegenser noaceTs
Cem Wnos 192.168.13.1 Aapec wnosa
Bewtn DNS 1: 192168131
DNS Aapeca DNS cepeepoe
DNS2: 8888
MAC-agpec 00:0c:43:47:05:50 Media Access Control - unique identifier
TexHonorua goctyna PPtP ¥  Onpegenexue TEXHONOTMM BLIXOAA B CETb
Cepeep pptp.provider_name.ru
Vims nons3osarens User_name
MNapone Password

PucyHok 2.3.3 — NpoBepka BBeAeHHbIX AaHHbIX PPtP nogknioyeHns co ctatmdeckum IP-agpecom

AP205M1

Cratyc

Cucrema

Cepemcs FnobanvHan cetb (WAN)

Wi-Fi naanupoBumK
MAC-appec 00.0c:43 47.05:50 Media Access Control - unique identifier
Cetb
TexHoAOrMA AOCTYNa PPP v Onpegenerme TEXHONOMM BLIXOA3 & CeTe
Beivtu Cepsep potp provider_name.ru
Wwma nossacearens User_name
Napons Password

Touka goctyna (AP)
Brmounts WiFl

SSID Kroks AP205M1 Wmn cetn WiFi

Tun wndposanun WPA2-PSK (CCMP) v DHCP wan crawueckwit IP & cern nposaiiaepa

Kniou gizanyev Napons goctyna k WiFi

CBPOC | MOATBEPAUTL

PucyHok 2.3.4 — lNpoBepka BBeAEHHbIX AaHHbIX PPtP nogknioveHus ¢ guHammyecknm IP-agpecom

2.4. Hactpouka noakntovyeHusi kK cetu MHTepHeT no npotokony L2TP (VPN)

2.4.1. ABTopuaynTtecb B web-uHTepdeince poytepa. B Paszgene «CepBuchi» Bonante BO BKNagKy
«MacTep HacTpomrku». [1ns HacTponkM goctyna K ceTu VIHTepHeT Yepe3 NpoBOAHOE NOAKIIOYEHUE yCTa-
HOBUTE TOYKYy Mapkepa Ha 6noke PoyTep (Rt) n HaxxmuTe kHonky OAJIEE (PucyHok 2.1.1).

2.4.2. B 6noke JNokanbHasa cetb (LAN), nonb3oBaTtenb MoxeT usameHnts IP-agpec ceoero poyrtepa u
YyCTaHOBWTb AManasoH IP-agpecoB BbljaBaeMbix aBTOMaTMYECKU, AN YCTPONCTB B JIOKANbHON CeTw.

2.4.3. Ecnn y Bac npotokon nogkntoveHns L2TP co cratuyeckum IP-agpecom, B 6noke MobanbHas
cetb (WAN) BbiGepute 13 Bbinagatowmx cnuckoB Tun nogknioveHus (Static IP) n TexHonorno nonyde-
Hua pgoctyna (L2TP). Beegute IP-agpec, Macky cetu, Llnto3, agpeca DNS-cepBepoB, Mmsa nonb3o-
Batens, Maponb, JomeHHoe uma L2TP cepBepa unu ero IP-agpec. Ecnn B cetn Bawero NHTepHeT-
npoeangepa ocyuiectensieTcs punbtpaums no MAC-agpecam, seeaute MAC-agpec ceTeBoro agantepa
BaLLero KoMmnboTepa nnm octaebTe B none MAC-agpec ceteBoro agantepa poyrtepa (PyucyHok 2.4.1).
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AP205M1

Craryc

Cucrema

Tun NogxAYeHNA
Cepsuchbl —

Macrep HacTpoiku IPv4 agpec

Wi-Fi nnaHmpoBumx
Macxa cetn

Cetb
Wnros

Beintn

DNS

MAC-agpec
TexHonorus Aoctyna

Cepeep

Wms nons3osatens

Mapons

[nobanbHasa cetb (WAN)

Static IP

192.168.13.120

255255255.0

192.168.13.1

DNS 1: 192168.13.1

DNS2: 88838

00:0c:43:47:05:50

L21P

12tp provider_name.ru

User_name

Password

v DHCP nau cratnueckuit IP 8 cetn nposangepa
Agpec ycTpoicTea 8 rnobansHown cetn
Macka onpeaenser noaceTs

Anpec wniosa

Agapeca DNS cepsepoe

Media Access Control - unique identifier

v Onpepenere TeXHONOMM BLIXOAA B CETh

PucyHok 2.4.1 — BBog gaHHbIX AN nogkntoyeHms no npotokony L2TP co ctatuueckum IP-agpecom

2.4.4. Ecnn y Bac npotokon nogkntoyennsa L2TP ¢ gnHamuyveckum |P-agpecom (DHCP-knveHT), B

6noke Mob6anbHasa ceTb (WAN) BbiGepuTe 13 Beinagatowmx cnuckoB Tun nogkntodeHusi (DHCP) n Tex-
Honoruto nonydexus goctyna (L2TP). Beegute Uma nonb3oBartens, MNMaponb, [JomeHHoe umsa L2TP
cepBepa unu ero IP-agpec. Ecnu B cetu Bawero VHTepHeT-npoBaiiepa ocyLecTBAseTCs unbTpauums
no MAC-agpecawm, seegute MAC-agpec ceTeBOro agantepa Ballero KomnbloTepa unm octaesbTe B Morne
MAC-agpec ceTeBoro agantepa poyTtepa (PucyHok 2.4.2).

AP205M1

Crartyc
Cucrema
CepBuchbl Fno6aneHas cets (WAN)

Wi-Fi naasiposumx
MAC-agpec
CeTb —_—

Texwonorua AocTyna

Bbintnn Cepeep

Wwma nonsosarens

Napons

Touka gocrtyna (AP)
Bmounts WIFl
SSID
Tun wiudposanna

Kmou

DHCP

00:0c 43.47.05:50

LT

12tp provider_name ru

User_name

Password

v

Kroks AP205M1

WPA2-PSK (CCMP)

gkzanyev

DHCP nam cratuueckuit IP 8 cetu nposaigepa
Media Access Control - unique identifier

Onpegenenie TeXHONOMMM BLIXOAA € CeTs

Wms cern WiFi

DHCP wn cravnuecxwit IP & cern nposaitaepa

Mapons aoctyna x WiFi

PucyHok 2.4.2 — BBog oaHHbIX Ans nogkntodeHms no npotokony L2TP ¢ anHamuyeckum IP-agpecom

2.4.5. NameHsia 3HayeHus B G6noke Touyka pocrtyna (AP), nonb3oBatenb MOXeT ynpaenATb Gecnpo-
BogHon cetbto Wi-Fi HacTpoeHHOM no ymonyaHuto. MI3MeHnTb Ha3BaHMe CeTu, TUM WndgpoBaHus, ycTa-
HOBWTb MoOLLHOCTL nepepatymka Wi-Fi mogynsa cBsau, kaHan, WMPUHY NOSOoCkl NPOMyCKaHWs U Naposb
ansa poctyna k gaHHon Wi-Fi cetn unm Boobuwe otkntountb Wi-Fi ceTb npu HeobxogumocTw.

2.4.6. 3akoHuYMB HacTponKy, Haxmute kHonky NMPOBEPUTbL. [ns yoaneHus BbIGpaHHbIX 3HaYeHUN
HaxkmuTe kHonky CBPOC. Mons ¢ KOppekTHO BHECEHHBIMU AaHHbIMU OyAyT BblAeNneHbl 3eMNeHbIM LBETOM
(PucyHkun 2.4.3 n 2.4.4). Nong He npolueawne NnpoBepKy OyayT BblAeneHbl KPaCHbIM LLBETOM U OOCTYMHbI
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ons pegaktupoBaHusi. OKOHYMB HACTPOWIKY coeamHeHusi, HaxxmuTe kHonky MOATBEPOUTDb. [Insa otkasa
OT BBEAEHHbIX AaHHbIX HaxmuTe kHornky CBPOC. Mocne noatBepxaeHus, cuctemon 0yayT NpUMeEHEHbI
[OaHHble U HAaCTPOWMKM yKa3aHHble Norib3oBaTeNeM.

AP205M1

Craryc
nobanbHas cetb (WAN)
Cucrema
CepBuchbl Tun nogkalouenna Static IP ¥ DHCP wan cratuueckwin IP & ceTv nposaitgepa
1Pv4 appec 192.168.13.120 Aapec yCTpOiCTea B r06ankHoM ceti

Wi-Fi nnanuposwmx

Macka cetv 255.255255.0 Macka onpegenser nogcers
Cetb

Wnio3 192.168.13.1 Agpec wno3a

Beintu
DNS1: 192168131

DNS Azpeca DNS cepsepos

DNS2: 8888
MAC-agpec 00:0c:43:47:05:50 Media Access Control - unique identifier
Texronorua goctyna L21P ¥  Onpepenexme TeXHONOrMM BLIXOAa B CETs
Cepeep [2tp provider_name.ru
Wwma nones3oeatens User_name
Napons Password

PucyHok 2.4.3 — [NpoBepka BBeAeHHbIX AaHHbIX L2TP nogknioyeHns co ctatmdeckum IP-agpecom

AP205M1

Craryc
Cucrema
FnobansHas cetb (WAN)
CepBuchbl
Wi-Fi nAaHMposwuK

MAC-aapec 00:0c 43 47.05:50 Media Access Control - unique identifier
Cers

Tex+onorua AocTyna (F1 0 v ONpPeAsNeHHE TEXHONOTMH BLIXOAA B CoTe
Bointn Cepsep 12tp provider_name.ru

Wwms nonssosatens User_name

Napons Password

Touka aoctyna (AP)

Brmounts Wil

ssiD Kroks AP205M1 Viun cern WiFi
Tun wiubposanua WPA2-PSK (CCMP) v DHCP waw craTwuecxudt IP & cetn npoeaigepa
Kniou gkzanyev Napons goctyna k WiFi

PucyHok 2.4.4 — lNpoBepka BBeAEHHbIX AaHHbIX L2TP nogkntoveHms ¢ auHammnyeckum IP-agpecom

2.5. Hactpownka noakntoyeHus K cetu MHTepHeT no npotokony PPPoE

2.5.1. AsTopusyntecb B web-uHTepdence poytepa. B Pasgene «CepBucbi» Bongute BO BKNagKy
«MacTtep HacTpomku». [Ing HacTpoOWKK AocTyna K cetn MIHTepHeT Yepes NpoBOAHOE MOAKITHYEHNE yCTa-
HOBUTE TOYKY Mapkepa Ha 6noke PoyTep (Rt) n HaxxmuTe kHonky OAJIEE (PucyHok 2.1.1).

2.5.2. B 6noke INokanbHasa cetb (LAN), nonb3oBaTtens MoxeT naMeHutb |IP-agpec cBoero poytepa u
yCTaHOBWTb AvanasoH IP-agpecoB BblgaBaemMbIx aBTOMaTMYECKU, A9 YCTPONCTB B JTIOKANbHON CETU.

2.5.3. Ecnn y Bac npotokon nogkniovennss PPPoE co ctatudeckum |IP-agpecom, B 6noke Mo6anb-
Hasa ceTb (WAN) BbiOepute u3 Beinagatowmux cnuckos Tun nogknioveHus (Static IP) n TexHonoruo no-
nyyenusi goctyna (PPPoE). Beegute IP-agpec, Macky cetu, LWUnw3, agpeca DNS-cepBepoB, Ums
nonb3oBartens u MNaponb. Ecnu B ceTn Bawero MHTepHeT-npoBanaepa ocylecTsnseTcs unbTpaums
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no MAC-agpecawm, Beeaute MAC-agpec ceTeBoro ajantepa Ballero KOMnbTepa Unu octaBbTe B none
MAC-agpec ceTeBoro agantepa poytepa (PucyHok 2.5.1).

AP205M1

Craryc
Cucrema

CepBucCbl

Wi-Fi naanmnposumx Tun nogxaoueHna

FnobanbHasa cetb (WAN)

Cetb 1Pv4 agpec

Macka cetn
Buintn

Whnios

DNS

MAC-agpec
TexHonorua goctyna
Wwma nons3oeatens

MNapons

Static IP

192.168.13.120

255.255.255.0

192.168.13.1

DNS 1: 192168131

DNS2: 8888

00:0c:43:47:05:50

PPPOE

User_name

Password

v DHCP naum cratudeckun IP & cetu nposaingepa

Aapec ycTpoicTea e rno6ansHoim cetn

Macka onpegenaer nojceTs

Aapec wno3a

Aapeca DNS cepsepos

Media Access Control - unique identifier

¥ OnpegeneHue TeXHONOTN BLIXOAA B CETh

PucyHok 2.5.1 - BBoa AaHHbIX Anst nogkntodeHuns no npotokony PPPoE co cratuveckum IP-agpecom

2.5.4. Ecnu y Bac npotokon nogknoyeHuss PPPoE ¢ anHamuyeckum IP-agpecom (DHCP-knveHT), B

onoke Mob6anbHasa ceTb (WAN) BeiGepuTe 13 Bhinagatowmx cnmckoB Tun nogkntodeHms (DHCP) n Tex-
Honoruio nonydexusa goctyna (PPPoE). Beeante Umsa nonb3oBatens v Maponbk. Ecnv B ceTn Bawero
MHTepHeT-npoBavigepa ocylectensetca cunbTpaumsa no MAC-agpecawm, seegnte MAC-agpec cetesoro
aganTepa Ballero KomnbtoTepa unu octaebTe B none MAC-agpec ceteBoro agantepa poytepa (Pucy-

Hok 2.5.2).

AP205M1

Craryc
Cucrema

CepBuchbl

Fno6ansHas cets (WAN)

Wi-Fi naakuposumx
Thn nOAKAIOUEHNA
Cetb ——

MAC-agpec

Buiitun Texsonorua goctyna
VInA nons3ceatens

Napons

Touka goctyna (AP)
Brmounts WiFl
SSID
Tun wuposanma

Knmou

Konuuectso: 150

DHCP

00.0c 4347.05:50

PPPoE

User_name

Password

v

Kroks AP205M1

WPA2-PSK (CCMP)

gizanyev

DHCP wan cratuueckwit IP & cety nposaigepa
Media Access Control - unique identifier

Onpegenenme TEXHONOTAM BLIXOAA & CETh

Wma cern WiFi

DHCP unn cratuueckui IP & ceTw npoeaigepa

Napons aoctyna k WiFi

CBPOC  MNPOBEPUTHL

PucyHok 2.5.2 — BBog AaHHbIX A4nsi nogknioveHus no npotokony PPPoE ¢ anHamnyeckum IP-agpecom

2.5.5. iameHsas 3HayeHus B 6noke Touka goctyna (AP), nonb3oBaTenb MoxeT ynpasnaTb 6ecnpo-
BogHon cetbto Wi-Fi HacTpoeHHOM no ymonyaHuto. MI3MeHnTbL Ha3BaHMe CeTu, TUM WndpoBaHus, ycTa-
HOBUTb MOLLHOCTb nepepatymka Wi-Fi mogynsa cBsau, kaHar, LWMPUHY NOSOChbl NPOMYCKaHWs U Naporib
ans goctyna k ganHon Wi-Fi cetn nnm Boobuwe otkntounte Wi-Fi ceTb npu HeobxoanmocTw.
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2.5.6. 3akoH4MB HacTpolky, Haxmute kHonky NMPOBEPWUTb. [ns yaaneHus BbiOpaHHbLIX 3HA4YeHWI
HaxkmuTe kHonky CBPOC. Monsi ¢ KOPPeKTHO BHECEHHBLIMU AaHHbIMW OyAyT BblAeNeHbl 3eMNeHbIM LBETOM
(PvicyHkn 2.5.3 1 2.5.4). lNMonsa He npoweawne NpoBepKy OyayT BblAeNeHbl KPACHBbIM LLBETOM U JOCTYMHbI
ansa pegaktupoBaHus. OKOHYMB HACTPOWKY coeamHeHus, Haxmute kHonky MOATBEPOUTDb. [Inga otkasa
OT BBEeJEHHbIX AaHHbIX HaxxmuTe kHornky CBPOC. NMocne noaTBepxaeHUs, cucteMon 6yayT npMMeHeHb!
[aHHbIe N HAaCTPOWKM yKasaHHbIe Nonb3oBaTenemM

AP205M1

Cratyc
FnobanbHas cetb (WAN)
Cucrema
Tvn nogxAOueHUs Static IP ¥  DHCP nau ctatuueckui IP & cetn nposaigepa
CepBuCbl
Macrep HacTpoitkn IPv4 agpec 192.168.13.120 Aapec ycTpoicTea 8 rnobansHon cetn
Wi-Fi naanupoewmk
Macka cetn 255.255.255.0 Macka onpegenset noaceTs
Cetb
Wnio3 192.168.13.1 Aapec wno3a
Bewityn DNS1: 192168131
DNS Appeca DNS cepeepos
DNS2: 8888
MAC-agpec 00:0c:43:47:05:50 Media Access Control - unique identifier
TexHonorua goctyna PPPoE ¥ Onpegenexve TeXHONOTMM BLIXOAA B CETb
Wwma noas3oeatens User_name
Mapone Password

PucyHok 2.5.3 — NpoBepka BBeAeHHbIX AaHHbIX PPPOE nogkntoyeHuns co ctatudeckum IP-agpecom

AP205M1

= Konuuecrso: 150
Cratyc
Cucrema

Cepsucobl

Fr06ansHan cers (WAN)
Wi-Fi nhasmpoeumx
Tun nogaoueHna DHCP v DHCP uam cratueckwi IP e cetm nposaigepa
Cetb
MAC-agpec 00.0c:43.47.05:50 Media Access Control - unique identifier
Bemtn Texsonorwa goctyna PPPoE v Onpegenere TEXHONOTMH BLXOAA B CETs
Wua nos3oeatens User_name
MNapone Password

Touka pgoctyna (AP)

Brmounts WiFl ’

SSID Kroks AP205M1 Wima cern WiFi
Tun wudpoeaHna WPA2-PSK (CCMP) v DHCP uam cratuuecknit IP & cetn npoesaigepa
Kmou gkzanyev Mapons goctyna k WiFi

CEPOC  MOATBEPAMTL |

PucyHok 2.5.4 — NpoBepka BBeAeHHbIX AaHHbIx PPPOE nogkntoyeHuns ¢ anHamuyeckum IP-agpecom

2.6. HacTtpowka poyTtepa ans pa6otbl B pexxume Wi-Fi knueHT

Pexum paboTtbl poytepa «Wi-Fi KnveHT» no3sonseTt ycTponcTBam, HaXoAsILLMMCS B JTOKarnbHOM CETU
poyTepa nonyy4uTb JocTyn kK cetn NHTepHeT vepes 6ecnpoBogHoe Wi-Fi coegmHenne. B gaHHOM cnydae
poyTep 6yaeT BbiCTynaTb B ponv 6ecnpoBOAHOro MocTa mexay cobCTBEHHOM NTOKanbHOW CeTblo U yaa-
neHHoun GecnpoBogHon ceTbto. OgHOBpeMeHHO byaeT co3gaHa 6ecnpoBogHasa Toyka gocTtyna gns 6ec-
NPOBOAHbIX YCTPOUCTB COOCTBEHHOW NTIOKAnNbHON CETHU.
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2.6.1. AsTopusynTtecb B web-uHTepdence poytepa. B Pasgene «CepBucbi» Bongnte BO BKNagKy
«MacTtep HacTponku». [Ins co3gaHus goctyna pexuma paboTbl poyTepa, kak 6ecnpoBOAHOMO KIueHTa,
ycTaHoBuTe Touky Mapkepa Ha 6rnoke Wi-Fi KnueHt (WC) n HaxxmuTte kHonky OAJIEE (PucyHok 2.6.1).

AP205M1

Craryc
Cucrema PexumM Mactepa HacTponKu
Cepeucol BoibepUTe pexum HacTpoiiki
Wi-Fi naaumposwmx
Cetb
Poyrep (Rt)
Boiitn
S U S i S
o o o i A S S
Touxa gocryna (AP)
e o e i

PucyHok 2.6.1 — MacTep HacTtpowku Wi-Fi knneHTa

2.6.2. B 6noke INokanbHasa cetb (LAN), nonb3oBaTtens MoxeT naMeHntb |IP-agpec cBoero poytepa u
yCTaHOBWTb AnanasoH IP-agpecoB BbljaBaeMbIx aBTOMATMYECKM, AN YCTPOUCTB B JTIOKANbHON CeTu.

AP205M1

= JlokanbHas cetb (LAN)
Crartyc
- TPOWCTEA B NOKANLHOM CeTH
Cucrema 1Pv4 agpec 15216811 e ywbnme: 105 16811
CepBucol or 100
" Yxaxute nya IP ecos.
o
- Konuecreo: 150
Wi-Fi naaknposuuk
Cetb
Knvnenr
Bewtu SSID SSID: "Roma”. Kawan: 9 v Touka ZOCTYNa AAR NOAKAIOUEHMA K COTH
SSID "Xerox™. Kawan 10
SSID: "Roma", Kawart. 9 n i
Koy SSID: “SomeNetwork_1". Kawan. 6 oRnG Aocive K WS
SSID: "KSN_0_Guest’. Kawan 6
SSID: “39guest”. Kawan 8
SSID. "AIkBNev". Kawan 9
SSID: ™ Kawan: 11
SSID: “TP-Link_S1EA"; Kawan: 2
SSID: "Piose”. Kasan: 13
Touka poctyna (AP) SSID: "HP-Print.6C-Officajet Pro 8610". Kawan 2
SSID: "Keenetic-8917"; Kawan: 5
SSID. "Keenetic-0438". Kavan: 3
v
BERCN WS SSID. "ABS". Kawan: 1
Kawan Channel: 10, Frequency: 2.457 GHz v Howmep anana, Ha koTopom Gyset paborate A KaHan.
MouHocTs nepegatuma 14 dBm; 25 mW v Moupocrs . MOUHOCTS He XOpOLLEE KAUECTEO CHrHaNa.
Ukiasieia HT40 +  Onpeaeense nonockl NPONYCKaNwA. BOALLIAA LWHDIKA KA NMDEACCTABARET GOMBLIYIO CKOPOCTS, HO MeHbLLYH 34
P Manan WMpPiHa OBECHEUNBIET GONBLLIYIO AANBHOCTS NPH MENHBLIER CKOPOCTH,
SsiD my_access_point Va cern WiFi
Kniou password Napons goctyna k WiFi
Goron_ s

PucyHok 2.6.2 — HacTpoiika pexuma «Wi-Fi» KnueHt

2.6.3. B 6roke KnueHT BbIOGepuTe U3 BhiNnagatoLLero cnvucka onvkanimne goCTynHble TOYKM JOCTyna 1
BBeauTe naponb (Krntod) ansa nogknioveHns K BbiIOpaHHOM TOYKe AOCTyna.

2.6.4. B 6noke Touka goctyna (AP) nonb3oBaTtenem ycTaHaBnmMBaeTCs MOLLHOCTb nepegaTtymka Wi-
Fi mogyns cBsa3n, kaHan Ha KoTopoM OypeT paboTaTb NnepeaaTymk U LWMPUHY NOSIOChI MPONYCKaHUS,
onpegensemMyl pacctosiHueM mexay poytepamu. Beegute nmsa Wi-Fi cetn, k koTopor 6yayT nogknto-
YyaTbcsa becnpoBogHble YCTPOWCTBA, Bbibepute Tun WwWndpoBaHns 1 3aganTe naposb Ans AocTyna K Ba-
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wen Wi-Fi cetn. OnumoHansHO, MOXHO oTkniounTb 6ecnposoaHon Wi-Fi moaynb ¢Bsi3un, ecnv HeT Heob-
XOOUMOCTM B NoAKMoYeHun 6ecnpoBogHbIx yCTponcTB (PucyHok 2.6.2).

2.6.5. 3akoHuuB HacTpolrky, HaxmuTe kHonky MPOBEPWUTb. [na yaaneHus BblIGpaHHbIX 3HaYeHWi
HaxxmuTe kHonky CBPOC. Nons ¢ KOppekTHO BHECEHHbIMU AaHHbIMU ByAYT BblAeNeHbl 3eMneHbIM LIBETOM
(PvicyHok 2.6.3). Mons He mpowewure npoBepKy 6yayT BblAeneHbl KpacHbIM LBETOM UM OOCTYMHbI ANS
penaktupoBaHuss. OKOHYMB HACTPOWNKY coeauHeHus, HaxmuTe kHonky MOATBEPAOUTL. [na oTkasa oT
BBEOEHHbIX AaHHbIX HaxxmuTe kHornky CBPOC. lNocne noaresepxgeHus, cuctemon OyayT nNpvMeEHEHbI
OaHHble U HACTPOWKM yKa3aHHble Nonb3oBaTenem

Craryc JlokansHan cetb (LAN)

uncrema [CTPOWICTEA B NOKAALHOMN CeTH
Cucre 1Pv4 apec il T ebmimne: 83 Te8
Cepsucobl

or 100
Macrep HacTpoiw DHCP Yraxure nya IP agpecos e
No-ymonuanmo: 100" Koausecrso “150°

Wi-Fi nnamg Konuuecreo: 150

Cetb
Kavenr
Buitut SSID SSID: "Roma”; Kawan: 9 v TouKa ROCTYNa AR NORKMOUEHNA K CETH
Knwou password Napons goctyna k WiFi
Touka goctyna (AP)
Brmounts WiFl
Kanan Channel: 9. Frequency. 2 452 GHz ¥ Homep KaHana, Ha KOTOPOM BYAST PAGOTaTs NEPERATUMK. PEKOMEHAYETCH HCOAb3083Te CBOBOAHSIA KaHas
Mouwocrs nepegarunca 14 dBm: 25 mW ¥ MOWNHOCTS NePeAaTMKa. MIKCUMANBHAR MOLIHOCTS K FIPAHTUDYET XOPOWEE KIHECTBO CATHAAR.
Onpegenenne NOAOCH NPONYCKanmA. BOALLIAR WHDHHA KaKana NpeaocTasnset Boal 40 CKOPOCTE, HO MEHBLIYIO 33
Wwpwwa e T Maran wmpria OBecheuABast GOALLLYIO AANHOCTo NDW MEHBLIER CKOPOCTI " - S
SSID my_aceess_point Vi cemn WiFi
Tun wagpoeanns WPA2-PSK (CCMP) ¥ DHCP wan crariiecksd IP 8 cern npoeaigepa
Kmou password MNapons goctyna k WiFi

PucyHok 2.6.3 — lNpoBepka BBeAEHHbIX AaHHbIX

2.7. Hactpouka 6ecnpoBoaHon Wi-Fi ceTn B pexxnme «To4yka goctyna»

B gaHHOM pexume goctyn K ceTn MIHTepHeT OyaeT NpefocTaBnATbCs Yepes BblILLECTOSALWMNA poyTep.
Poytep 6ynet pabotatb B pexume MocTa (YANUMHWUTENs) Mexay nonb3oBaTenbCKUMKU YCTPOWCTBAMU U
BbILLIECTOSALLMM pOyTEPOM. ECnu BbllLeCTOSAWMIA poyTep OTCYTCTBYET UMM HE HacTpPoeH Ha paboTy ¢ ce-
Tblo VIHTEepHeT, TO NOAKNIOYEHUS MONb30oBaTENbCKUX YCTPOWCTB K ceTun WHTepHeT yepes cosfaHHyo
«TOYKYy gocTynay» He byger.

2.7.1. ABTopusyntecb B web-nHTepderice poytepa. B Pasgene «CepBuCbI» BoavMTe BO BKMNagKy
«MacTtep HacTpounku». [Ina co3gaHna TOYKM AOCTyna K ceTu VIHTepHeT 4yepe3 GecrnpoBogHOEe MOAKIHo-
YeHMe yCcTaHOBMTE TOYKY Mapkepa Ha 6noke Touka moctyna (AP) n Haxwmute kHonky OANEE (Pucy-
HOK 2.7.1).
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AP205M1

Cratyc
Cucrema Pexum Mactepa HaCTpOﬂKM
Cepeuchl BoibepuTe pexum HacTponKu

Wi-Fi naarmposumk

Cetb
Poyrep (Rt)

Bt Conzmmue

Wi-Fi Knuenr (WC)

Coaganue AOKANMWOR CoTH AAR NPOROAMMX YCTPORCTE. AOCTYR K AOGMWOM CHTA NePed GACIPOROAMOR NOZEMENENME.

Pacempesme CyuecTaywmed CeTM SRR ROROAMAX W 6ECRPOROMAK YCTPOACTE. BOCTYT KX CYmeCTBYWGEA CETH 48Pe3 NPOBOANOE NORKACwENAE.

PucyHok 2.7.1 — MacTep HacTpoinku poyTepa B pexume TOUKM AocTyna

2.7.2. B 6noke Touka poctyna (AP) nonb3oBartenem yctaHaBnmMBaeTcs MoLHOCTb nepegatymka Wi-
Fi moayns cBsi3n, kaHan Ha koTopoM ByaeT paboTaTb nepedaTymk 1 LUMPUHY MNONOCHI MPOMYCKaHUS,
onpegensiemyto pacctosiHneM Mexgy poytepamu. Beegnte ums 6ecnposogHont Wi-Fi cetn (SSID), us
BblNagaloLlero MeHto Belbepute Tun WndpoBaHns AaHHbIX U BBeaguTe naponb ans goctyna k Wi-Fi cetu
(PvcyHok 2.7.2).

AP205M1

Craryc Onucanue:
Cucrema B 3TOM pexxume ycTpoicTeo paboTaeT Kak Touka 4ocTyna. [IoCTyn K MHTEPHETY NpeAOCTaBAACTCA Yepe3 BbileCTORUA poyTep.
CepBucsbl .
— WameHeHus:

m Orxkmoueno Network Address Translation (NAT)

= Orxknoveno Dynamic Host Configuration Protocol (DHCP)
Wi-Fl nastmpomspn: Bce nopts! 6yAyT NepekaloyeHs! B PeXum MocTa.
WiFi nepexatounTca B pexum MocTa

Cetb
MNpumeuanve:
Buiiityn Hoswiit IP agpec ycTpoicTea 6yaer npeaocTagneH biwectoaumum poyrepom. MAC agpec atoro ycrpoicrea: 00:0¢:43:47:05:50

Touka aoctyna (AP)

Brmounte WiFl

Kawan Channel: 6; Frequency. 2 437 GHz *  HoMep Kaana, a KOTOPOM BY4ET paBoTaTh nep 5 A €BOBOAHLIA KaNan.
MouwHocTs nepegatumka 14 dBm; 25 mW. v M . MOWHOCTS He XOPOWee KIUECTBO CHTHana.
Whgpnasia HTa0 +  Ompegenenite NoNOCH MPONYCKaHWA. BONbWaR WHPHKA KAHANA NDEAOCTABARET GObLLYIO CKOPOCT, HO MeHbY]

Manan WMpHHa OBECHeUNBaET GOAbLLYK) ABMBHOCTS NP MEHbUISH CKOPOCTH.

SSID my_access_point Vs cern Wil
Tun widposanma WPA2-PSK (CCMP) ¥ DHCP wam cratnueckwit IP & ceTw nposaiaepa
Knrou password Napons gocryna k WiFi

=0

PucyHok 2.7.2 — HacTpoika Touku goctyna

2.7.3. 3akoH4MB HacTpoiky, Haxmute kHonky NMPOBEPWUTb. [ns yaaneHus BbiOpaHHbIX 3HAYeHWI
HaxkmuTe kHonky CBPOC. Mons ¢ KOppeKTHO BHECEHHBIMU AaHHbIMK OyAyT BbiAeNneHbl 3eNeHbIM LBETOM
(PvcyHok 2.7.3). MNMons He npoleawve npoBepky OyayT BblAeNeHbl KpacHbIM LBETOM M OOCTYMHbI Ans
penaktupoBaHus. OKOHUMB HAaCTPOWMKY TOYKM AocTyna, HaxxmuTe kHonky MOATBEPOUTb. [nga oTkasa oT
BBeAEHHbIX AaHHbiX HaxmuTe kHorky CBPOC. lNMocne noarBepxaeHus, cuctemon OyayT npyvMeHeHb!
[aHHble N HAaCTPOWMKM yKasaHHble Nonb3oBaTenemM
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AP205M1
Craryc Hacrpoiika yctpoictea "Touka goctyna”
(Cucrema Onucanue:
CepBucs! B 3TOM pexume yCTPOMCTBO paboTaeT Kak TouKa A0cTyna. loCTyn K MHTEpPHETY NPeAOCTaBAAETCA Yepes BLILECTOALMA poyTep.
Macrep HacTpoim WN3meHenns:
Wi-Fi naaumposunk OrkmoueHo Network Address Translation (NAT)
Orknouero Dynamic Host Configuration Protocol (DHCP)
CeTb Bce noprei ByAyT NepeknioyeHsl B PeXMM MOCTa,
WiFi nepekiounTca & pexum mMocra
Mpumeyanue:
Boivtn Hoseiit IP agpec ycTpoiicTea GyaeT NpeaoCTaBAeH BileCTOAWMM poyTepom. MAC aapec 310ro ycTpoiicTea: 00:0¢:43:47:05:50

Touka goctyna (AP)

Brarouurs WiFl v
Kawan Channel: 6; Frequency: 2437 GHz ¥ Homep Kanana, Ha KOTOPOM Syaer padoTars nep: 306¢ @ Kaman.
Mougocrs nepeaarumca 14 dBm. 25 mW. v M MOWHOCTS He XOpOee KAUECTBO CHrHana.

Wwpuea B e St oLy B meiyss AAmonocre v i Ehpacr | ConeU10 CXOROCTL Ho Ve
SSID my_aceass_point Vima cern WiFi

Tun wnpposanua WPA2-PSK (CCMP) ¥ DHCP wan craruueckwi IP & cetw npoeaingepa

Kmou password Napons goctyna x WiFi

PucyHok 2.7.3 — lNpoBepka BBeAEHHbIX JaHHbIX
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3. PYYHASI HACTPOWUKA NMPOBOAHOIO NOAKNIOYEHUA K CETU UHTEPHET

Y6egutech, 4to Kabenb MHTepHeT npoBangepa nogkmnodeH K WAN-nopty Bawero poytepa. Nogknto-
YeHue K ceTu VIHTepHET 3aBMCUT OT TMMna NpOTOKoNa AO0CTyna, Yepes KOTOopbI NpedocTaBnaeTcs 4OCTyn
nonb3oBaTernto.

[Mpumeyanue — Mpu 3aknoveHnn goroBopa ¢ VIHTepHeT-NpoBakiaepoM Ha okasaHue ycryr goctyna B
ceTb VIHTepHeT, MpoBangep nepenaet nonb3oBaTento UHpopMaLmio, HeobXxoanuMyo Ans NOAKMIOYEHUS K
cetn NHTepHeT:

e Ucnonb3syetcs cratuyeckun IP-agpec (nocTtosHHbIN) nnu guHamuyeckun IP-agpec (DHCP
HasHavyaeMmbli aBTOMAaTUYECKM).

o [lpotokon poctyna k cetn WHtepHeTr (PPPoE, PPTP, L2TP) npu ero nucnonb3oBaHuu B
npegocTaBneHnn goctyna.

o |P-appec unu pomeHHoe nma VPN-cepBepa npu nogkntoyeHun yepes PPTP n L2TP.

o JloruH (Mmsa nonb3osartens) u Maponb ansa goctyna B IHTepHeT.

e OcywectBndaetca nu dunbtpaumss no MAC-agpecam, n kakon MAC-agpec Oyaget 3aperu-
CTpupoBaH y VIHTepHeT-npoBanaepa.

Hannuyme Tex unu nHbix NnapameTpoB onpefenseTcs TMNoM NpoTokona goctyna k cetu. [Npu Heobxo-

OMMOCTM 3TM napameTpbl MOXHO YTOYHWUTb B Cryxbe TexHuyeckon nopadepxku Bawero WHTepHeT-

nposavngepa.

3.1. NoakntoyeHune Kk UHTepHeTy no npotokony DHCP-knueHTa

DHCP — ceTeBoW NpoTOKON AMHAMUYECKOW HACTPOWKM y3ra, NO3BOJISAOLWNA CETEBBLIM YCTPONCTBAM
aBToMaTuyecku nonyyate |P-agpec n gpyrue napameTpsbl. [aHHbI NPOTOKON NO3BOMSET M3bexaTtb pyy-
HOW HaCTPOWKMN poyTepa U YMEHbLUNTb KONTMYECTBO BO3MOXHbIX OLLMOOK.

AP205M1

MODEM1 MODEM2 LAN

Craryc
Cucrema v
NHtepdencel - WAN
Cetb
Modem Manager VIAN Hanp.
Wnurepgencut
Wi-Fi
Kowwsyzatop O6wue HacTpowku

DHCP u DNS
OcHoBHbI® HACTPONKK JlonoaHuTeNbHbLIE HACTPORKK Hactpoitku xasana HacTpoitku MexceTeeoro 3xpaHa

Wwmena xoctos
CocronHue 2" Yerpoicereo: eth0.2

Bpemsa paborsi: 2h 10m 47s

MAC-agpec: 00:0C:43:47:05:50

Monyuenne (RX): 31.35 MB (84000 Maxetos)

Mepegava (TX): 88.50 MB (74958 Maxetos)

1Pv4: 192.168.132.142/24

Cratueckvie MapwpyTsi
AuarHocTuka

Mesxcereson akpan
banarcupoeka WAN Tpaduk

Mpotokon DHCP-xnwewt v

Bty Wms xocta 8 DHCP-3anpocax AP205M1

HA3AJ K OB30PY COXPAHUTB U NMPUMEHUTD CBPOCUTB

PucyHok 3.1.1 — Beibop npotokona goctyna DHCP-knueHT

3.1.1. AsTopusyinTtecb B web-uHTepdence poytepa. B Pasgene «Cetb» Bongute Bo Bkragky «UH-
Tepcpencbi» n Boidepute Bknagky WAN. N3 Bbinagatowlero cnucka NpoTOKONOB BbibepUTe MPOTOKON
nogkntovyeHnss DHCP-knueHT (PucyHok 3.1.1). 3atem Haxmute kHonky COXPAHUTb U MPUMEHUTD.

Mpumeyanune — MpoTtokon nogkntoveHns k cetn DHCP ycTaHOBNEH B 3aBOACKMX HACTPOMKax poytepa
no ymonyanuto. Ecnn Baw WHTepHeT-npoBangep mcnonb3yeTt npotokon DHCP ans npepocTtaeneHus
poctyna B VIHTepHeT, To, ckopee Bcero VIHTepHeT-coeguMHeHWe y Bac y)Xe yCTaHOBMEHO B aBTOMaTtu4e-
CKOM pexume.
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Mpumevanne — WAN (Wide Area Network) — mobanbHas BeluMcAMTENbHAsA CeTb, OXBaTbiBaloLLas

OonbluMe TeppuTopun 1 BKNtoYaroLwasa 60onbLIoe YMCo y3noB.

20 aBrycta 2019r.

3.2. HacTtpoika poyTtepa, ans noakno4YeHus K cetm UHTepHeT ncnonb3ys NPOTOKOS CO cTaTu4e-

ckum IP-agpecom

3.2.1. AsTopusyinTtecb B web-uHTepdeince poytepa. B pasgene «Cetb» BovauTe BO Bknagky «UH-
Tepcencbi» n Boidepute Bknagky WAN. /3 Bbinagatowero cnucka nNpoTOKOJIOB BbIOEpUTE NMPOTOKOST

noaknoveHns Cratuyeckum agpec (PvucyHok 3.2.1).

Mpumeyanne — WAN (Wide Area Network) — 'mobanbHas BbluMcnutTenbHas ceTb, OXBaTblBawoLas

oonblune TEePpUTOPUN N BKIKOHaoLWasa GonbLLOe Yncro Yy350B.

AP205M1

Craryc
Cucrema

Modem Manager
VikTepdeicst

Wi-Fi

Komsmyratop

DHCP u DNS

Wmexa xocTos
Cratwueckue MapwpyTs!
Avarvoctaka
Mexcetesoit skpan

Banancuposxa WAN Tpadw

Buintn

MODEMv MODEM2  LAN
Nutepdenco - WAN

O6wue HacTpovku

OcHoBHbIE HacTPOMKH

Hacrpoiia

Cocronnue

3KpaKa

% Yerpoicrso: pptp-wan

Monyuenue (RX): 0 B (0 Maxeros)

: 0 B (0 Naxertoe)

Mepegaua (TX):
1Pv4: 192.168.132.142/24

Nporoxon PPIP
—=ll Cratwuecot anpec e
Cepeep VPN | DHCP-knwen -

Heynpaznaensit

Wma nonssoeatens PAP/CHAP

UMTS/GPRS/EV-DO
Dual-Stack Lite (RFC6333)

MAP / LWdover6

Mapons PAP/CHAP

464XLAT (CLAT)

1PV6 8 IPvé (RFC4213)
1Pv6 uepes IPv4 (tod)
1PV6 uepes IPv4 (6rd)
DHCPY6 xnitewt

HA3A[] K OB30PY

AstomaTuueckas Homenet (HNCP)

Modem Manager (mmi)

PPP
PPIP
PPPoE
PPPOATM
L21P
PPP0SSH

QMI coTossiit

COXPAHWTDL U NPUMEHATL

CBPOCUTD |

PucyHok 3.2.1 — Beibop npoTokona nogkntoyeHms co ctatudeckum IP-agpecom

3.2.2.NoareepanTe BoIOOP NpoToKona co cratudeckum IP-agpecom, Haxas kHonky USMEHUTDb
MPOTOKOI, (PucyHok 3.2.2).

AP205M1

Craryc
Cucrema

Cetb
Modem Manager
Wurepdeircsr
Wi-Fi
KommyTatop
DHCP u DNS
Wmena xoctos
Cratiueckve MapwpyTs!
QAwnarsocTuka
Mexcereeoi sxpax

Banarcuposxa WAN Tpa

Buintun

WAN MODEM1 MODEM2 LAN

NuTepdencol - WAN

<
23

O6wume HacTporKku
OcHoBHbIe HACTPOMKM
CoctoaHue ‘5 Yerpoiucrso: pptp-wan
MNonyuenue (RX): 0 B (0 Naxetos)
Nepeaauya (TX): 0 B (0 MNaxertos)
1Pv4: 192.168.132.142/24
Mpotoxon CraTiseckui anpec v

K

B geficTEuTeNsHO XOTHT UsMeHYTS Ij VI3MEHWTS MIPOTOKON |l

HA3AQ K OB30PY

COXPAHWUTL U NPUMEHUTD

x

P s

CBEPOCUTL

PucyHok 3.2.2. — MNMopTBepxaeHue Beibopa NpoToOKONa NogkntyeHust co ctatudeckum IP-agpecom
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3.2.3. Beegute napametpbl npoTtokona (IP-agpec, Macky noacetn, OcHoBHOM wnto3, NMpeagnoun-
Taembin DNS-cepBep u AnbTtepHaTuBHbI DNS-cepBep), Bo Bknagky OcHOBHble HacTponku (Pucy-

HOK 3.2.3).

AP205M1

Wiena xoctos
Cratuueckie MapwpyTH
Auarvocraca
Mexceresoi kpan

Banancupoexa WAN tpadica

1Pvd-agpec

Macxa cerw IPvd

1Pvd-agpec wo3a

s VIAN any
Craryc R:
Cucrema
Obuwme HacTpomnku
Cems i
Wl Wi Ochoenwe HacTpOKK  [lOTIOMHTERLHIE HACTPORI  HacTpOWKM kanana  HacTPOMKM MEXCETeRoro Jxpana
Cocomme 2t ez
Bpewa pabore:: 1h 31m 22¢
Wi-Fi MAC-agpec: 00:0C:43:47:05:50
Monywenwe (RX): 26.07 MB (70421 Maxeros)
Kommyratop Mepegaua (TX): 87.74 MB (72033 Maxeros)
1Pv4: 192.168.132.142/24
DHCP  DNS

Cratusecrti aapec
192 168 13.120
2552552550

192.168.13.1

Wipokoseufrenswsii IPvd-agpec

Beitn Wcnonssosars coberelgmsie DNS cepsepa 192168131

8888

1PV maskdNguise At OTIINONEHO

IPv6-aapec
1Pv6-aapec waosa

IPVE Hanpasnenue Npedukca

1PV6 cydomke

PucyHok 3.2.3 — BBog HacTpoek npoTokona CoeAnMHeHus co ctatudeckum IP-agpecom

Mpumeyanune — YTtobbl fobaBuTb IP-agpeca Heckonbkux cobcTBeHHbIXx DNS cepBepoB, Haxmute Ha
CMMBON «+» U B Kaxgon cTtpoke BBegute IP-agpec. YTobbl yoanuts ctpokn ¢ IP-agpecamu, Haxmute
CYMBOJ «X» B KOHLIE CTPOKMU.

3.2.4. B cnyyae ecnu npoBangep Tpedbyet MAC-agpec Ana npefocTaBneHns BO3MOXHOCTY MOAKIHO-
yeHust kK IHTepHeTy, BO Bknaake [lononHutenbHble HacTponku ykaxnte MAC-agpec ceTeBoro agante-
pa BaLuero komnbetotepa (PucyHok 3.2.4).

AP205M1

MODEM1 ~ MODEM2  LAN
Craryc et
Cucrema -
utepdencsr - WAN
Cems
Modem Manager VIAN A Hanp.
Wurepdeics
Wi-Fi 06 -
Ve HaCTpoOuKu
Kowmmyrarop e P
DHCP u DNS OcHoBNusE HACTPORKN  [loNOMHMTE M NwE HACTPOMKM  HACTPORKH KaHana  HACTPOTIKH MEXCETEBOTO JKpaNa
Vnena xoctos 3anycrvms npn sarpyske @
CTaTueckne MapwpyTe!
2 BCTpoemNbiA 1Py v
Auarnocraxa
AxTvempoeats coeguene

Mexcetesoi skpan

Banascuporka WAN Tpadixa
Haswauuts MAC-agpec
V .

Buiitn Hasmaure MTU

VcnonsoeaTs MeTDHey W33

DHCP-cepeep
OcroaHme HaCTpOAKM

1PV6 Hacrpoin

UrwopuposaTe wTepdenc ¥

HA3AR K OB30PY

COXPAHUTB U MTPUMEHWTL CBPOCHTH

PucyHok 3.2.4 — Beog MAC-agpeca ceTeBoro agantepa

3.2.5. MNocne BBoga Bcex napameTpoB, HaxmuTe kHornky COXPAHUTb v MPUMEHUTD.
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3.3. Hactpoiika poyTtepa ana noagknioveHus Kk UHtepHeTy no npotokony PPtP (VPN)

3.3.1. ABTopusyntecb B web-uHTepderice poyTtepa. B pasgene «CeTb» Bonante BO Bknagky «WUH-
Tepdencbi» 1 Bbibepute Bknagky WAN. M3 Bbinagatollero cnmcka npoTOKONoB BblGepuTe MpOTOKON
PPtP (PucyHok 3.3.1) n HaxmuTe kHonky ASBMEHUTb NMPOTOKOI, (PucyHok 3.3.2).

MNpumevanne — WAN (Wide Area Network) — MobanbHasa BbluMcnutenbHas ceTb, OXBaTblBarOLLAs
HonbLuMe TeppuTOpMK U BKMoHatoLwasi 6osbLLOe YMCO Y3IO0B.

AP205M1
Granye Cwan ) MODEMI  MODEM2  LAN
Cucrema -
WHtepdencol - WAN
Modem Manager a RpcbRRA 3KKE MONKETE W LLM 2 . : ; (Bap:
Wnrepdeircs:
Keisransp Obuue HacTpoukmn
DHCP 1 DNS OcHoenbie HacTpoikin  [lONOAHMTEALHBIE HACTPOMKM  HacTpOMKi kanana  HACTPOMKI MEXCETEBOro 3Kpana
Kpesaasos Cocroasme = Yerpoierso: pppoe-wan
Cramauecine MapupyTi Monysuue (RX: 0B (0 aceros)

epey
Avarsocruka 1Pv4: 192.168.132.142/24

Mexcereeoit skpan Npotoxon PPPOE

Banancupoeka WAN tpadux Cranwecann aapec
Viun nonssoearens PAP/CHAP | DHCP-xwewt
Heynpagnaensit
UMTS/GPRS/EV-DO
Dual-Stack Lite (RFC6333)
MAP / LW4overs
KOML@HTPATOp AOCTYNa | 464XLAT (CLAT)
I1Pv6 8 IPv4 (RFC4213)
1PV6 uepes IPvd (6tod)
1PV6 uepes IPv4 (6rd)
Vimn cyxGsi | DHCPVS knutent
AsTomarneecras Homenet (HNCP)
Modem Manager (mmi)
T ——————————————

7 Napons PAP/CHAP
Bt

] PPIP -
HA3AQ K OB30PY PPPoATM COXPAHWTB U NPUMEHUTL X A CBPOCHTL
L21P
PPPoSSH
QM coTossit i

PucyHok 3.3.1 — Beibop npoTokona nogkntoyeHus PPtP

AP205M1

WAN  MODEM1  MODEM2 LAN
Craryc OE

crerene Wntepdeiicsl - WAN

Cetb
Modem Manager ; vf. B oiie 2 a3e. e, s s e M JSHaeHWS BWGA WATEPOEAC. HOVE mp. t
Whrepdenco
Wi-Fi

O6wwume HacTponKu

Kommyrartop
DHCP v DNS OcHoBHbie HACTPOKM

i % #
Vmena xoctos Cocronnue “ Yerpoitcteo: pppoe-wan

Monyuenue (RX): 0 B (0 Maxetos)
MNepegaya (TX): 0 B (0 MNaxeTos)
IPv4: 192.168.132.142/24

Cratuueckue MapwpyTsi

Nnarxocruka
MexceTeeon skpaH Npotokon PPIP o
Banancuposka WAN Tpadmk —

Bil 4eACTEMTENLHO XOTUTE M3MEHNTL ‘ V3MEHWTL NPOTOKON ‘
NPOTOKON? M
Beintn

HA3AJI K OB30PY COXPAHWUTB U NPUMEHUTD PAHU CBEPOCUTL

PucyHok 3.3.2 — MNopTBepxxaeHne Boibopa npoTokona noaknoveHust PPtP
3.3.2. B oTkpbiBLWEMcs okHe BBeauTe Uma nonb3oBatens (MloruH) 1 Maponb 13 gorosopa Ha okasa-

Hue ycnyr WHTepHeT-npoBangepomMm, IP-agpec VPN-cepeepa u Haxmute kHonky COXPAHUTb U
NMPUMEHUTDb (PucyHok 3.3.3).

~ 24 ~



Web-uHtepgeiic poytepos KROKS. HacTpolika n ynpaeneHve 20 aBrycta 2019 .

AP205M1

MODEM1 MODEM2 LAN

Craryc

WHtepdencol - WAN

Cucrema

Cetb
Wi-Fi -
s Obwwne HacTpovku

DHCP u DNS OcHOBHBIE HACTPONKM “ H ” 0 3KpaHa

Wmena xoctos Cocrommme ' Yerpoitcrmo: pptp-wan

Monywenne (RX): 0 B (0 Naxetos)
: 0 B (0 Naxeroe)

Crarwueckwe MapLIPYTHI Nepenaua (1)
1Pv4: 192.168.132.142/24

Awnarnoctuka
Mexceregon 3kpan Mporokon PPIP v

Banaricvpoeka WAN Tpadik
Cepeep VPN 192.168.1.10

Wma nons3sosatens PAP/CHAP Usre_name

Mapons PAP/CHAP Password D
PR OB20RY COXPAHUTB U MPUMEHUTL xPaHUTS || cBPOCHTL

Buitn

PucyHok 3.3.3 — BBog gaHHbIX Ans npoTokona nogkntoveHns PPtP

HQVIMG‘-IaHI/I — Ans OT06pa)KeHVI$| BBOANMbIX OaHHbIX, HAXXMUTE Ha M306pa>|<eHV|e 3BE€3004KN B KOHLIE
CTpPOKKM BBOOaA.

3.3.3. Bo Bknagke [onosnHUTeNbHbIe HAaCTPOMKU YCTaHOBUTE rarnoyky ABTOMaTU4eCcKOW akTUBa-
LU coeanHEHUsI NPW NOAKIMOYEHMM B pa3beM kabensa (PucyHok 3.3.4).

AP205M1

Craryc e B xe K0 wiTe
AN Hien BUg (hanp: <t

Cucrema
Cepsucol .
O6wwe HacTponku
Cetb
% OCHOBHMIE HACTPORKH  [lONONHMTE b HbIe HACTPORKA  HACTPORAKM MEXCRTEBOrO IKPaHa
oaem
Wi-Fi A BCTpOeHHbIA Py v
Kousyratop ATHBDORATS CORRMNENME ¥
DHCP » DNS
Vivewa xocros
Vienonssoeats wmos no ymomakmo @

Cratuueckue MapwpyTsi

arocTn
Alpoches Vicnos308aTs MeTPHKY W33

Mexceresoi 3xpan

Venonsosats oSuasnsentwse yatom DNS cepeepa @
Banarcuposxa WAN tpaduxa

Nopor owmBox 3xo-3anpocoe LCP

Bewtn
Wwrepsan sxo-3anpocos LCP

MpomexyTox spevens Gesaeicrenn

Hasuauure MTU

HA3AD K OB30PY COXPAHUTD & NPYMEHUTD | cspoc

PucyHok 3.3.4 — [lononHuTenbHble HAacTponku ans npotokona PPtP

3.3.4. Bo Bknagke HacTtpomnka mexceTeBOro 3kpaHa npukpenuTe 30Hy wan K HacTpavBaemMoMy WH-
Tepdency (PucyHok 3.3.5) n HaxxmuTe kHonky COXPAHUTb U MPUMEHUTD.
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Auarnoctuka
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Banancuposka WAN tpaduk

Buiitu

WAN  MODEM1  MODEM2 LAN

NHTtepdencel - WAN

Obuwme HacTponkm

OcHoBHbIE HACTPOWKM AononHnTensHbIe HaCTPOKK

Co34aT / Ha3HaUWTL 30HY CETEBOTO |
3kpara ||

HA3AN K OB30PY

<
22

HacTpoiikin MexceTesoro kpana

iz 2 ) |

COXPAHUTD & NPUMEHUTD
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Hanp.

vt |[ cspoc |

PucyHok 3.3.5 — HacTpovika ceTeBoro akpaHa noaknoveHnsi no npotokony PPtP

3.3.5. Hamu 6b1n cosgaH nHtepdenc pptp-wan gns nogknodeHus kK cetn ViHtepHet. Tenepb Heobxo-
OMMo co3faTb MHTepdenc Ans NOAKMIYEHNst Kk cepBepy VIHTepHeT-npoBaraepa. Ona atoro B pasgene
«CeTb» BoviguTe BO BkNnagky «MHTepdpenchbl» n Haxmute kHonky JOBABUTb HOBbI UHTEP®EWUC

(PvcyHok 3.3.6).

AP205M1

WAN  MODEM1 MODEM2 LAN
Cratyc
Cucrema o
WHTepdencol
Cepsucsbl
Nporokon: Cratuueckuit agpec
Cetb LAN Bpemsa paborsi: 3h 49m 40s
g MAC-agpec: 00:0C:43:47:05:50 _ 7 -
- v’b“l’ o) 0 SR NEPE3ANYCTUTb |  OCTAHOBUTL U3MEHUTb \ YOANUTD |
i MNepeaaua (TX): 95.37 MB (82517 Maxeros)
Wnrepdeircot 1Pv4: 192.168.1.1/24
Wi-Fi Npotokon: Modem Manager (mmi)
Monyuenue (RX): 0 B (0 Maketos) / . m JOATUT
Kowiaon Mlepopaua (TX): 0 B (0 Maxeros) MEPE3ANYCTUTL | OCTAHOBYUTH \ MANUTL \
Owmnbka: Connection attempt failed
DHCP v DNS
" Mporokoa: Modem Manager (mmi)
MeHa xocTos : S ——
Denysesme (130:0.8 (0 Haweroe) NEPE3ANYCTUTL | OCTAHOBHTH wavens (I
CraTuueckue MapupyTsi epsamia (8 0 A O Sxas)
Ownbra: Connection attempt failed
QAvarvocuka T
Mexceresoit 3xpar Toaysesme. (00:0 B (0 (aceran) NEPE3ANYCTUTb | OCTAHOBUTH vavernte (NG
Nepegava (TX): 0 B (0 Nakeroe) e Iy
Banawcuposka WAN tpadmk Ppip-wan Owmbia: Connection attempt failed
Buiitn
OCHOBHble HaCTPOWKK ceTu
IPv6 ULA-Prefix auto

PucyHok 3.3.6 — CosgaH HoBbIN MHTepdenc pptp-wan

3.3.6. Cospganite Uma HoBoro mnHTepdperica Ans NoAKMOYEHUs K cepBepy VIHTepHeT-npoBangepa,
Hanpumep man. B 3aBucumocTtu ot Tuna IP agpeca Boibepute CtaTtnyeckun agpec nnv DHCP-knueHT
(anHamuyeckuin). BknoumTte uHTepdenic, BbibpaB B Bbinagatowem okHe eth0.2 n Haxmute KHOMKY

NOATBEPAUTDL (PucyHkun 3.3.7 n 3.3.8).

Mpumeyanne — MAN (Metropolitan Area Networks) — ceTn macwtaba ropoaa.

~26 ~



Web-untepdeiic poytepoB KROKS. HacTpoiika n ynpaenexue 20 aBrycta 2019r.

AP205M1

Craryc o
Co3gatb nHTepdenc
Cuctema
Cepsucsl
CeTb Wma HoeoOro uHTepdeirca Man
" BHUMaHMe: AMHa UMeHn
Beitn MHTEPOONCA M akcimansHan AnnHa MMeHn aenser 15 cume
Mp HOBOTO 7 Cratuueckuit anpec v
Co343aTb MOCT Hag HECKONBKAMM
uHTepdencammn
BrAtouNTS CreayIoUMA uHTepdeic 1 eth0.2 _J

PucyHok 3.3.7 — CosgaHune nHtepdperica man co ctatmdeckum IP-agpecom

AP205M1

Craryc "
Co3gatb nHTEpdenc
Cucrema
CepBuChbl
CeTb Wma Hoeoro unHtepdenca man
" Brumanue: 4amHa nmesn
Beintn VHTEPOeNCa \akcumanssad an AMEHM COCTaBNRET 15 CUMBONOE, BKAIOUAR NPEdUKS ABTOMATUHECKOTO NPOTOKOA
Mpotoxon Hoeoro uktepdeirca DHCP-xnment id
Co34aTh MOCT Hag HECKONBKMMMU
uHTepdencamm
BratounTs cregyroumin uktepdenc 1 eth0.2 _v_l

PucyHok 3.3.8 — Co3gaHue nHtepdenca man ¢ guHammdeckum IP-agpecom

3.3.7. Ecnu y Bac npotokon nogkntodeHus PPtP co ctatudeckum IP, B oTKpbiBLUEeMcs okHe (PucyHok
3.3.9) Bo Bknagke OCHOBHble HacTpPOWkKK BBeauTe napameTpbl npoTokona (IP-agpec, Macky noaceTwm,
OcHoBHOM wn3, LupokoBewartenbHbin IP-agpec 1 npu Heobxogumoctn IP-agpeca DNS-
cepBepoB).

3.3.8. Bo Bknagke flononHutenbHble HacTponku (PucyHok 3.3.10) ycTaHOBWTE ranoyky aBToMaTtu-
YeCKOW aKTMBauuKn coeaumHeHus, n ecnu Tpedyetcs, Beeante MAC-agpec ceTeBoro agantepa Ballero
KoMMbloTepa.
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Cucrema
Cepsucbl

Cetb
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Wi-Fi
KommyTarop
DHCP u DNS
Wwmena xocTos
Crarauecxue MapwpyThi
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Mexceresoi 3xpan

Banancupoeka WAN Tpadux

Boiitu

Ob6ume HacTpovikn
OCHOBHBIE HACTPOMKM

Crarye

fpotokon
1Pvd agpec

Macka cerw IPv4

1Pvd-agpec wniosa
WinpokosewaTensHbii IPvd-agpec

Wcnons3osate cobeTeennsie DNS
cey

[T a———

IPv6-agpec
IPv6-agpec wmosa

IPV6 Hanpasnexme npeduxca

1PV6 cydpuc

AONOHHTE MbHRIE HACTPORKI

HacTpoiim kanana

1" Yerpoicrso: eth0.2
Nonywenwe (RX): 0 B (0 MaxeTos)
Mepegaua (TX): 0 B (0 Naxeros)

Cramecrnil agpec
192.168.13.120
255.255.255.0

192168.131

192168131

HacTpofikn MEXCETeRoro 3paa

oTHIONEHO

AP205M1

20 aBrycta 2019 .

PucyHok 3.3.9 — OCHOBHbIE HACTPOWKM MHTepderica man co ctatudeckum |P-agpecom

AP205M1

Vuena xoctos
Cratnuecxie MapwpyTs!
Avarvoctiea
Mexcereson sxpan

Banancupoexa WAN Tpadinc

Beintn

cnos308ats BcTpoennsiit IPV6- ¥
MeHeXMeHT

ATienpoeaTs coegmnenne ¥
Hasnaunts MAC-agpec
Haswaunre MTU 1500

Vcnonssosats wetpucy wmoss 0

DHCP-cepsep

DHCP-cepeep we HacTpoen gan | HACTPOUTH CEPBEP DHCP
31010

HA3AL K 0630PY

CTGTYC WAN MODEM1 MODEM2 LAN
Cucrema -
Wutepoencel - MAN
CepBucol
Cetb : : b VIAN Ng‘nﬂ
Mogem
Povp e O6uyme HacTpouKm
Wi-Fi
Rekinsy OcHosHbI HACTPORKM  [lonon-uTensHbie HaCTPoiKK  HACTpOMKM Kanana  HAcTpOiw MEXCETeB0r0 3KpaHa
DHCP u DNS 3anycTuTe npw 3arpysxe ¥

XPAHUTD & NPUMEHMTL | ISR

| CBPOC ‘

PucyHok 3.3.10 — [lononHuTenbHble HAaCTPOVikM MHTEpdenca man co cratudeckum IP-agpecom

3.3.9. Bo Bknagke Hactpomka kaHana Bbibepute nHtepdenc eth0.2, (PucyHok 3.3.11).
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AP205M1

WAN  MODEM1  MODEM2  LAN
Craryc

Cucrema

NHTepdencel - WAN
Cepeuchbl
Mogem

Obwwue HacTponku

Wi-Fi

Kommyratop OcHoeHble HacTPOHKM BononHuTensHbie HACTPOMKK Hacrpoitku kanana HacTpoiiku mexceTesoro sxpaxa
DHCP v DNS Wntepdenc 5¥ eth0.2 _]

Wmera xoctos

Cratmueckue MapuwipyTe!

F— FASAR K 05307 v | [cepoc |
MexceTesoi 3kpaH

Banancupoeka WAN Tpadux

Beintu

PucyHok 3.3.11 — HacTpolika kaHana co ctatuyeckum |IP-agpecom

3.3.10. Bo Bknagke Hactpownka ceTeBoro akpaHa ycraHoBute 30Hy wan (PucyHok 3.3.12). Beinon-
HWMB BCe HacTpoWikn, HaxxmuTe kHonky COXPAHUTb U MPUMEHUTb.

AP205M1

Cratyc WAN  MODEM1  MODEM2  LAN

Cucrema

CepBucbl

NHTtepdencel - WAN

T
B ¢

Cets sy b i R AN B ToIOKE WOMETE W ;7o VAN ok ‘wan|
Mogem

Héropdeficn Obwue HacTpoKm
Wi-Fi
OCHOBHbIE HACTPORKN JononrnTensHble HacTPOKN HacTpoiku kaHana HacTpoikm MexXceTeoro KpaHa

warc %8 || modernt:o2 Jmoderz-z I J

Kommyrarop

Co34aTe / Ha3HaUNTs 30HY CETeBOrO |y =
DHCP u DNS A Y an wan: |

Wwmena xocros
Cratnueckue MapwpyTs! A3NTs 3TOT MHTEPOEAC 13 30HS ¥ 33N0NHMTE NONe 03437k, 4100 eAeNUTs HOBYH 3
AuarHoctuka

Mexcereson 3kpaH

Banarcuposka WAN tpaduk HA3AJ K OB30PY COXPAHWTD & NPUMEHUTD | IS b ‘ CBEPOC

Buitn

PucyHok 3.3.12 — HacTpolika 30HbI MEXCEeTEBOro aKkpaHa

3.3.11. Ecnn y Bac npotokon nogkntodeHus PPtP ¢ guHamunuyeckum IP (DHCP-knueHT) B Bbinagato-
Wwem cnucke BbibepuTe TUN npoTtokona DHCP-knueHT u Haxxvunte kHonky COXPAHUTb U NPUMEHUTb
(PucyHok 3.3.13).

Mpumeyanne — YToObI U3AMEHUTL UMW YOANUTbL Kakon-nMbo 13 MHTEPENCOB, aBTOPU3YNTECH B Web-

uHTepdelice poytepa. B pasgene «CeTb» Bonante BO Bkagky «UHTepdenchi» (PucyHok 3.3.6) u uc-
Nnonb3ynTe KHOMKK crpaBa OT BblIOpaHHOro nHrepgeinca.
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AP205M1

Craryc
Cucrema
CepBuChbl

Cetb
Mogem
Virepdeiics:
Wi-Fi
Kommyratop
DHCP u DNS
Wnena xoctos
CraTueckue MapuipyTst
AuarkocTika
Mexcereeoit 3kpan

Banancuposxka WAN Tpadmx

Buitn

MAN MODEM2 WAN LAN

WHTepdencol - MAN

Obume HacTponKu
OCHOBHBIE HACTPOIKM

Cratye

Mporoxon

Bel AEACTBUTENILHO XOTHTE M3MEHNTE
n

poTokoa? -

DHCP-cepeep

DHCP-cepaep we HacTpoex 4
Sroro

MODEM1

#* Yerpoitcreo: eth0.2
Bpema paborer: Oh Om 50s
MAC-agpec: 00-0C:43:47:05:50
Monyuenue (RX): 153.31 KB (1167 Maxetoe)
Mepegaua (TX): 896 B (8 Naxetos)
1Pv4: 192.168.13.120/24

DHCP-knuext

WU3MEHWUTL MPOTOKON

HACTPOWTL CEPBEP DHCP |

HA3A K OB30PY

COXPAHWTD & NPUMEHUTL

[ cspoc |

PucyHok 3.3.13 — HacTpolikn nitepdernca man ¢ guHammyeckum IP-agpecom

3.4. Hactpouka poyTtepa ansa nogknioveHus Kk UHTepHeTy no npotokony L2TP (VPN)

3.4.1. ABTopusyntecb B web-uHTepdernice poytepa. B pasgene «Cetb» Bonante BO Bknagky «WH-
Tepdencbi» 1 Bbidepute Bknagky WAN. V3 Bbinagatowero cnvcka NpoTOKOOB BbIOEpUTE MPOTOKON
L2TP (PucyHok 3.4.1) n HaxmuTe kHonky ABMEHUTb MPOTOKOI, (PucyHok 3.4.2).

Mpumeyvanne — WAN (Wide Area Network) — mobanbHas BbluMcnMTENbHAsA CETb, OXBaTbiBaloLLas
Gonblune TeppuTOpPUM U BKNOYatoLLas 60MbLLIoe YUCO Y3NoB.
AP205M1

Crartyc
Cucrema

Cere
Modem Manager
Vnrepdeicu
Komwyratop
DHCP v DNS
Wwmena xoctos
Cramaueckie MapwpyTst
AuarrocTuxa
Mexcereeon skpau

Banancupoeka WAN Tpadmx

Beiity

MODEM1 MODEM2  LAN

NHTepdencol - WAN

Obuwue HacTponku
OcHOBHBIE HACTPORKY

Cocronmue

AoNOAHUTENLHBIE HACTPORKIA

Hacrpoitxu xanana

1 Yerpoircrso: eth0.2

Bpemsn paorer: 2 24m 565
MAC-agpec: 00:0C:43:47:05:50

Monywenne (RX): 37.15 MB (95647 Maxetos)
Mepegava (TX): 89.72 MB (79429 Maxeros)
1Pv4: 192.168.132.142/24

Mporoxon DHCP-cnwest

HacTpORKn MEXCETeB0r0 3Kpana

Cramuueciont agpec

Wmn xocra 8 DHCP-3anpocax

DHCP-xnuent

Heynpaanaeusiit
UMTS/GPRS/EV-DO
Dual-Stack Lits (RFC6333)
MAP / LWdoverb

HA3AL K O630PY

464XLAT (CLAT)

IPv6 8 IPv4 (RFC4213)

1PV6 uepes IPv4 (6tod)

IPV6 yepes IPv4 (6rd)

DHCPV6 xnment

Agromatuvecras Homenet (HNCP)
Modem Manager (mmi)

PPIP
PPPOE
D

T ————>

QMI coToswit

COXPAHUTD U NPUMEHUTL

CBPOCHTL

PucyHok 3.4.1 — Beibop npoTokona nogkntoyexms L2TP
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Wi-Fi
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DHCP 1 DNS

Wwmena xoctos

[Avarvocruka

Buiitn

Modem Manager

Cratuueckwe MapuwpyTe!

MexxceTegoi skpan

Banancupoeka WAN Tpadux

WAN MODEM1 MODEM2 LAN

WHtepdencel - WAN

<
1z ;

O6uwue HacTporku
OCHOBHBIE HACTPOIKI

Cocrosmme 3 Yerpoicrso: eth0.2
Bpema paborsi: 2h 37m 31s
MAC-agpec: 00:0C:43:47:05:50
Monyuenne (RX): 37.54 MB (99518 Maxetos)
Mepeaava (TX): 89.79 MB (80095 Maxetos)
I1Pv4: 192.168.132.142/24

Mporokoa L2TP

HUTL NPOTOKON

Bol geicTenTensHo xotute usmennts || ¥

HA3AL K OB30PY

COXPAHUTD U NPUMEHATD

PucyHok 3.4.2 — MNMopTteepxxaeHne Boibopa npotokona L2TP

3.4.2. B oTkpbiBLIEMCA OKHe BBeanTe Umsa nonb3oBaTtens (JlornH) u Maponb 13 gorosopa Ha okasa-
Hue ycnyr WHTepHeT-npoBavgepom, IP-apgpec L2TP-cepsepa u Haxmute kHonky COXPAHUTb U
NMPUMEHUTb (PucyHok 3.4.3).

Mpumeyanue — [1na otobGpaxxeHnsa BBOAUMbIX AaHHbIX, HAXXMUTE Ha U300paXkeHne 3Be3J04KN B KOHLE

CTPOKM BBOAA.

AP205M1

Craryc
Cucrema

Cetb

Wi-Fi
Kommyratop
DHCP 1 DNS

Wmena xocroe

Auarvoctuka

Bulnti

Modem Manager

CraTueckme MapwpyTe!

Mexceresoi 3kpan

Banarncupoeka WAN rpaduk

WAN MODEM1 MODEM2 LAN

NHTtepdencol - WAN

O6wme HacTporku

OcHOBHbIE HACTPOMKN - H

Cocrosume "0 Yerpoicrso: [2tp-wan

Monyuenne (RX): 0 B (0 Maxetoe)
Mepeaasa (TX): 0 B (0 Maxetos)
1Pv4: 192.168.132,142/24

Mpotokon L2TP
L2TP-cepgep 192.168.13.120
Vima nonssosarens PAP/CHAP User_name

Napons PAP/CHAP Password

0 3KpaHa

]

HA3AZ K OB30PY

COXPAHWTb U NPUMEHUTD

CBPOCUTL

PucyHok 3.4.3 — Beop HacTpoek npotokona L2TP nogkntoyeHus

3.4.3. Bo Bknagke [ononHUTENbHbIE HAaCTPOMKU YCTaHOBUTE rarnoyky ABTOMaTU4Y4eCKOW aKTMBa-
LUU COeaVMHEHUsI NMPU MOAKIMIOYEHUN B pa3beM Kabens n HasHavbTe 3HadveHve MTU pasHoe 1460

(PucyHok 3.4.4).

Mpumeyvanne — MTU (maximum transmission unit) — makcumanbeHbI pa3mep nonesHoro 6noka gaH-
HbIX OQHOTO MakeTa, KOTOPbIA MOXeT ObITb NepeAaH NPOTOKONoOM 6e3 parmeHTaLum.
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Cucrema =
WHTepdencol - WAN
Cepsucbl
Cetb VLAN. uanp.
Mogem
Wurepdencu ~
il Ob6Lue HacTpomKu
Wi-Fi
— Ocroarbie HacTpoitKi oo
DHCP u DNS 3anycrums npu sarpysxe @
Wsseuamocron Vcnoas3oeats ectpoenisii IPY6- @
MEHEAKMEHT
Cratuueckue MapwpyTe
AKTsHposaTe coeauriere @
Awarnocruca AKISUpossTe cospsee 8
Mexcereson kpa &
Nonyuesue IPv-agpeca AsTouaTiiech: v

Banancupoeka WAN Tpadux

Vicnons308ams w3 no yuonuanmo @

Buintn
Wcnons3osats meTpuxy warsa O

Wcnonssoeats oGeasanemsie yanom ¢
DNS cepeepa

Haswaunrs MTU_ 1460

HA3AZ K OB30PY

COXPAHUTD & NPUMEHUTD

CBPOC

PucyHok 3.4.4 — [lononHUTenNbHbIE HACTPOWKN NpoTokona L2TP

3.4.4. Bo Bknagke HacTtpomnka mexceTeBOro 3kpaHa npukpenuTe 30Hy wan K HacTpavBaeMoOMy WH-

Tepdency (PucyHok 3.4.5) n Haxxmute kHonky COXPAHUTb U MPUMEHUTD.
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WAN  MODEM1 MODEM2  LAN

Craryc

Cucrema

CepBuchbl

WHTepdencel - WAN

<
-

CeTb

Mogem

Wi-Fi Obuwue HacTponkm

KommyTatop

OcHOBHbBIE HACTPOKM AONoNHUTEALHBIE HACTPONKN HacTpoitku mexceTeeoro IkpaHa

DHCP u DNS

Wmena xoctoe

C034aTh / Ha3HaUNTE 30HY (e;s;g’:g H‘_‘,l \‘@T:rn' u modem: &2 lu modemd: g8 E ﬂj

Cratuueckue MapwpyTs! a KOTORYIO Bl XOTUTE MPUKPENUTE K 3TOMY MHTepdei

Avarroctuka DUKPENUTE K HE# ITOT nHTepden
Mexceregon 3kpaH

Banancupoeka WAN Tpaguk
HA3AM K OB30PY

COXPAHWTD & NPUMEHUTL

Beintn

) (e

PucyHok 3.4.5 — HacTtpolka ceTeBoro akpaHa nogkrnodeHms no npotokony L2TP

3.4.5. Hamu 6bin1 cosgaH uHTepdenc 12tp-wan gna nogknoyeHms k cetn NHTepHeT. Tenepb Heobxo-
OMmo cosfatb MHTepdenc Ans NOAKMIYEHNst Kk cepBepy VIHTepHeT-npoBangepa. Onsa atoro B pasgene
«CeTb» BoMauTe BO BKNaaky «UHTepdenchi» n Haxmute kHonky JJOBABUTb HOBbIA UHTEP®ENC

(PucyHok 3.4.6).
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Mogem
Wi-Fi
Kommyratop
DHCP v DNS
Wmena xocroe
CTaTMueckne MapLupyTsl
AuarHocuka
Mexcereeoi axpan

banancupoeka WAN tpaduk

WAN  MODEM1  MODEM2 LAN

WHTepdencol

Mporokon: Cratuueckuit agpec
LAN Bpema pa6orsi: 2h 20m 24s
o MAC-agpec: 00:0C:43:47:05:50
=) Monyuenue (RX): 3.36 MB (27513 Naxetos)
brlen Nepegaua (TX): 46.90 MB (46397 Naxeros)
1Pv4: 192.168.1.1/24

Mporokon: Modem Manager (mmi)
Monyuenne (RX): 0 B (0 Naxeroe)
Mepegaya (TX): 0 B (0 Nakeroe)
Ownbka: Connection attempt failed

Mporokon: Modem Manager (mmi)
Monyuenne (RX): 0 B (0 Maketos)
Mepegaya (TX): 0 B (0 Makeroe)
Owmnbka: Connection attempt failed

Mporokon: L2TP

Monyuenue (RX): 0 B (0 Maxeroe)
Mepegaya (TX): 0 B (0 Nakeroe)
Ouwmbka: Network device is not present

2tp-wan

OCHOBHbIE HaCTPOWKW CeTn

IPv6 ULA-Prefix auto

NEPE3ANYCTUTL

NEPE3ANYCTUTL

NEPE3ANMYCTUTH

NEPE3ANYCTUTL

OCTAHOBUTL

OCTAHOBUTb

OCTAHOBUTL

OCTAHOBUTD

e

oo ST
e

PucyHok 3.4.6 — Co3gaH HoBbIn MHTepdpenc 12tp-wan

3.4.6. Cos3parite Uma HoBoro mHTepdperca ana nogknoveHns Kk cepsepy WHTepHeT-npoBangepa,
HanpumMep man. B 3aBucumocTtu ot Tvna IP agpeca BbiGepute Ctatuyeckun agpec nnvu DHCP-knueHT
(amHamuyeckuin). BknioumTe uHTEpdelic, BbibpaB B Bbinagatowem okHe eth0.2 n HaxXmute KHOMKy
NOATBEPOUTbL (PucyHkun 3.4.7 n 3.4.8).

Mpumeyanne — MAN (Metropolitan Area Networks) — ceTn macwtaba ropoaa.

AP205M1

Craryc
Cuctema
CepBucsl

Cetb

Bowtn

Co3patb nHTEpdenc

Wma Hoeoro uHTepdenca Man

BHUMaHME: AnnHa MMeRN

UHTEPOENCA M akcymansHas AAnHa MMeHy

Npotokon Hoeoro uHTepdeica CTaruueckuit agpec

Co34aTb MOCT Hap HECKONBKAMM
unTepdencammn

BRAIOUNTL Creaylown unTepdeic 2 eth0.2

OTMEHUTL

PucyHok 3.4.7 — Co3spaHune uHtepdperica man co ctatnyeckum IP-agpecom
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AP205M1

Craryc
Cucrema
CepBucsl

Cetb

BbinTtn

Co3patb uHTEPdENnc

Wma Hoeoro nHTepdeiica man,

BHUMaHME: AMH3 UMEeHM
nHTepdenca |

Mpotoxon Hoeoro untepdeirca DHCP-ument

Co34aTb MOCT Haj HECKONBKMMM
uHTepdencammu

BratounTs creayiouuit ukTepdeic X eth0.2

OTMEHUTb

PucyHok 3.4.8 — Co3gaHune uHTepderica man ¢ guHamudeckum IP-agpecom

3.4.7. Ecnu y Bac npoTtokon nogkntoyenus L2TP co cratuyeckum IP, B oTKpbiBLIEMCH OKHe (PUCyHOK
3.4.9) Bo Bknagke OCHOBHbIe HAaCTPOWKM BBeauTe napameTpbl npoTtokona (IP-agpec, Macky noaceTwm,

OCHOBHOM LUMNIO3,

cepBepoB).

LLnpokoBelaTenbHbIN

IP-agpec n npu HeobxogumocTu

IP-agpeca DNS-

3.4.8. Bo Bknagke fononHutenbHble HacTpouku (PucyHok 3.4.10) ycTaHOBWTE ranoyky aBToMaTu-
YecKoW aKkTMBauuu coeguHeHus, u ecnu Tpebyetcs, seeaute MAC-agpec ceTeBoro aganTtepa Ballero

KOMMbloTepa.

Craryc
Cucrema
CepBucsl

Cetb

Mogem
Wi-Fi
Kommyratop
DHCP u DNS
Wwmena xocTos
Cratuecxie MapuwpyTst
Lnarwocrika
Mexcetesoit 3xpan

Banancupoeka WAN Tpadux

Boitu

VIAN

O6wue HacTpovikm

OcHoBsbie HACTPORKKA  [ONONHTEMbHAE HACTPORKA  HacTPORKN Kanana

Cratye 1 Yerponerso: eth.
Tonyuense (RX):
Mepegava (TX): 0

Mpotokon Cramisecri agpec
1Pvd agpec 192.168.13.120
Macka cerw IPv4 2552552550
1Pvd-agpec wniosa 192 168 131
WipokosewaTensHbih IPvd-aapec

Mcnons3osate cobcTeennpie DNS 192168131
cepsepa

.2
0 B (0 Naxetos)
B (0 Naxeroe)

AP205M1

sany

HacTpoiiK MeXCETeRoro xpana

IPV6 HasHauenme gammel  OTHMONEHO

IPvé-agpec
IPv6-agpec wmosa

IPV6 Hanpasnenve npeduxca

1Pv6 cydppuce !

PucyHok 3.4.9 — OCHOBHblE HACTPOWMKM MHTepderica man co ctatudeckum |IP-agpecom
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AP205M1

WAN  MODEM1  MODEM2  LAN

Craryc
Cucrema -
Wutepoencel - MAN
CepBucbl
Cemb R iy B Tanca ocome (i T VLAN i oS TN (gt
Mogem
BTN O6uwve Hacpoiiku
Wi-Fi
Konianyseiop OCHOSHSIE HACTPORKM LONOAHUTEALHLIE HACTPORKI POAKN KaHaNS - Skpana
DHCP 1 DNS 3anycruTe npw 3arpyske @
Vivena xocros Mcnons30eaTs BcTpoennsii IPV6- @
MeHeLXMeHT

CTaThuecKue MapwpyTs!

AxTiEHpOaTs COeanHense ¥

AvarrocTika ikt bl St oottt Sk
Mexcereeoi sxpau

HaswaunTs MAC-aapec

Banarcupoexa WAN rpadux LT NS

Haswauure MTU 1500

Beivitn Wcnons308ats MeTpuky waosa

DHCP-cepsep

DHCP-cepaep we wactpoer gan | HACTPOUTH CEPBEP DHCP
aroro

HA3AZL K 0B30PY COXPAHI TIPUMEHUTL XPAHY | CBPOC ‘

PucyHok 3.4.10 — [lononHuTenbHbIE HACTPOWKN MHTepdierica man co ctatudeckum IP-agpecom

3.4.9. Bo Bknagke Hactpomka kaHana Bbibepute nHtepdenc eth0.2, (PucyHok 3.4.11).
AP205M1

WAN  MODEM1 MODEM2  LAN
Crartyc

Cucrema

CepBuchbl

NHTtepdencel - WAN

Cetb

Mogem

Obuwme HacTpovikm

Wi-Fi

OcHogrble Hacrpoitku kaHana HacTpoiiku mexceTesoro skpaxa

Kommytarop
DHCP 1 DNS Wntepoeic B eth0.2 __]

Wmena xoctos

CraTiueckve MapuwpyTs!

MexceTeson 3kpaH

Banancupoeka WAN tpaduk

Beintun

PucyHok 3.4.11 — HacTpolika kaHana coeguHeHus co ctatuyeckum IP-agpecom

3.4.10. Bo Bknagke HacTtpoWka ceTeBOro akpaHa yctaHoBute 30Hy wan (PucyHok 3.4.12). Beinon-
HUB BCe HacTpounkn, Haxmnte kHonky COXPAHUTb U NPUMEHUTDb.
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AP205M1

Cratyc WAN  MODEM1  MODEM2 LAN

Cucrema

NHTtepdencel - WAN
CepBuchbl
Cetb ; : ‘

Mogem

Herropdefion O6uime HaCTPOMKM
Wi-Fi

Kommyrarop

<
2 S

OcHoBHbie HACTPOAKM  [lONONHUTEALHbIE HACTPOKM  HacTpoiku kaHana

Wwmena xoctos

Cratuveckie MapwpyTs!

Avarvocraxa
Mexcetegoit kpan

Banancuposka WAN Tpaduk HA3AJ K OB30PY

Buivitn

DHCP v DNS C034aTh / Ha3HaUUTe 30HY ce;:psg;g *[ wan: 5B “ modem’: ;- “ e B l ,,‘ J

Hacrpoitkm mexceresoro kpaHa

COXPAHWTD & NPUMEHUTD | ISR

Hanp.

WTE ‘CEP(,‘,C

PucyHok 3.4.12 — HacTpoiKka 30HbI MeXceTeBOro skpaHa

3.4.11. Ecnun y Bac npotokon nogkntovenusa L2TP ¢ guHammyeckum IP (DHCP-knmeHT) B Bbinagato-
wem cnucke BbibepuTe TUN npoTtokona DHCP-knueHT u HaxxvunTe kHonky COXPAHUTb U NPUMEHUTb

(PucyHok 3.4.13).

MpumeyaHune — YToObl U3MEHNTb UNK yaanuTb Kakon-nnbo n3 nHTepdencos, aBTopmsymnTecb B web-
uHTepdpelice poytepa. B pasgene «Cetb» Bongnte BO Bkagky «UHTepdencui» (PucyHok 3.4.6) u uc-

Nnonb3ynTe KHOMKK cnpaBa OT BblIOpaHHOro nHrepgeca.

AP205M1

MAN MODEM2 WAN LAN  MODEM1
Craryc

Cucrema
CepBuChbl

WHtepdencel - MAN

Mogem

Wi-Fi

Obume HacTponKu

OcHoeHbIe HACTPOKN
Kommyratop
DHCP » DNS Cratyc * Yerponcrso: eth0.2

pemsa paboter: Oh Om 50
Wwmena xoctos MAC-agpec: 00:0C:43:47:05:50

Cratuueckue MapwpyTLI Mepega
1Pv4: 192.168.13.120/24
Avarnocruka

Mexceregoit akpan Npotoxon DHCP-«nvent

Coie WHTepdein b JoKe MOXETe W 7 VIAN

Monyuenue (RX): 153.31 KB (1167 Maxetoe)
ua (TX): 896 B (8 Maxeros)

Ganmcuposxa WAN Tpadwc Bul AEACTBUTEALHO XOTUTE M3MewwTs | M3MEHVTE MPOTOKON
npotokon? - -

Buitn

DHCP-cepeep

DHCP-cepeep we wactpoen ana | HA Tb CEPBEP DHCP
31010

HA3AN K OB30PY

COXPAHUTD & MPUMEHUTL

[ cspoc |

PucyHok 3.4.13 — HacTpolikn nitepdernica man ¢ guHammdeckum |P-agpecom

3.5. Hactpoliika poyTtepa ans nogkntoveHus k UHTepHeTy no npotokony PPPoE
Mepen Hayanom HaCTPOMKWM MopkntoyeHus k cetn UHTepHeT no npotokony co PPPoE HeobGxogumo

3HaTb JlorvH v MNaponb Ana NogKoyYeHus.

Mpumeyanue — B 3aBncumocTur oT TpeboBaHuI VIHTEpHET-NpoBanaepa, HEKOTOPbIE AaHHbIE U3 CMMCKA

MOryT He NOHaA06UTLCH NPY NOAKIHYEHNN.
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3.5.1. AsTopuayiTecb B web-uHTepderice poytepa. B pasgene «CeTb» Bovante Bo Bknagky «UH-
Tepdencbi» 1 Bbibepute Bknagky WAN. M3 Bbinagatollero cnmcka npoTOKONoB BbiGepuTe MpOTOKON

PPPoE (PucyHok 3.5.1) n HaxxmuTe kHonky ASMEHWUTb NMPOTOKOIJ, (PucyHok 3.5.2).

Mpumeyanne — WAN (Wide Area Network) — MmobanbHas BbluMCnUTENbHasi CeTb, OXBaTbiBaloLLas

oonblune TeppuTopunn 1 BKN4atroLwaa OonbLLUoe Yncno Yy35oB.

AP205M1

Craryc MODEI\.‘H MODEM2  LAN
e WHTepdeiicsl - WAN
Modem Manager ) : . Fmli » . : VIAN 3 w £ > _N_QL.’_\D_,
Wnrepdeince
Wi-Fi =
W O6wwe HacTporkun
DHCP u DNS OCHOBHBIE HACTPORKM a KK K3HAN3 PO 3Kpaka

Wmena xocTos Cocromsie  1* Yerpomerso: eth0.2

Bpews padorai: Oh 12m 415
R

enme (RX): 26,59 MB axeros)
Aarocrine MNepepaua (TX): 87.44 MB (69292 Maxeros)
1Pva: 192.168.132.142/24

Cramuuecke MapwpyTs!

Mexceregoit axpan

Banancuposka WAN Tpaduk fiporoxon DHCP:xniest
Craniecom aapec
Vs xocTa & DHCP-3anpocax | DHCP-knwewt
. Heynpaansemsit
Betntu UMTS/GPRS/EV-DO
Dual-Stack Lite (RFC6333)
MAP / LW4overt

HA3AL K 0B30PY 4B4XLAT (CLAT) COXPAHUTD U NPUMEHUTL
1Pv6 & IPv4 (RFC4213)

1Pv6 uepes IPvd (6tod)

1PV uepes IPv4 (6rd)

DHCPY6 xnuent

Astomaruvecras Homenet (HNCP)
Modem Manager (mmi)

PPPoSSH
QMI coroesiit

PucyHok 3.5.1 — Beibop npoTokona coeamHeHus PPPoE

AP205M1

WAN  MODEM1 MODEM2 LAN

Cratyc

Cucrema

Cetb

Nutepdencel - WAN

T
&
8
[ 24

Modem Manager R S e S eAaMI. Bii TaoKe MOXETE WCrionb30aTL VIAN 060

Wi-Fi

— Obwue HacTporku

DHCP u DNS OcHoeHble HacTPoOKK

Visseyia'saciou Cocrossve  * Yerpoiicrao: eth0.2

Bpemsa pa6orei: Oh 19m 16s
MAC-agpec: 00:0C:43:47:05:50
Monyuenue (RX): 26.70 MB (55477 MNaxetoe)

Cratiueckve MapwpyTs!

Avarocina Mepeaava (TX): 87.48 MB (69557 Maxeros)
Mesdrssoisi 1Pv4: 192.168.132.142/24
Banancupoexa WAN Tpaduk Nporokon PPPoE v

Bel geicTenTENLHO XOTUTE M3MeHNTY

Bbivitn

HA3A[ K OB30PY COXPAHWTDL U MPUMEHUTD

CBPOCUTL

PucyHok 3.5.2 — MNMogTeepxxaeHne Boibopa npotokona PPPoE

3.5.2. B oTkpbIBLUEMCS OKHE, B 3aknagke OcCHOBHble HacTpowku BeeamTe UmMa nonb3oBartens (Jlo-

ruH) v Maponb 13 goroBopa Ha okasaHue ycnyr HTepHeT-npoBaaepom (PucyHok 3.5.3).

Mpumeyanue. Ons oToGpaXeHNss BBOAMMbIX AaHHbIX, HAXMUTE Ha M300paxeHne 3Be3[0YKM B KOHLe

CTPOKU BBOAA.
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AP205M1

Craryc
Cucrema

Cems
Modem Manager
Visepdeicet
Wi-Fi
Komsyratop
DHCP 1 DNS
Wmena xoctoe
CraTwugckue MapwpyTsi
AuarocTuka
Mexcereson kpan

Banawcuposxa WAN Tpaduk

Beintn

WAN MODEM1 MODEM2  LAN

WHtepdenco - WAN

O6wue HacTpomnKku

OcroBHbie HACTPOAKH  [JONOAHMTENbHLIE HACTPORKM  HACTPORKM Kanana

Cocronsme ' Yerpoiicrso: pppoe-wian

Nonyuenne (RX): 0 B (0 Naxetos)
lepeaaya (TX): 0 8 (0 Maxetoe)

1Pv4: 192.168,132.142/24

HaCTpOMKI MEXCETeR0r0 IKpana

20 aBrycta 2019 .

Mporokon PPPOE
Vima nonssosatenn PAP/CHAP User_name
Napoas PAP/CHAP Password

KoxyewTparop goctyna asTo

Vi cayxBui 3570

HA3AZ K 0B30PY

CBEPOCUTDL

COXPAHWUTDH U NPUMEHUTL

PucyHok 3.5.3 — BBog, faHHbIX Ana nogknioveHus Kk MHTepHeTy no npotokony PPPoE

3.5.3. Bo Bknagke [dononHUTENbHbIE HACTPOMKU YCTaHOBUTE rarnoyky ABTOMaTU4Y4EeCKOW aKTuBa-

LMKU coeanHeHNs Npy NogknoyeHn B pasbem kabens (PucyHok 3.5.4).

AP205M1

Craryc
Cucrema
CepBucsl
Cets

Mogen
Wi-Fi
Kommyrarop
DHCP 1 DNS
nmena xoctos
CraTuuecKue MapWPYTHI
Auarwocrwxa
Mexceresod sxpan

Banaucupoeka WAN rpaduca

Buitn

Ob6uwwme HacTpoVKu
OCHOBHBIE HACTPORKI  [LONOAHMTE AL HbI€ HACTPOMKM
3anycTuTs npw 3arpy3Ke

AKTHEHDORAT CORAMHEHIE

Monyuenme IPv6-agpeca

Vn0AL3083Ts LAO3 1O YMOAHIIO

Vicnons308aTs MeTpHKy wiao3a

Vienonssosats o6naenemsie ysnow DNS cepsepa

Mopor owwnbox 3xo-3anpocoe LCP

Wrrepean sxo-3anpocoe LCP

Copepxumoe Host-Uniq Tera

MpomexyTox epemesu Gesgencrens

Haswauurs MTU

HA3A K OB30PY

HacTpomK xanana  HACTPOMKM MEXCETER0r0 paa

v
v

v

AsTomaTECH

b |[ cepoc

COXPAHUTD & MPUMEHUTD

PucyHok 3.5.4 — [lononHuTenbHble HAaCTPOWMKN coeanHeHnst no npotokony PPPoE

3.5.5. Bo Bknagke Hactpomka kaHana Bbibepute nHtepdenc eth0.2,(PucyHok 3.5.5).
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AP205M1

WAN  MODEM1  MODEM2  LAN
Craryc

Cucrema

Cepeuchbl

NHTtepdencel - WAN

Cetb L
Mogem

Obwwue HacTponku

Wi-Fi

KommyTatop OcHogHble HacTPONKK  [lONOAHMTENBHBIE HACTPOMKK Hacrpoitku kaHana Hactpoiiku mexceTesoro akpaHa
DHCP v DNS Wnrepoeic 3 eth0.2 _J

Wmera xoctos

Cratmueckue MapuwipyTe!

Auarnoctnka HA3A K OB30PY OXPAHUTD [ CBPOC |

MexceTeson 3kpaH

Banancupoeka WAN Tpadux

Buiitn

PucyHok 3.5.5 — HacTtpoinka kaHana PPPoOE coeanHeHus

3.5.6. Bo Bknagke Hactpoinka ceTeBoro akpaHa yctaHosute 3oHy wan (PucyHok 3.5.6). BeinonHus
BCe HacTpoviku, Haxxmute kHonky COXPAHUTb U MPUMEHUTb.

AP205M1

WAN  MODEM1  MODEM2  LAN
Craryc

Cucrema

CepBucbl

NHTtepdencel - WAN

Cetb
Mogem

Obuyvie HacTpoiAKN

Wi-Fi

Kommyratop OcHOBHbIE HACTPOMKN JononrnTensHble HacTPOKN HacTpoiku kaHana Hactpoitku MexceTesoro skpaHa

DHCP u DNS Co34aTe / Ha3HauNTs 30HY ce;r:aoro war: I I modem1: l modem2: 2 i j

paHa

Wwmena xocros

Cratuueckue MapwpyTs!

AuarHoctuka

Mexcereson 3kpaH

banancuposka WAN Tpaduk HA3AJ] K OB30PY COXPAHWTD & NPUMEHUTD | [ESSREERTES [ CBEPOC I

K

Beiitn

PucyHok 3.5.6 — HacTpoiika 30Hbl MexceTeBoro akpaHa PPPOE coeaunHeHus
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4. PYYHASA HACTPOUKA BECNPOBOHbIX WI-FI COEAUHEHUN

4.1. Hactpouka Wi-Fi moayns B pexume «PoyTtep ¢ Toukon goctyna»

4.1.1. ABTopusyntecb B web-nHtepdeice poytepa. B pasgene «CeTb» Bonaute Bo Bknagky «Wi-Fi»
(PvicyHok 4.1.1). B atom meHio ByayT npuvBegeHbl BCe paaMo MOOynu poyTepa M Cnncok 6ecnpoBOAHbIX
ceten Wi-Fi.

AP205M1

radio0: Master “Kroks AP205M1*
Crartyc

Cucrema

Cnuncok 6ecnpoBoAHbIX ceTen

# radio0 Generic MAC80211 802.11bgn
Modem Manager N T Tl (G

Cetb

NEPE3ANYCTUTL

Wurte 7 . .
HTeppence! 0% SSID: Kroks AP205M1 | Pexxum: Master OTKMIOYUTD

_ BSSID: 00:0C:43:47:05:50 | Wndposanue: WPA2 PSK (CCMP)
Kommyrarop
DHCP 1 DNS HOAK]H'O‘-IEHHble KJINEHTbI
i e Cets MAC-agpec Xoer Curwan / Wym CkopocTte nony4ennn / CKkopocTs nepegasn

Cratueckue MapwpyTs!

Her goctynros nH@opmaymm
[marHocTika
Mexcetegoi 3kpaH

banaxcupoeka WAN Tpaduk

Beitn

PucyHok 4.1.1 — Hactpowika Wi-Fi coeguHeHus

[MpumeyaHune — Mo ymonyaHWio B 3aBOACKMX HACTpoOWKax Ha Ballem poyTepe npegycTaHOBfieHa U
HacTpoeHa B kayvecTtBe «Wi-Fi Toukn goctyna» 6ecnpoBogHas ceTb C UMEHEM COOTBETCTBYIOLLMM Ha3Ba-
HUIo Ballero poytepa. M ceTu n naponb Ans NoAKMioYeHns K npeaycTaHOBIEHHON CeTU, Takke yKasaH
Ha Haknenke, pacnornoXeHHOW Ha Kopnyce Ballero poytepa. B uensax 6esonacHoCTM pekomMmeHOyeTcs 13-
MeHnTb Ha3BaHue ceTu (ESSID) n naponb. B cnyyae yTepu Haknenkun, naponb npeaycTaHOBIIEHHON CeTu
MOXHO YBMAETb, BONAs B HacTporiku 6esonacHocTn 6ecnposogHon cetu n. 4.1.5 HacToswero «Pykosoa-
CTBa» M HaxaTb 3Be3404Ky HanpoTue cTpoku Maponb (kntoy) (PucyHok 4.1.4).

4.1.2. Boibepute Wi-Fi ceTb ¢ nmeHem Bawlero poytepa, B Hawem npumepe ato ceTb Kroks AP205M1
n Haxmute kHonky UBMEHWUTDb, (PucyHok 4.1.1). KHonkamu OTKITKOYUTb v YOAIUTb npoussoantca
OTKIIOYEHME UnuK yaaneHue BbiOpaHHOW ceTn. Ecnm Bbl xoTuTe co3gaTtb HoByto Wi-Fi ceTb, HaxmuTe
kHonky JOBABUTD.

Mpumedvanune — Web-uHtepdeiic poytepa nossondeT co3gatb o veTbipex Todek goctyna (Wi-Fi ce-
Ten).

4.1.3. Bo Bknagke OCHOBHbIe HacTpomnku (PucyHok 4.1.2) pasmeLleHbl HaCTPOWKK:

e CraTyc ycTpoKcTBa — cBogHas nHdopmMaLmsa o ceTu n yCTponCTBe.
e - YnpaeneHnue Wi-Fi mogynem yctpoincTtBa, BKMHOYeHUe WM BbiKn4YeHue GecrnpoBogHom
ceTu.

HacTpoika yacToTbl No3BonseT Bbibpath pexum padotsl Wi-Fi mogyns:

v PexuMm Legacy ans paboTbl C NOAAEPXKKON yCTapeBLUUX YCTPOWCTB, CKOPOCTb nepeaayn Ko-
TOpbIX He npeBbiwaeT 20 M6ut/c. B gaHHOM pexxume HeJOCTyMNHa yCTaHOBKa LUMPWHbBI KaHana.

v' PexuMm N gns paboTbl ¢ pacnpocTpaHeHHbIMW YCTPONCTBAMMU.

e Bribop kaHana vactoTtbl BewaHua Wi-Fi mogyns. o ymonyaHuio yctaHoBneH kaHan 6. Bbl-
0Op HaMMeHee 3arpy>eHHOro kaHana obecnevnTt cTabunbHOCTb M BbICOKYO CKOPOCTb coenu-
HeHus. [locTynHa aBTOMaTUyecKas unmn pyvyHas ycTaHOBKa 4acToThbl nepegayun gaHHbix (13 ka-
Hanos);

e LunpuHa kaHana ycTaHaBnMBaeT 3aBMCUMOCTb CKOPOCTU OT JanbHOCTW nepeaayn AaHHbIX.
YctaHaBnusante 3HayeHme 20 MHz B ycnoBusix CUIIbHOMO YPOBHS LUyMa W NMOMEX, Hanpumep
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B MHOrokBapTupHoM gome. 3HauveHne 40 MHz — obecneunT Gonee BbICOKYHO CKOpPOCTb Mnepe-
Oa4u OaHHbIX MPU HU3KOW JANbHOCTU U CTabUIMTbHOCTU COEANHEHUS.

MowHoCTb NnepegaTymnka BrvsieT Ha AanbHOCTb Nepefayv AaHHbix. B psge cnydaes He cTo-
UT 3N0ynoTpebnsTb BbICOKON MOLLHOCTLIO Mepefatyuka, nogaBnss Opyrue, MeHee MOLUHbIe

nepeaaTynky U cosgaBasi 3NULLIHIOK Harpy3ky Ha ceon Wi-Fi mogynb.

Cratyc

Cucrema

Cetb
Modem Manager
Wntepdeitcst
Kommytatop
DHCP u DNS
Wmena xoctoe
CTaTnueckne MapwpyTs!
Auarsoctuka
Mexceregon 3kpax

Banawcuposxa WAN Tpaduk

Buintn

Hacrtpowka yctponcrea
OcHoBHble HACTPONKYM

Cocrosnue

BecnposoaHan ceTs BKaloueHa

Hacrponka uacrorst

MowHocTs nepeaaTumka

JloNoNHUTENLHBIE HACTDOMKM

Pexxum: Master | SSID: Kroks AP205M1
03 BSSID: 00:0C:43:47:05:50

Wudposanmne: WPA2 PSK (CCMP)

Kanan: 6 (2437 My)

Mowmocrs nepegatumka: 15 46m

Curnan: 0 a6m | Wym: 0 abm

Ckopocrs: 0.0 M6uT/c | Crpana: RU

OTKNKOHUTD

Pexum  Kawan Wupurxa
N v 6(2437MHz) v 40MHz v

15 dBm (31 mW)

AP205M1

BecnpoBogHas cetb: Master "Kroks AP205M1" (wlan0)

PucyHok 4.1.2 — OCHOBHblE HAaCTPOWKKN YCTPOMCTBA

4.1.3. Bo Bknagke JononHutenbHble HacTpomku yctaHoBuTe Kog cTpaHbl, COrmacHo KOTOpOMYy
yCTaHaBMNMBaKTCA CTaHAAPThl U OrpaHNYeHusl, B COOTBETCTBUMN C 3aKOHOAATENbCTBOM BbiGpaHHOW cTpa-

Hbl.

4.1.4. lMepengs k 6rnoky Hactponku cetu, npoussegute OCHOBHbl€ HAaCTPOWKW B OAHOUMEHHON

Bkragke (PvucyHok 4.1.3):

VirTeppencer TP
BecnposogHan ceTs exmovena | OTKIKOHUTD
K
MR Pexum  Kawnan Wupura
DHCP 1 DNS Hacrponka uactotel N v 6(2437MHz) v 40MHz v

Wmena xoctoe
Cratuueckne MapwipyTel
Avarsoctuka
MexceTeson skpax

Banaxcupoeka WAN Tpadmk

Beintu

MowHOCTs NepeaaTumka

Hacrtpowika cetn

OcHOBHBIE HACTPOMKM

Pexim

besonacHocTe GecnpoeogHon ceTn

15 dBm (31 mW)

MAC-duasTp

Touxa goctyna

ESSID Kroks AP205M1

Cers

Ckpeite ESSID

Pexxum WMM

HA3AJ K OB30PY

lan: 32 &

[lononHuTeNbHbIE HACTPONKN

v

i

<l lan: 32T @

wan: ¥

co3gars:

| COXPAHUTD U NMPUMEHUTD I

CBPOCUTb

PucyHok 4.1.3 — OcHoBHble HacTpovikn Wi-Fi ceTu

e YcrtaHoBuTe Pexxum pabotbl Wi-Fi cetn. Yctponcteo nogaepxumBaet paboTy B HECKONbKUX

pexumax.
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v

v

Pexum To4yka gocTtyna — paboTta ycTponcTtBa, obecneumBatowaa 6ecnpoBogHOM JOCTYN K
CYLLECTBYIOLLEN CETM UM CO3AatoLLYI0 CBOK HOBYIO 6eCNpOBOAHYIO CETh.

B pexume KnueHT poyTep noakniovaetcs Kk cywectsytowenn Wi-Fi ceTn n ucnonosyet uHtep-
HeT OT TOYKN JOCTyNa CETU, K KOTOPOW NOAKMOYNIICS.

MameHnTe HasBaHue cetn ESSID, ons 6onee nerkoro noncka «CBoewm» CeTU Mpu NOAKIoYe-
HUM MOBUIBHBIX YCTPOWCTB.

YkaxuTte CeTu, ¢ KOTOpbIMM paboTaeT poyTep B peXMMe MOCTa, B HaleM Crny4yae, B pexume
«Touka goctyna» cnefgyet BblbpaTb U3 Bbinagarowero cnucka uHtepgenc LAN.
OnuuoHanbHO (ranoykomn) ycTtaHaBnMBaeTCs BO3MOXHOCTb CKPbITb Ha3BaHue cetn ESSID u
ycTaHoBuTb pexum WMM - pexxum npuoputeTa MynbTUMEOUNHBIX YCTPOUCTB Ha OObIYHbIMM
(ayavo - Bngeo 3BOHKM, NMOTOKOBOE BUAEO, MIPOBOW Tpadhduk)

4.1.5. Bo Bknagke BesonacHocTb 6ecnpoBogHon ceTu (PucyHok 4.1.4) ycTaHoBUTE:

WndpoBaHue onst 6e3onacHOro NoaKNIOYEHMS MOBUNBHBLIX YCTPOWCTB K Ballen ceTu u nepe-
Oaun aaHHbIx. PekomeHgyemeln anroputm wundposaHus WPA2-PSK.

Anroputm wudpoBaHUA OaHHbIX Ans obecneyeHuss GesonacHocTu ceTu. PekomeHayeTcs
BblOpaTb anroputm CCMP (AES)

Kntou (naponb) ons 3awmntbl OT HECAHKUMOHMPOBAHHOIO MOAKMOYEeHUs K Bawen cetu. o
YMOMYaHWI0 yCTaHOBMEH 3aBOACKOW Naporb, HamevyaTaHHbIN Ha 3TUKeTKe poyTtepa. B uensax
6e3onacHOCTV YCTaHOBUTE HOBbLIM HadeXHbIV Napornb ANMHOM He MeHee 8 3HaKoB (LMdpbl U
naTtuHckme 6ykBbl). M3beravite npu ycTaHOBKe Napons nocnefoBaTeribHbIX YMCMOBbIX PSAOB,
06Len3BeCcTHbIX AaT, MMeH 1 T.n. [pu ycTaHOBKe napons, u garnbHenweM ero BBoae, y4uTbl-
BanTe perncrp.

I'IgmmeanM — Ons OT06pa)KeHVI9| Ha MOHUTOpEe MK BBOANMbLIX OaHHbIX, HAXMUTE Ha M306pa)KSHVIe

3BE3004KN

B KOHUE CTPOKKM BBOAA.

Buintin

Force 40MHz mode ¢

Beacon Interval 1

Hactpownka cetu

OcHoeHble HacTponku  besonacHocte Gecnposogron ceTh = MAC-@uabTp  flonoaHWTeNbHbIe HACTPONKM
Wudpoeanme WPA2-PSK v
Anroputm wudpoeaxus aeTo v

MNapone (knrou) oo D

Bkatouuts 3awmty ot atakm KRACK

PucyHok 4.1.4 — Hactpowiku 6e3onacHoctn 6ecnposogHon Wi-Fi cetu

4.1.6. Nepenga Bo Bknagky MAC-cdunbTp, Nons3oBaTenb MOXeT CO34aTb CMUCOK pa3peLleHHbIX Unu
3anpeLLeHHbIX PU3NYECKUX afpecoB CETEBbLIX YCTPOWCTB. [JaHHaa Mepa ABNSieTCA OOMNONMHUTENbHBIM pY-
0exoM 3auThl Balle CeETU OT HECAHKLMOHMPOBAHHOIO JOCTYyNa.

4.1.7. Mo okoH4aHun HacTponkn Wi-Fi coeguHeHmns «Todvka goctyna», Haxmute kHonky COXPAHUTDb
M NMPUMEHUTb (PucyHok 4.1.5). KHonka COXPAHUTb coxpaHseT gaHHble, HO MpUMEHeHbl OHu ByayT
npuv cnegyoLemM BKMoYeHMn poyTtepa. Ytobbl OTMEHNUTL OLIMGOYHO BBEAEHHbIE AAHHbIE, HAXKMUTE KHOM-

~ 42 ~



Web-untepdeiic poytepoB KROKS. HacTpoiika n ynpaenexue 20 aBrycta 2019r.

Ky CBPOCUTb. B Hawem npumepe Ha pucyHke 4.1.5 cosdaHa Hoeas «Todyka docmyna» C UMEHEM
guest_network.

AP205M1

Craryc radio0: Master "Kroks AP205M1"  radio0: Master “guest_network”
Cuctema
_— Cnuncok 6ecnpoBoAHbIX ceTeun
CeTb & radio0 Generic MAC80211 802.11bgn MEPE3AMYCTUTL
Kawan: 6 (2.437 Ty) | Ckopocrs: ? M6ut/c
Mogem
SSID: Kroks AP205M1 | Pexxum: Master T T m DANUT
Vintepdeicsl 0% BSSID: 00:0C:43:47:05:50 | Wndposanue: WPA2 PSK (CCMP) QIO ‘LI
_ SSID: guest network | Pexxum: Master - JMANUT
KommyraTop e BSSID: 00:0C:43:47:05:51 | Wndposanue: WPA2 PSK (CCMP) SRRl V1SVEHNTD &\
DHCP 1 DNS
SRR RRes nOAK]I HOUYEeHHble K/INEHTbI
Cratuueckvme MapwpyTsl
X Ci G
Ao Cets MAC-agpec Xocr Curwkan / Wym P y / P pea
MexceTesoin 3xpan Her gocryn+oit nH@opmaynn
Banancmpoexa WAN Tpaduka
Bbivitn

PucyHok 4.1.5 — Co3gaHa HoBas « Touka goctyna» 6ecnposogHor cetn Wi-Fi

4.2. PaboTa poytepa B peXXume KrnuveHTa

B pexume knueHTta, poyTtep nogkntodaetcs k cyuiectytowen Wi-Fi cetn, n no3sonsieT none3oBaTbCcs
WHTEPHETOM OT CYLLIECTBYIOLLEN TOYKM JOCTYna.

B naHHoM cnyyae poyTep 6ygeT BbicTynaTb B ponu 6ecnpoBogHOro Mocta Mexay COBCTBEHHOM no-
KanbHOW CeTblo U yaaneHHon 6ecnpoBoaHon ceTblo. OgHOBpeMeHHO OyaeT co3gaHa 6ecnpoBofHas TOY-
Ka gocTtyna anst 6ecnpoBoHbIX YCTPONCTB COOCTBEHHOW FTOKarbHOW CETH.

[Mpumeyanue - Mpu HacTpolike Yepe3d web-nHTepdenc, Bce CyLLECTBYIOLLME TOYKM AOCTYNa Ha poyTe-
pe OyayT yaaneHsi.

4.2.1. ABTopu3yinTecb B web-uHtepdeinice poytepa. Bongute B pasgen «CeTb», Bbibepute BKNagky
«Wi-Fi» n B cnucke 6ecnpoBogHbix Wi-Fi ceten HaxxmuTe kHonky MOUCK (PucyHok 4.2.1).

AP205M1

CraTyc radio0: Master "Kroks AP205M 1" radio0: Master "Kroks_Pykosoacreo”
Cucrema o

Cnucok 6ecnpoBOAHbIX ceTen
CeTb

® ot Generic MAC80211 802.11bgn e
Modem Manager = radlo0 b 047 Tl | Craasn 7 M le ECESND/CIAID ;

Wntepdeicsl SSID: Kroks AP205M1 | Pexxum: Master m T VAT
YOAIUTD
Uk BSSID: 00:0C:43:47:05:50 | Wudpposanue: WPA2 PSK (CCMP) OTKNOWTL ‘Mill
ey SSID: Kroks_PyxosozcTeo | Pexwum: Master T T - JIATUT
Komwirrarop 0% BSSID: 00:0C:43:47:05:51 | Windppoeamnue: mixed WPA/WPA2 PSK (CCMP) SHINGMIE (ENEHITE ‘#'

DHCP 1 DNS
Wmena xoctos
HOAKJ'II-OHIEHHble KJINEHTbI
CraTueckme MapuwpyTsl
[markoctuka Cers MAC-agpec Xoer Curwan / Wym CxopocTe nonyuenns / CkopocTs nepeaauu
Mexceteson 3kpaH Her goctynroii nxdopmaymmn
Banancuposka WAN tpaduk

Beintun

PucyHok 4.2.1 — TMounck 6rnvkanimx JOCTYMNHbIX TOYeK 4ocTyna
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4.2.2. bypet npouseegeH nouck onmxkanwmnx Wi-Fi Touek goctyna B npegenax pagvyca AevicTBus po-
yTepa. Bblbepute TOuKy pgocTyna, K KOTOPOW KeraeTe MOAKMHYMTLCS U HaXMWUTE  KHOMKY
NOAKNKOYEHUE K CETU (PucyHok 4.2.2).

AP205M1

Crartyc
T HanaeHHble Toukn goctyna Wi-Fi
Cepsucobl
Ceo & pwakko
£2% Channel: 1 | Mode: Master | BSSID: B8:A3:86:58:0F:58 | Encryption: WPA2 - PSK
. « Tenda_EB2240
Boiitn 28% Channel: 1 | Mode: Master | BSSID: C8:3A:35:E8:22:41 | Encryption: mixed WPA/WPA2 - PSK

«  Smart_box-5CE42C
25% Channel: 1 | Mode: Master | BSSID: 94:4A:0C:5C:E4:2C | Encryption: mixed WPA/WPA2 - PSK

«  Keenetic-4624
34% Channel: 3 | Mode: Master | BSSID: EE:43:F6:D7:53:20 | Encryption: WPA2 - PSK

«  Beline_wi-fi
31% Channel: 4 | Mode: Master | BSSID: 10:FE-ED:63:8D:DA | Encryption: WPA2 - PSK

«  39guest
31% Channel: 4 | Mode: Master | BSSID: £8:37:7A:98:75:8E | Encryption: mixed WPA/WPA?2 - PSK

«  Piose
34% Channel: 4 | Mode: Master | BSSID: 00:24:01:F1:5F:05 | Encryption: mixed WPA/WPA2 - PSK

« pwpna7a
34% Channel: 5 | Mode: Master | BSSID: 1C:7E:E5:38:DD:AC | Encryption: mixed WPA/WPA2 - PSK

4 SID 39
£5% Channel: 6 | Mode: Master | BSSID: £4:8D:8C:88:76:03 | Encryption: mixed WPA/WPA2 - PSK

i

4 SID 20 Auect

PucyHok 4.2.2 — Cnncok Gnmkanwnx Todek gocTtyna

4.2.3. Beegute no 3anpocy napornb BeibpaHHon Wi-Fi Toukm Mapons WPA.

Mpumeyanue. Ons oToOpaeHNss BBOAMMbIX AaHHbIX, H&XMUTE Ha U300paxeHne 3BE340YKM B KOHLIE
CTPOKM BBOAA.

4.2.3. Ecnv Bbl goBepsieTe HOBOW CETU N XOTUTE el paspeLunTb AOCTYN K CBOen ceTu, ykaxute lan B
NyHKTE Ha3HA4YeHUA 30HbI CETEBOro 3KpaHa. Ecnu goctyn k Bawwen cetTu HexenaTeneH, Boibepute wan
(PvcyHok 4.2.3).

AP205M1

Craryc - =
MogkntoueHne k cetu: "Kroks AP205M1
Cucrema
Cetb
3aMeHUTL HaCTPOKY
6eCcnNPOBOAHONO COAMHEHMA B L B
BuiiAtit E B GRS

MNapons WPA

Wima HoBo# ceTn Wwan

Co3paTh / Ha3HaUMTe 30HY CETEBOTrO
IKpaHa

wan: 2% & lmodem1: lmodemZ: ﬂj

He onpegeneHo

i
HA3AT K PE3YTITATAM NOVCKA ‘ o

PucyHok 4.2.3 — lNogkntoyeHne K CeTu B PEXMME KIMeHTa

4.2.4. HasoBuTe co3fdaHHbIi CETEBOM WHTepdelic, BBeas UMA HOBOM ceTn, U HaXMWUTE KHOMKY
NMPUAMEHUTDb. Mo ymonyaHuio, HasBaHMe HOBOroO ceTeBoro uHtepdpenca bygetr wwan. byget cosgaH
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HOBbIV CeTeBOW MHTepdenc wwan paboTalwmn B pexnme knmeHta (PucyHok 4.2.4) NOAKIOYEHHbIA K
umetoLencsa 6ecnpoBogHon ceTn (8 Hawem rpumepe ESSID Kroks AP205M1). Mpoun3BegmTe HAaCTPONKM
co3aHHOoro ceteBoro uHTepdenca n Haxmute kHonky COXPAHUTb U NMPUMEHUTD.

ETE—

Kommyratop

DHCP u DNS

Wmena xocTos
CraTuueckue MapwpyTsl
AuarHoctuka
Mexceregon 3kpax

Banancmpoeka WAN tpaduk

Bt

Curnan: 0 ABMT—LH;M: 0 abm i
Ckopocrs: 0.0 M6uT/c | Crpana: RU
BecnposogHan cets exmouena | OTKIIOHATL ‘

Pexum  Kauan Wnpnsa

Hacrpoika vactotst N v 6(2437TMHz) v 40MHz v

MouwpocTs nepegatunxa 15 dBm (31 mW) v

Hactpowka cetn

OcHoBHBIE HACTPONKM Be3sonacHocTs Gec i cetn A HaCTPOMAKM
Pexam  Knuent v

ESSID Kroks AP205M1

BssID 00:0C:43:47:03:95

Cers wwan: # J
lan: 22 & &
wan: 89
R vl wwan:
HA3AJ] K OB30PY
| cosgare:

e

CBPOCUTD |

PucyHok 4.2.4 — Co3gaHue HOBOro ceTeBoro nHTepderica

MpumeyaHue — HacTporky co3gaHHOro CeTeBOro MHTepdgenca nponssegmTe B COOTBETCTBUU C PEKO-
MeHOaLMAMM, N3NOXEHHbIMK B NyHKTe 4.1 HacToswero «PykoBoacTeay.

4.2.5. Bo Bknagke «Wi-Fi» pasgena «CETb», B cnucke 6ecnpoBOAHbIX CETEN NOSIBUTCS HOBbIN ceTe-
BOW UHTepdelic, paboTalowwmi B pexume knmeHta (PyucyHok 4.2.5).

AP205M1

Craryc
Cucrema

Cetb
Modem Manager
Wnrtepdeincel
[
KommyTarop
DHCP u DNS
Wwmena xocros
Cratnueckue MapwpyTel
AwarHocruka
Mexceregoi 3kpaH

Banancupoeka WAN tpadmk

Buiitn

radio0: Master "Kroks_PyxosoacTeo” radio0: Master "Kroks AP205M1* radio0: Knnewt "Kroks AP205M1*

Cnuncok 6ecnpoBoAHbIX ceTen

& radio0 Generic MAC80211 802.11bgn
Kawan: 6 (2437 Iy | Ckopocrs: 6.5 M6ut/c
0% SSID: Kroks AP205M1 | Pexxum: Master
BSSID: 00:0C:43:47:05:51 | Wudpposanue: WPA2 PSK (CCMP)
0% SSID: Kroks_Pyxosoacteo | Pexwm: Master

BSSID: 00:0C:43:47:05: pue: mixed WPA/WPA2 PSK (CCMP)

1D: Kroks AP205M1 | Pexxum: Client

s BSSID: 00:0C:43:47:05:50 | Wndposanuue: WPA2 PSK (CCMP]

nOAKJ'II'O'-IeHHbIe K/INEHTbI

Certs MAC-agpec Xoer Curnan / Wym
& KaneHt "Kroks AP205M1° (wlan0) 00:0C:43:47:03:95 ? -58 /0 abm

NEPE3ATYCTUTH m
OTKIMIO4UTD m\
OTKNICHATS \ YOATTE
OTKIOUTD m\ YIATUTD

YOANUTD

Ckopocts nony4enns / CkopocTs nepegaun

6.5 MGut/c, 20MI'y, MCS 0
6.5 M6ut/c, 20MI'y, MCS 0

PucyHok 4.2.5 — Co3gaH HOBLIN MHTepdenc, paboTarLwwmin B peXXUMe KIImeHTa

4.2.6. Ecnn nogknoyeHne HoBoro mHtepdgenca k cywecteytowen WI-Fi cetn He npousowno, npo-
BepbTe Hanuume uHTepHeTa B cywecTtBytowen Wi-Fi ceTn n nepesarpyaute Baw poytep. Ecnu gaHHbie
Mepbl He MOMOIMMW, U COeOMHEHUSI C CYLLECTBYHOLLEN CEeTbo HET, BO3MOXHO, BMHOBEH KOHMMUWKT IP-
agpecoB poyTepoB. MiameHnTe IP-agpec Bawwero poyTtepa cornacHo n. 1.5 HacToswero «PykoBoacTeay.
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4.3. NnanupoBaHue paboTtbl Wi-Fi cetn

4.3.1. AsTopusyntecb B web-uHTepdence poytepa. B pasgene «CepBucbi» BONauTe BO BKNaaKy
«Wi-Fi nnanmpoBwmk» (PucyHok 5.1.1). B 3aknagke lMnaHuMpoBWMK pa3melleHbl 6roku HacTpOMKu
pacnucanusa padotbl Wi-Fi Mmogyns cBaau poyTepa.

CTaTy( Moka3aTte cUCTeMHbIR XypHan Moka3sats cron 3apaHuA
Cucrema
CepBHchi Wi-Fi nhaHupoBLuk

Macrep HacTponkm NpeAeNseT PACMUCAHUE BIIIOUCHMUA Y BbIKNOUEHY 19 Wi-F

Wi-Fi nnanupoBumk

Cetb <
OCHOBHbIe HacTPOMKH

. Braroumnts Wi-Fi naanmnposwymx
Beiiti

Bxaroumnte BejeHne CUCTeMHOro XypHana

Baroumte Wi-Fi BKNIOYUTD WI-FI

Orknrounts Wi-Fi koppexTHo OTKNKOYUTD WI-FI KOPPEKTHO

Otkaounts Wi-Fi npumyautensHo OTKMOHUTL WI-FI NPUHYAUTENBHO

Mogyau He 3arpyXatoTca (IKCNEPUMEHTANLHAER ONUUA;
3KOHOMMT BOAbLWE 3HepPruu)

PucyHok 4.3.1 — MNnanuposwmk pabotel Wi-Fi mogyns

4.3.2. MNMpownsseante OCHOBHbIE HAcTporikn pexunma pabotel Wi-Fi mogyns. Bknounte nnm otkniounte
Wi-Fi mogynb, HaxxaB COOTBETCTBYIOLLYIO KHOMKY MHTepdenca. BkniounTte «ranoykamm» Heobxoaumble
onumn. YctaHoBute BpeMs BKMNoYeHns u BbiknodeHns Wi-Fi mogyns B paboune u BbixoaHble gHu. MNpu
HeobxoaMMocCTK, co3ganTe HoBoe cobbiTue, ¢ ocobbiM pexumom padoTel Wi-Fi mogyns n Haxmute kHon-
ky CO30ATb. [ina yganeHus cobbitus, HaxxmuTe kHonky YOAJIUTD. Nocne HacTponky nnaHupoBLLvKa
HaxmuTe kHonky COXPAHUTb U MPUMEHUTDb (PucyHok 4.3.2).

AP205M1

Craryc MaaHnpoBwmk cobbiTnin

Cucrema

CepBucbl
Macrep wactpoix BUSINESSHOURS

Wi-Fi nnanupoBUiK
Bonownns ¥

Cem

Levs (@) Hegenn
Bpewa exmouenus Wi-Fi

Bemtu
Bpews oncmouenis Wi-Fi

MpusyguTensro omcniounts Wi-Fi aaxe ecrm
WMEIOTCA NOAKAIOUSHHSIE KAMEHT!

WEEKEND
BraiounTs
Lews () Hegenn
Bpema exmouerns Wi-Fi
Bpewma orkaiouerus Wi-Fi

MipiwyauTensHo oTeakouwTs WI-Fi gaxe ecan
AMEIOTCA NOAKNIOUEHHbIE KAWENTLI

i D

¥ Mowesensui ¥ Bropwax ¥ Cpeaa @ Yersepr ¥ Mamuma ) Cy66ora -/ Bockpecense

0700

1800 v

Moregensrik — Bropmux — Cpega - Yersepr - Matwuya ¥ Cy6ota ¥ BockpeceHse

00.00

00-00 v

COXPAHMTD & NPYMEHUTDL

PucyHok 4.3.2 — Co3gaHue HOBOro cobbITus

~ 46 ~



Web-untepdeiic poytepoB KROKS. HacTpoiika n ynpaenexue 20 aBrycta 2019r.

4.3.3. Bo Bknagke lNMoka3aTb cUCTEMHbIN XypHan OygeT oTtobpaxaTbCs cucTemMHas MHgopMauus,
kacatoLasicst pacnucanusa pabotel Wi-Fi Mmogynsa cBasu, npu ycnoBum, 4TO Bej€HUE CUCTEMHOIO XypHana
ObINIO BKIHOYEHO.

4.3.4. Bo Bknagke lNokasaTb cron 3agaHusa OyayT oTobpaxaTbCs Cron-koMaHAbl, MO3BOMSHOLNE
ynpaenaTte WI-Fi mogynem cBsisn 6e3 yyactvs nonb3oBaTens.

[MpumeyaHue — HacTporku pacnucaHusa pabdotbl Wi-Fi Mogynsa cBsisau OCHOBaHHbIE Ha Cron-komaHaax
OyayT npumeHeHbl Nocne nepesarpysku poytepa. [MponsseauTe nepesarpysky poyrepa B COOTBETCTBUM C
pekoMeHaaunsaMm, n3noxeHHsiMu B n. 9.8. HacToswero «PykoBoacTeay.

4.4. YnpaBneHue PoE nutaHuem Ha nopTax poyTtepa

MpumeHeHne TexHonormm PoE (Power over Ethernet) nossonsieT nepepasate yaanéHHoOMy ycTpow-
CTBY NuUTaHue (HanpspkeHnem 48 B) BMecTe ¢ AaHHBbIMK Yepe3 CTaHdapTHY BUTYH0 napy B ceTu Ethernet.
TexHonorus PoE obecneumBaeT BO3MOXHOCTb NoAknoyeHust K poytepy |IP kamep n gpyrux ceTteBbIx
YCTPOMWCTB, K KOTOPbIM HEXenaTenbHO Ui HEBO3MOXHO MPOBOAMTbL OTAEMbHBIN 3NEKTPUYECKMI Kabenb.
Momumo nogaym PoE nuTtaHusa yganéHHbIM yCTpoMCTBaM, KOHTponnep PoOE nuTaHusa poytepa oTcnexu-
BaeT aKTUBHOCTb CETEBbIX YCTPOMCTB Ha KaXXAoM M3 NopToB. B cnydvae «3aBucaHusa» CeTeBOro ycTpon-
CTBa, poyTep aBTOMaTMYECKU NPOM3BEAET ero nepesarpysky, NepenoknioymB NUTaHMe Ha COOTBETCTBY-
toLeM noprTy.

4.4.1. AsTopusyitecb B web-uHTepdeince poytepa. B pasgene CepBuchbl BoOWauMTe BO BKIagKy
Switch (PoE), (PucyHok 4.4.1).

Rt-Ubx mXw 4PoE-48 DS

ICratyc

ICucrema

cepaucel Ceuty (POE):
MacTep HacTpoKki
o oy NHdopmaums o koHTpoanepe : ctrl0
s Omyen 3Hauenue
Hasganwe ctri®
B Konuuecteo nopros %

Hanpmxenve 484(V)

Temnepatypa 425(0)

YnpasneHue noptamu

Hasganme: lan1 Hazsanue: lan2 Haseanue: lan3 Haseanwe: land
Bxaroueno PoE: () (OFF) Bxawouewno PoE: (] (OFF) Bramouero PoE: OFF) Bmoueno PoE: ¥ (ON)
Hanpaxenue: 0 (V) Hanpxenue: 0 (V) Hanpaxerwe: 0 (V) Hanpaxenue: 48.1 (V)

Muranwe: 0 (A) Murarue: 0 (A) Muramue: 0 (A) MNuranue: 0.071 (A)

IP apec ycTpodicTea:  upti 1P agpec ycTpocTaa: f X uph 1P agpec ycTpoicTsa: f K upt 1P agpec yupchu
savesarry |

» Otnagounsie ganHeie

PucyHok 4.4.1 — YnpaBsneHue PoE nutaHnem nopTtos

4.4.2. B ceogHon Tabnuue UHdopmaumsa o koHTponnepe (PucyHok 4.4.1) cobpaHa uHdopmaums o
Ha3BaHUK, KONIMYECTBE MOPTOB, HAMPSPKEHUN MUTAHUSA U TEMMNEpaType KOHTponsepa.

4.4.3. B Tabnuue YnpaBneHue nopTamu, nosb3oBaTenb MOXET yNpaBnsaTb Nogaven nutaHust PoE Ha
COOTBETCTBYIOLLNA MOPT.

e [Insa nogaum nutaHusa 48 B Ha yaanéHHoe ceTeBoe YCTPOWCTBO, MOAKIMIOYEHHOE K MOpTY, Mo-
MeTbTe «ranoukon» cTpoky BknroueHo PoE cooTtseTtcTBytoLLero nopta lan. lNocne ycrtaHoBKU
«ranoykmy, cratyc uamenntca ¢ OFF (oTknoueHo) Ha ON (BkntoyeHo). B cTpokax pacnono-
XKEHHbIX HUXe, OyayT oTobpaxaTbCsa HanpsbkeHUe B BONbTax, NogaBaeMoe Ha NnopT u NoTpeob-
ngemMbli NOAKNIOYEHHbIM YCTPOMCTBOM TOK B amnepax. OTkrniodeHve nogadu nutaHus PoE,
NPOU3BOAUTCH CHATUEM «Tano4km» y cooTBeTcTBytowero nopta LAN.
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e Beegute IP agpec ycTpoicTBa, NogkOYEHHOro K nopTty poytepa. 1o gaHHomy IP agpecy,
KoHTponnepom PoE nutaHusi poytepa 6yayT nepnoamyeckn Npon3BoguTbLCA MUHI-3anpochl, C
uenblo ONpederneHnss akTUBHOCTW MOAKIKYEHHOro CeTeBOro yctponctea. B cnydae ecnum
YyCTPOMCTBO ByaeT He akTMBHO (OTCYTCTBYIOT OTBETHI Ha MWHr-3anpockl), poyTep aBTomatuye-
CKW NMPOM3BEAET nepenogknoyeHe nutaHusa yctponctea. Ecnn IP agpec nogkntoyeHHOro K
nopTy yOanéHHOro CeTeBoro YCTPOMCTBA He ykasaH, MPOU3BOAMTb MUHr-3anpockl U nepenog-
KMnoyaTb NMTaHWe YCTPOWCTBA KOHTPOINEp poyTep He Byaer.

4.4 4. 3aBeplwIMB HACTPOMKY KOHUrypaumm koHTponnepa PoE Baluero poytepa, HaXmMuTe KHOMKY
SAVE&APPLY (COXPAHUTb U NMPUMEHWTDL). [na Bo3BpaTa K MCXOOHOMW KOHMUIypauum HaxkmuTe
kHornky REVERT (BO3BPAT).
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5. YMIPABJIEHUE MOOEMAMM

5.1. O6wan nHcpopmauusa o mogemax U UX COCTOSIHUMU

5.1.1. AsTopusyntecb B web-uHtepdeice poytepa. Bongute B meHio «CeTb» 1 Bbibepute BKNagky
«Mopem». Bbibpas nHTepecyowmn mogem (modem1 unn modem2), otkponte Bknaaky «MHdopma-
ums» (PucyHok 5.1.1). B Hawewm npumepe paccmampugaemcsi cocmosiHue modema 2 (modem?2).

MpumeyaHue — HasaHue n ob603Ha4YeHNne MOLEMOB COOTBETCTBYET 0603HAYEHNI0 NHTEPGENCOB MO-
AemMoB Bo Bknagke «CeTb» - «MHTepdeincbi». HasgaHne n 0603HayYeHne MOOEMOB MOXET ObITb U3Me-
HEHO rnorb3oBaTeneM Bo Bknaake «CeTb» - «MHTepdhenchbI».

Cucrema Q:er,m“m USSD

CepBucbl

Cets Yctpowctso

Npouseogurens Huawei Technologies Co,, Ltd.
Mogens ME9095-120

Peanaun 11.617.01.00.00

Texywmit pexum gsm-umts

IMEI 867377025722681

Cratyc

NonsiTiu passaokupoeKs SIM sim-pin (3), sim-pin2 (3), sim-puk (10), sim-puk2 (10)
Cocronuue connected

bIATY Cocronnue nuTanua pres

Texwonorua Ite

Kauecreo curnana 70 (recent)

[nana3oHbl & Pexumsl

Texyume pexctmui allowed: 2g, 3g, 4g; preferred: none

Texywme Ananasoms egsm, dcs, pes, g850, utran-1, utran-5, utran-2, eutran-1, eutran-2, eutran-3, eutran-4, eutran-5, eutran-7, eutran-8, eutran-20

PucyHok 5.1.1 — Tabnuua cocTosHnst Mogema

5.1.2. B Tabnuuax cobpaHa nonHas nigopmaumsa o mogeme (PvucyHkn 12.2.1 1 12.2.2):

¢ B Tabnuue YcTponcTBo cobpaHa MHpopmauns o NpomMsBoanTene, Mapke, mogenu, CEpMNHOM
HOMepe MoAeMa; TEKYLLMIN PEXUM COeQUHEHMS;

e B Tabnuue Crtatyc cobpaHa nHdopmMaLms O COCTOSHUN MUTAHUSA U MOAKMHOYEHUN YCTaHOB-
neHHon B mogeM SIM-kapte. NpuBeneHa nHdopmaumst 06 ocTaBLUMXCSA MOMbITKax BBoAa pin u
puk KoOoB;

e B Tabnuue [Anana3oHbl & Pexumbl ykasaHbl TEKYLUUA U NOALEPXKUBAEMBIE PEXMMbI U Ana-
Ma3soHbl;

e B Tabnuue SIM-kapTa ykasaHbl MeXAyHapOOHbIN MAOeHTUUKATOP MOOUNbHOro aboHeHTa,
YHUKanNbHbIA MHOMBUAYANbHBIA HOMEP KapTbl, onepatopa u nmsa oneparopa;

e B Tabnuue Curnan LTE BbiBegeHa nHdopmaumsa o6 yposHe curHana;

e [OaHHble B Tabnuue 3GPP ykasbiBaloT B BMAE KOLOB PErMOH U MeCTononoxeHue 6a3oBon
CTaHLMK, C KOTOPOW CBA3AaH MOLEM;

e ceTeBble npoTokonbl, IP-agpeca, naponb M NorvH ykasaHel B Tabnvue CeTeBoe noAako4e-
Hue.

5.1.3. JononHuTenbHas, y3kocneunanbHas MHpopmauus ykasaHa Huxe, B CBEpHyTol Tabnuue OTtna-
[O4YHble AaHHble. YTOObI NPOCMOTPETL MHOPMALIMIO B CBEPHYTON Tabnuue, LENKHUTE KYpcoOpoM Mo
Ha3BaHuo Tabnuubl OTNagoyvHbIE JAHHBIE B HUXKHEWN YacTu OKHa.

5.2. KoHdmrypupoBaHme guanasoHOB U peXMMOB paboTbl MOAEMOB

5.2.1. Borignte B mMeHio «CeTb» K BbibepuTe Bknagky «Mopem». BbibpaB nHTepecylowmn mogem
(modem1 unn modem2), otkponTe Bknagky «KoHdmrypaumsa» (PucyHkn 5.2.1 1 5.2.2).

~49 ~



Web-untepdeiic poytepoB KROKS. HacTpoiika n ynpaenexue 20 aBrycta 2019r.

AP205M1

Cratyc modem1: No SIM @ KOHTPOABHaA Nakens
Cucrema ndpopmaumn @ SSD  CMC AT Tepmunan
CepBucbl
Cetb Pagno moaynb:
_ BoamoxHocTu: gsm-umts. v
Wnepdecs:
Wi-Fi Pa3speluenHsie peximsi: allowed:2g, 3g, 4g; preferred none v
Kommyrarop
26G: UMTS (36): LTE (4G):
DHCP 1 DNS
Wmena xoctoe
Cratuueckue MapupyTsl @ EGSM @81 v B1
Avarvoctuka @ bcs @65 o
Mexcetesoi skpaH
Banancupoeka WAN Tpaduxa @ PCS v B2 <83
Aunanasons: % 8850 v B4
Buintun
%85
%87
88
%820

PucyHok 5.2.1 — KoHdurypmpoBaHue aManasoHOB U PeXUMOB

AP205M1 | ABTOOSHOBAEHWE BK |

Cta
Cratyc % DCS %85 %82
Cuctema
% PCS v 82 v 83
CepBuChbI
Avanasons: #8850 ve4
Cetb
Unrepdeics: v 87
Wi-Fi
v 88
Kommyratop
DHCP u DNS S
nena xocToe
CraTwueckme MapuIpyTel
Avarvocuxa
Mexcereeoi 3kpas
Banancupoexa WAN tpagwxa CoepnHenwe:
interface
BoiTi APN: intemet
PIN: pincode
Vs nosssoeatens PAP/CHAP: user
Napons PAP/CHAP: password
Tin ayTenTidUKaLA: both
COXPAHUTL & NPMEHUTL | ST

PucyHok 5.2.2 — KoHduryprpoBaHue gnanasoHoB U PeXMMOB (MPOAOIDKEHNE)

5.2.2. Boibepute npeanovtutenbHble AnanasoHbl U pexnmMbl paboTel Bawero mogema. OKOHYMB KOH-
duUrypMpoBaHue pexmMMoB W [Ouana3oHOB paboTbl MogemoB, Haxmute kHonky COXPAHUTb WU
NMPUMEHUTbL. YT10Obl OTMEHUTL M3MEHEHMSI U BEPHYTb HAacCTPOMKM B UCXOOHOE COCTOSHME, HaXMUTE
kHornky BEPHYTb.

5.3. USSD komaHAb! Ans ynpaBrieHUs ycriyramm cBsi3u

Cepsuc 3anpocoB USSD cambin npoctoi 1 yao6Hbln cnocob ynpasneHust ycnyramv u pacxogamu. C
nomoubto USSD komaHg aboHEHT MOXeT KOHTponupoBaTth 6anaHc, y3HaTb CBOM HoMep TenedoHa, Noa-
KMYMTb Kakue-nmbo onummn, oTnMcaTbCs OT PEKNaMHOI pacehifiku, HACTPOUTL Nepeagpecaumto U MHoroe
apyroe.

5.3.1. ABTopuayiTecb B web-uHTepdeiice poytepa. Bongute B meHio «CeTb» U BbiOepute BKnagky
«Mogem». BbibpaB nHTepecyowmin mogem (modem1 vnm modemz2), otkponTe Bknagky «USSD» (Pu-
cyHok 5.3.1). B Hawewm nipumepe ebinonHemcs USSD 3anpoc ¢ modema 2 (modem?2).
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AP205M1

CepBucbl

Cetb 3anpocbl USSD:

Wnrepdencet

Wi-Fi Wunymupoeats USSD
Kommyratop

DHCP u DNS

Wmena xocToe

CraTuueckue MapLipyTe!

Avarsoctuka

Mexcereeon IKpaH

banawcupoeka WAN tpaduka

Beintn

CTaTy( modem?1: No SIM! @ KoxTponsHan nasens
Cucrema Vngopmauns  Komdurypauyus @ CMC AT Tepmuman

[ VHALMMPOBATL |

PucyHok 5.3.1 — Ocywectensetca USSD 3anpoc

5.3.2. Beegute B cTpoke kopoTkyto USSD komaHay n Haxmute kHonky AHULMUPOBATbD. B TeueHune

KOpPOTKOro NpPOMeXyTka BpemeHu 6yaeT nonyyeH oteeT Ha Baw USSD 3anpoc.

Mpumeyanune — Bce USSD komaHAbl HaYMHAKOTCA € CUMBONA * (3Be3404Ka) M 3aKaHYMBaKOTCS CMMBO-
nom # (peweTtka). Y kaxgoro onepatopa ceor cnucok USSD komaHa. AkTyarbHble KOMOMHaUMK K

nonHbi cnncok USSD komaHa yTouHANTE Ha caviTe Ballero oneparopa.

5.4. Cnyx6a KopoTkux coobuieHui (SMS)

SMS 370 TexHonorusa no3sonstoLlas OCyLLEeCTBIIATb npuemM n nepegady KOpoTKMX TEKCTOBbIX coobuye-
HUR. SMS-coobLieHns gocTaBNsATCA AOCTAaTOYHO 6bICTpO M oTnpaBuUTeslb MOXET NnosiydaTtb yBeaomrie-
HUA o gocraBke. MOXHO OoTnpaBnTb coobLleHMe Ha BbIKMOYEHHbIA UM HaXOOSALWNACA BHE 30Hbl OeW-

cTBUA Teﬂe(*)OH. Kak Tonbko agpecart noaBuUTCA B CETU, OH NMONy4HnT coobuieHme.

AP205M1

Craryc modem1: No Sll‘omponhuaﬂ naxens

Cucrema Wndopmauun  Kowdurypauus ussr Tepmunan
CepBuChbl
Céto 7951511 ~79s1mm1
m, +79515EmS11 (1)
Wntepdeics! Ber
Wi-Fi Corogms w 0905

Kommyratop

DHCP u DNS

Vnsena xocTos
CraTAuecKwe MapWpyTs!
AvarvocTia
Mexcereeoit 3kpan

Banarcnposka WAN Tpadux

Beintn

OTNPABUTL

PucyHok 5.4.1 — Cnyx6a KOpOTKNX coobLLeHni
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5.4.1. ABTopumayinTecb B web-uHtepdernce poytepa. Bongute B meHio «CeTb» 1 BbiDepute BKnagky
«Mogem». BeibpaB nHTepecyowmn mogem (modem1 nnu modemz2), otkponte Bknagky «CMC» (Pucy-
Hok 5.4.1). B Hawem nipumepe omrpaesrnsgemcsi coobujeHue ¢ Mmodema 2 (modem?2).

5.4.2. Beegnte Homep aboHeHTa, KOTOPOMY XerflaeTe OTNpaBWTb COOOLLEHME U HaXMUTE KHOMKY
HOBbIN. Nn6o BLIGepUTe HOMep aboHEHTa M3 ChMcKa, ecnv eMy yxe OTnpaBnanock cooblieHve. B
cTpoke Hanucatb coobuieHune BBeauTe Balle KOpoTkoe coobLueHne n Haxxmute kHonky OTNPABUTD.

5.5. Mpsimas paboTta c Mmogemom 4vepe3 AT TepmuHan

Ona npsimori paboTbl 1 ynpaBneHus HeKOTOpbIMU (PYHKLMAMU Moaema, ncnonedyetcs AT TepmuHan.
5.5.1. ABTopuayiiTecb B web-uHTepgerice poytepa. Bongute B meHio «CeTb» u Bbibepute BKNagky
«Mogem». BbibpaB mHTepecyowmii mogem (modem1 nnn modemz2), otkporite Bknagky «AT Tepmu-
Han» (PucyHok 5.5.1). B HaweM ripumepe ripou3gsodumcs ynpasneHue pyHKyusamu modema 2 (modem?2).

AP205M1

CTaTy( modem?1: No SIM KoHtponbHas nasens
Cucrema Wndopmauua Koxdurypayma USsD cMC

CepBuchbl

CeTb write "help" for more information

WUnrepdencst

Wi-Fi

Kommytatop

DHCP v DNS

Wmena xoctoe
Cratuueckue MapwpyTst
AuarHoctuka
Mexcetegoi akpaH

Banancupoeka WAN tpaduka

Bt

PucyHok 5.5.1 — AT TepMuHan ons komaHz

5.5.2. AT-komaHapbl 3TO Habop KOMaHA COCTOSALLUMX U3 CEPUN KOPOTKMX TEKCTOBLIX CTPOK, KOTOpbIE
00beauHAT BMecTe, YToObl ChopMmnpoBaThb NOSHbIE KOMaHAbl onepauun. [Anga Toro 4tobbl Mogem pac-
nosHaean AT-KomaHApbl, OHU OOSMKHbI ObITh 3anuncaHbl B cneumansHon dopme. Kaxagas komaHaa Bcerga
HaumMHaeTca OykBamu AT, OOMOMHEHHBbIMW OLHOW WNN HECKOMNMbKMMK KOMaHaamu. Kaxgas komaHga 3a-
BepLluaeTcs HaxaTueM knasuwu Enter (BBopa) Ha knasuatype.

Mpumeyanue — Habopbl AT KomaHg Anst MOOEMOB pasHbIX CEpPUI, MOAENEN U pa3HbIX NPON3BOAUTE-
new oTnuMyaloTCa Apyr oT Agpyra.

5.6. MaHenb ynpaBneHuss mogemamu

BHumaHue! MNMocne BKNoYeHUa unu nepes3arpy3km poyrtepa, NnpoucxogsaT npoueccCbl 3arpy3ku
nporpaMmmMHoro obGecne4vyeHMsa U HULMaANU3aLumn yCTpOVICTB n MHTep(*)eﬁCOB. OnutenbHOCTL AaH-
HbIX NpoLleccoB MOXeT AoCcTuratb 10 MUHYT.

B cnyuae ecnu no Kakon-To NpuyYnHe UHULMANM3auus MOAEMOB He 3aBeplueHa, BKiagka C Ha3BaHnem
Mopema byaet otobpaxaTtbes kak «No modem». [Insa paspellenns npobnemsl ¢ MogeMoM Heob6xoomumo
Npoun3BeCTN Nepe3arpy3Ky HEKOTOPbIX MOAYNeN 1 cryx6, 06CnyxmBaooLwmnx MOAEMBI.

5.6.1. ABTopusyntecb B web-uHtepderice poytepa. Bongnte B meHio «CeTb» 1 BbibepuTe BKNagky
«Mopgem» n oTkponTte 3aknagky «KoHTponbHasa naHenb» (PucyHok 5.6.1).
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Craryc modemt:NoSIM  modemz: kaoﬁ

Cucrema
Cepaucer Mepesanyctute Moaynu:
Cets Hassanne Onucanue
M e e
Wntepdeitce
Wi-Fi Data Provider Mogyns Data Provider oteeuaer 3a c60pk O CHCTEMMBIX v nepesaet uxs RPC [
Kommyratop
Modem Manager Mogyas Modem Manager oTeeuaeT 33 NOAAEPKKY MOZEMOE
DHCP u DNS
Vmena xoctos USB xoct [Llanwan onuus nepesanycrut sce USB ycTpoiicTea poyTepa
CraTuueckue MapupyTs!
Awarsocruxa
Mexcereson 3kpan
Banancupoeka WAN Tpadu
Buitn

PucyHok 5.6.1 — KoHTponbHas naHensb ynpasneHus mogeMamm

Rt-Ubx mX RSIM

modem!: Tinkoff @
Craryc
Cucrema
MepesanycTutb MoAyAu:
Cetb P Y/ Ay.
Wrtepdeicst Yganensin se1308 npoueayp (RPC)  Moayas RPC OTBeuaeT 33 B3aUMOACICTENE MEXAY CHCTEMHLIMM MOAYAAMM TEPE3A
KommyTatop =
Data Provider Mogys Data Provider oTeeuaer 3a c60j © CUCTEMHBIX v nepeaaeT ux @ RPC
DHCP u DNS ! oY o
Vmena xocros Modem Manager Moayas Modem Manager oTeeuaer 3a NOAAEPXKY MOASMOE
CTaTiueCKNe MapIPYTBI
fieriocis USB xoct [Llanwan onuua nepesanycrut ece USB ycTpoiictea poyTepa
Meofccameion Sk Muranme [laHHaR ONUMA NEPE3aNYCTUT YCTPOCTED N0 NMTAHMIO
Beiitn

PucyHok 5.6.2 — KoHTponbHas naHenb ynpaeneHus Mmogemom poytepa ¢ SIM-uHxeKkTopom

5.6.2. ina paspelleHns Npobnem BO3HUKLIMX MpU UHULManu3aumMm unm Bo Bpems paboTbl MOSEMOB,

BbIMOJTHUTE!

e [lpousBeguTe nepesanyck crnyx0bl B3ammogencTBusa cucTeMHbix moayrnen (RPC) Haxas
kHonky MEPE3ANYCTUTb RPC. Ecnu mogem nnm oba mogema He MHULManNu3MpoBarmchb.

MNepengute K cnegyowemMy NyHKTY pekoMeHaaLummn.

20 aBrycta 2019 .

o [lpoussegute nepesanyck npoBangepa AaHHblX, Haxae kHorky MEPE3AMYCTUTb DATA
PROVIDER. Ecnu vHuyunanusauum mMogema He MNpoM30LUNo, BOCMOMb3yWTECH CIEeAYoLLUM

NYHKTOM peKoMeHOauui.

o [lepes3anyctute meHemxep moaema, Haxas kHonky MEPE3ANYCTUTb MODEM MANAGER.

B panbHeiiwem, npy Heo6XoAMMOCTU, NepenanTe K crieaytoLlemy NyHKTY crucka.

e [lpoussegute nepesarpysky BCex YCTPOWCTB poyTepa, nogkmnoyeHHblx kK USB wwuHe, Haxas

kHonky MEPE3AMYCTUTb USB XOCT.

e B kayecTBe nocregHero Cpeactsa, NpoU3BEAUTe Mepesanyck YCTPOWCTBa MeperoaknoyvB

nutaHue, Haxas kHonky MEPE3AMYCTUTb NMUTAHUE.
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5.7. NepekntoyeHme SIM-kapT

B HekoTOpbIx Mogensix poytepos, Hanpumep Kroks Rt-Cse4 mXW DS, paboTarowux ¢ HECKOMbKMMM
SIM-kapTamn wncnonb3yetcs oguH 3G/4G mogem. B cnyyae BO3HMKHOBEHMs npobnem ¢ WHTepHeT-
coeguHeHmem ofHon u3 SIM-kapT, poyTep aBTOMaTMYECKU MEPEKMIOYNTCA Ha WMCMONb30BaHME BTOPOM
SIM-kapTbl. Ona ynpaenexnua SIM-kapTamu poytepa BonguTte B web-nHTepdeiic.

5.7.1. AsTopusyntecb B web-uHtepdeiice poytepa. Bongute B meHio «CeTb» 1 Bbibepute BKNagky
«Modem (hilink)» kak nokasaHo Ha pucyHke 5.7.1.

Rt-Cse4 mXW DS

Coctosanue

Cucrema

Cepsuchl Power control:
Option: 3uauenne:

Power USB modem 1 v

SIM Card:

List:

State Primary simcard  Vmsa Automatic activation Location

OFF SIM1 v ocal

Beiity

ON @® SiM2 v ocal

Background:

Muwr-sanpoc:

Braouewo Countpacket Interval  Timeout Packetsize TTL Xocr

v 5 2 30 56 64 8.8.88:884.4;8888 8844

PucyHok 5.7.1 — HacTtpoika pa6oTbl Mogema ¢ SIM-kapTamu

5.7.2. B 6noke Power control (YnpaBneHue nutaHMeM) MOXHO OTKMOYUTb MUTaAHWE BCTPOEHHOro
3G/4G mopgema, Hanpumep, ecnu Bbl NOAKMYEHbl K ceTn WHTEepHEeT 4epe3 npoBOAHOro WMHTepHeT-
npoBavgepa unu oTCyTCTBYeT HEOOXOAMMOCTb MOAKIIOYEHNS K MOOMIbHLIM OonepaTtopam, CHSB «ranou-
Ky». 3atem Haxmute kHonky COXPAHUTb U NPUMEHUTL (SAVE & APPLY). MNutaHve BCTPOEHHOrO
3G/4G mogema byoeT OTKMYeEHO.

Mocne oTKNOYEHMS NWUTaHMSA poyTepa W/WMM ero nepesarpysku, nogadya NUTaHWS Ha BCTPOEHHbIN
3G/4G mopem byneT Bo3oGHOBNeHa aBToMaTnyecku. OTKIMOYEHNE NUTAHUSA Mo4ema Npov3BeanTe, Kak
yKa3aHo BbliLLe.

5.7.3. B 6noke SIM Card (KoHdurypupoBaHue SIM-kapT) npon3BoauTcs ynpasreHne aBToMaTuye-
ckon akTnBaumen SIM-kapT 1 nx nepeknoyveHme.

e YcTaHoBUTE Mapkep B BuAE TOYKM HanpoTus umeHu opHow u3 SIM-kapt (SIM 1 unu SIM 2) B
cton6ue Primary simcard (MpuoputetHaa SIM-kapTta), Yepe3 KOTOpYHO XenaeTe co3faTb OC-
HoBHoe (nMpuoputeTHoe) NHTepHeT-coeanHeHune ¢ 3G/4G onepaTtopoM. SIM-kapTa 6e3 mapkepa
Oynet npeactaBnsaATb coboi pe3epBHbIN KaHan CBA3M, KOTOPbIN Oy4eT akTMBMPOBaH Npu OTCYT-
CTBUM OCHOBHOIO VIHTEPHET-COEAMHEHMS NPY YCITOBUM BKIHOYEHMWS OMLMN aBTOMATUYECKOW aKTu-
Baumun. Ona ynobctea npu nepekntodeHun SIM-kapT, Bbl MOXeTe BBECTM Ha3BaHWE ornepaTtopa
COTOBOW CBSI3U BMECTO CcTaHAapTHbix ob6o3HaveHu SIM 1 n SIM 2 (PucyHok 5.7.2).

e B cronbue State (CocTosiHue) otobpaxaercsa cocTosiHMe Kaxgon u3 SIM-kapT B AaHHbIA MO-
mMeHT (ON-BkntoveHo, OFF-BbIKOYEHO).

e Onuum B BUOE «ranoyek» B ctondue aBromatuyeckom aktuBaumm SiM-kapTt (Automatic acti-
vation) npegHasHaveHbl ANsl ykasaHWs poyTepy CNOTOB C (PU3MYECKM YCTAHOBMEHHbIMU SIM-
kapTamu. Ecnn B kakom-To 13 cnotoB oTcyTcTByeT SIM-kapTa, ybepute «ranoyvky» aBTromatude-
CKOW aKkTuBauun. TUM COKpaLlaeTCsi BPeMs MEPEKIYEHNs ¢ OCHOBHOMO VHTepHeT-kaHana Ha
pe3epBHbI Npu 06pbIBE coeanHeHUst ¢ OCHOBHbIM 3G/4G onepaTtopoM. [Npu OTKIHOYEHHON aBTo-
MaTU4eCcKon akTMBauun pesepBHor SIM-kapTbl («ranoyka» ybpaHa), nepekntoveHme ¢ npuopu-
TeTHon SIM-kapTbl Ha pe3epBHYIO NPoOU3BOAUTLCS He byaeT. VIHTepHeT-coeanHeHne GyaeT BO3-
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OBHOBNEHO Mocre nepenogkroyeHnst U BOCCTAaHOBMEHUS COEQMHEHMST C ONeEpPaTopoOM COTOBOM
cBsA3M Yepes npuoputeTHyo SIM-kapTy.

BHumaHue! Mpu oTknoyeHHOM aBTOMaTuMyeckon akTuBauum obeux SIM-kapT (0b6e «ranouku»
y6paHbl), nogknioveHue k 3G/4G onepatopy 6yaeT npousBoauTbeA Yepes SIM-kapTy oTMeYeHHYo
MapKepom B KayecTBe npuoputetHon (Primary simcard).

Onuwmen TMuHr-sanpoc KoHUrypupyeTcs nepuoauyHOCTb NPOBEPKM LEeNOCTHOCTM WHTepHeT-
coeguHeHus. [Nonb3oBaTenem MOXeT U3MEHSITbCS KonnyecTBo naketoB (Count packet), nHtep-
Ban mexay 3anpocamu (Interval) n Bpems oxuganHusa oteeta (Timeout) B cekyHgax, pasmep na-
keTa (Packet size) B 6aritax n Bpems xu3um naketa (TTL) namepsiemoe B konu4ectse nepexo-
JOB Mexay ysnamu cetu. B kauvectBe 3anpawwmBaemoro XocTta ykasaHbl |P-agpeca DNS-
cepeepoB Google. BkntoyeHre 1 BbIKIIOYEHME MUHI-3aMpOCOB NMPOU3BOAUTCSH YCTAHOBKOW UIK
CHATMEM «ranoykmy». Cuctema perynspHo nocbinaet nuHr-aanpoc DNS-cepsepa no ykasaHHOMY
IP-agpecy. Mocne nony4yeHus oTBeTa, cucTema NPOU3BEAET NEPENOAKIOYEHNE pPa3opPBaHHOMO
NHTepHeT-coeaMHEHUSI MO OCHOBHOMY WNW pe3epBHOMY KaHany (B 3aBUCMMOCTW OT MONb3oBa-
TENbCKUX HACTPOEK).

BHuMaHue! B cnyvyae OTKMIOYEHUS ONLUMM NUHr-3anpoca («rafno4yka» CHATa) NOBTOPHOro nepe-
noaknyYeHUsa nocne paspbiBa MHTepHeT-coeAMHEHUs NPOU3BOAUTLCS He GyaeT. [ns noaknoye-
HUS K ceTu MIHTepHeT Heobxoaumo GyaeT nepesanycTuTb Modem, nepeinas Bo Bknaaky «UHTepdencbi»
Wnu nepesarpy3nTb poyTep.

3aBepLlUnB KOHUrypMpoBaHUe HacTpoek OCHOBHOro n pesepsHoro 3G/4G onepaTopoB CBA3W, Unu
nepekntouns SIM-kapTy u BblOpaB €€ B kayecTBe NpuUopuTETHOW, Haxmwute kHonky COXPAHUTb WU
NMPUMEHUTDL (SAVE & APPLY).

B Hawem npumepe Ha pucyHke 5.7.2:

0151 yoobcmea ronb3oe8amersi, npuceoeHsl umeHa SIM-kapmam;

ommMeyeHa mapKkepom-mo4dkol npuopumem+as SIM-kapma;

BK/IIOHEHa asmomamu4veckas akmueauusi (MepekrrvyeHue) npuopumemHol U pe3epsHoU
SIM-kapm Haxo0suuxcsi 8 criomax poymepa;

akmueuposaHa naHesb MnuHe-3anpoca.

Rt-Cse4 mXW DS

Coctosnune

Cucrema

Cepsuchl Power control:

Cet

Option: Juavenme:

Power USB modem 1 v

SIM Card:

List:

State Primary simcard Wms Automatic activation Location

OFF Megafon v local

Beivity ON @ Tinkoff v focal

Background:

MuHr-3anpoc:
Bimouewo Count packet Interval  Timeout Packetsize TTL Xoer

v 5 2 30 56 B4 8888 8844,8888 8844

PucyHok 5.7.2 — HacTporka OCHOBHOrO 1 pe3epBHOro kaHanoB cBa3un ¢ 3G/4G onepaTopom
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5.7.4. JocTtyn k HacTponkam web-uHtepcenca 3G/4G USB mogema HUAWEI E3372 moxHO nony-
unTb, BBEOS B afpecHOW CTpoke Bawlero obospeBaTens umHTepHeTa (6paysepa) |IP-agpec mogema
192.168.8.1. MNogpobHasa MHCTPyKuMst no HacTporke web-uHTepdenca 3G/4G USB mogema HUAWEI
E3372h pasmelyeHa Ha Hawem cante www.kroks.ru.

5.8. MepekntoyeHne SIM-kapT B poyTepax ¢ SIM-uHxekTopom

[ns onepaTuBHOM 3aMeHbl U nepekntoyeHns SIM-kapT, COBMECTHO C HEKOTOPbIMW MOZENsIMU poyTe-
poB ucnonbayetcst SIM-UHXEKTOp — YCTPONCTBO yaaneHHoro nepeknoveHus SIM-kaprT.

Mcnonb3oBaHne kombuHaumu n3 SIM-kapT pasMelleHHbIX B poyTepe M yCTaHOBMEHHbIX B SIM-
WHXEKTope, OTKpbiBaeT BonbluMe BO3MOXHOCTU B pe3epBupoBaHun VIHTepHeT-kaHanoB. B cnyyae Bo3-
HUKHOBEHUs1 Npobnem ¢ VHTepHeT-coeguHeHnem ogHon n3 SIM-kapT, poyTep aBTOMaTU4ECKU NEPEKIHO-
ynTCA Ha mcnonb3oBaHue nocneaywowen SIM-kapTel. Ona ynpaenenuns SIM-kaptamu poytepa n SIM-
WHXeKTopa BonauTe B web-nHtepdenc.

5.8.1. ABTopusyintecb B web-uHtepdence poytepa. Bongnte B meHio «CeTb» 1 BblbepuTe BKNagky
«MopgembI» kak nokasaHo Ha pucyHke 5.8.1. Bo Bknagke «UHcpopmMaums» ykaszaHO COCTOSHME Modema.

Rt-Ubx mX RSIM

Craryc

Cucrema

Cetb
Yctpowncrso

Npowssoaurens huawei
Mogens 3372

Pesusna 21.327.01.0000
Texywmia pexm gsm-umts

IMEI 868230032520029

Cratyc

Monsimku passaokupoexs SIM sim-pin (3), sim-pin2 (3), sim-puk (10), sim-puk2 (10)
Cocroanue connected

Cocroanue nuTanmns on

Texsionorua Ite

KauecTeo curvana 64 (recent)

Avana3oHbl & Pexumbl

Texyue pexunsi allowed: 2, 3g, 4g; preferred: none

Texywime auanasonsi egsm, dcs, pes, g850, utran-1, eutran-1, eutran-3, eutran-7, eutran-8, eutran-20

PucyHok 5.8.1 — Tabnuubl ¢ MHopmaunen o mogeve

MogpobHas nHdopmauma o Tabnuuax BO BKragke «MHopmauus» ykasaHa B n. 5.1. HacTosLero
«PykoBoacTea»
5.8.2. Bo Bknagke «KoHdmrypaumsa» Bbl MoxeTe BbibpaTb NpeanoyTuTenbHbIe PEXUMbI U AMana3oHbl
paboTbl Mogema B 6rnoke Pagmo mogyrnb, kak ykasaHo B N. 5.2. HacTosiwero «PykoBoacTeay.
5.8.3. B 6noke SIM kapta (PucyHok 5.8.2) npousBoauTcsl ynpaBrieHMe aBTOMaTUYECKUM 3amyCKOM
SIM-kapT n Ux nepeknioYveHne.

e YCTaHOBMTE Mapkep B BMAE TOYKM HanpoTuB umeHun opgHon n3 SIM-kapt (SIM 1 ... SIM 5) B
ctonbue OcCHOBHasi cMMKapTa, Yepe3 KOTOPYHK KenaeTte co3fgaTb OCHOBHOE (MPUOPUTETHOE)
NuTepHeT-coeguHenmne ¢ 3G/4G onepatopom. SIM-kapTel 6€3 mapkepa 6yayT npeacTaBnaTb Co-
0bon pesepBHble kaHanbl CBA3W, KOTOpble ByaeT akTMBMPOBaHbI MPU OTCYTCTBUM OCHOBHOMO WH-
TEPHET-COeAVMHEHNS MPU YCMOBUW BKIIOYEHMS OMUUKM aBTOMAaTU4eckoro 3anycka. YTobbl nepe-
knountb SIM-kapTy, nepectaBbTe MapKep-TOYKY HanpoTuB BbibpaHHoW SIM-kapTbl U HaxmuTe
COXPAHUTb U NPUMEHUTb. [ns ynobcTea npu nepekntodeHnn SIM-kapT, Bbl MOXeTe BBe-
CTM Ha3BaHMWe orneparTopa COTOBOM CBA3M BMECTO CTaHAapTHbIX 0603HayeHu SIM 1... SIM 5.

e B cton6ue CocrosiHue oTobOpaxaeTcs cocTosiHne kaxaon n3 SIM-kapT B aaHHbIn MomeHT (ON-
BkrtoveHo, OFF-BbIKMOYEHO).

e Onuum B BuAe «rano4yek» B ctondue ABTomMaTn4yeckoro 3anycka SIM-kapT npegHasHadeHbl Ans
yKasaHus poyTepy CrnoToB, B KOTOpbIX buanyeckn yctaHoBneHbl SIM-kapTbl. Ecnin B kakom-To 13
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cnotoB oTcyTcTBYeT SIM-kapTa, ybepuTte «ranoyky» aBToMaTU4YeCKOro 3anycka. OTMM coKpalla-
€TCsl BpeMsl NepekroYeHnsi ¢ OCHOBHOIO MIHTepHeT-KaHana Ha pe3epBHbI Npu obpbiBe coean-
HeHus ¢ ocHoBHbIM 3G/4G onepaTopoM. [pu OTKITIOYEHHOM aBTOMAaTMYECKOM 3amnycke pesepB-
Hbix SIM-kapT («ranodku» ybpaHbl), nepeknioveHne ¢ npuoputeTHon SIM-kapTbl Ha pe3epBHble
nponsBoanTbCcsa He ByaeTt. VMIHTepHeT-coeanHeHne GyaeT BO30OHOBMIEHO MOcCne nepenoaknioye-
HWUS U BOCCTaHOBIIEHUSI COEAMHEHWUSI C OMepPaToOpOM COTOBOW CBSI3N Yepe3 OCHOBHYHO (Npuopu-
TeTHyw) SIM-kapTy.

BHumaHue! Mpu oTkNoueHHOM aBTOMaTM4Yeckom 3anycke Bcex SIM-kapT (Bce «ranoyku» yopa-
Hbl), nogknoyeHne Kk 3G/4G onepatopy 6yaetr npoumsBoguTbes Yepe3 SIM-kapTy oTMeYeHHyH
MapKepOM-TOYKOM B Ka4eCTBe OCHOBHOM (MPUOPUTETHON).

e B crtonbue Jlokauus otobpaxaetca mectononoxeHune kaxgow SIM-kapTtbl (local - nokanbHas
SIM-kapTa ycTaHoBMneHHasi B poyTepe; remote — yganeHHas SIM-kapTta yctaHoBneHHas B SIM-

WHXeKTope).
Rt-Ubx mX RSIM
Crartyc
Cucrema
Cetb
SIM kapra:
Mogem
Wnrepdencs:
Kommyratop
DHCP 1 DNS Cnucok:
siiocron ¢ AsTomaruueckwit anycx  floxauun Connection setup
Cratuueckue MapwpyTs! ON . SIM 1 2 local » Detail settings
AuarocTuxa
X i OFF SIM2 v remote » Detail settings
Mexceresoit skpan
OFF SIM3 remote » Detail settings
IATU
OFF Sim4 remote » Detail settings
OFF SIM5 remote » Detail settings
DoHosble Npoueccs!:
MuHr-sanpoc:
K naxeros Tadmayr Pasmep nakera TTL Xocr
v 5 2 30 56 64 8.8.88;8844;8888 8844

PucyHok 5.8.2 — HacTpovika paboTel Mogema ¢ SIM-kaptamu

Rt-Ubx mX RSIM

SIM kapra:
Cratyc P
Cucrema
Cets Cnucok:
m C OcHoenan Agsromaruueckuit anyck  Jloxauna Connection setup
Wntepdence ¥ Detail settings
Kommyratop Option 3Hauenne
DHCP 1 DNS PIN code
Wmena xoctos
APN m tinkoff
Cratuueckue MapwpyTs!
ON . Tinkoff v local
[varvocTika Auth both
MexceTesoit xpan
Wwma nonssoearens
INTN Napone
OFF YOTA v remote » Detail settings
OFF SIM3 remote » Detail settings
OFF SIM4 remote » Detail settings
OFF SIM5 remote » Detail settings
doHoBble npoueccel:

PucyHok 5.8.3 — HacTtponkn coegnHeHus
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e B cron6ue Hactponkn coeauHeHus (Connection setup) HeoGxooumo Anst Kaxgon ms ycra-
HoBreHHon SIM-kapT nponucaTb 3HadveHuss onuun (PucyHok 5.8.3), packpbiB lNMoapobHble
HacTpouku (Detail settings). CeBepeHus, Heobxoaumble ONsi HACTPOWKM COEOUHEHUsI Npeao-
CTaBnsieT onepatop Mpu 3aknioveHun porosopa. Ecnm kakas-Tto uHdopmaums oTCcyTCTByeT
(hanpumep, PIN code nnn Ums nonb3oBatens u Maponb), oCTaBbTE NOME He 3anOfHEHHbIM UMK
CO 3HaYEHMEM MO YMOYaHWIO.

e Onuven TMuHr-sanpoc KoHMUrypMpyeTcs NepUoaNYHOCTb MPOBEPKU LEenocTHocTu WHTepHeT-
coegunHeHus. Monb3oBaTenem MoOXeT nameHsiTbcsl KonnyecTtBo naketoB, MHTepBan mexay 3a-
npocamMu 1 BpeMsi oXxXuaaHus oteeta TaMmayT B cekyHaax, Pa3zmep naketa B Gavitax 1 Bpems
*mn3um naketa (TTL) namepsiemoe B KonMyecTBe NepexodoB Mexay y3namu cetu. B kavectse
3anpawwvBaemoro XocTa ykasaHbl |IP-agpeca DNS-cepBepoB Google. BkntoyeHre 1 BbIKMOYeHMe
MWHr-3anpoCOB MPOU3BOANTCS YCTAHOBKOW MITM CHATMEM «ranodkuy. Cuctema perynsipHo nochbi-
naet nuHr-aanpoc DNS-cepBepa no ykasaHHoMy IP-agpecy. Nocne nony4yenunst oteeTa, cuctema
npoussefeT NepenoakniovYeHne pasopBaHHOro MHTEpPHET-COEANHEHNsI MO OCHOBHOMY WNW pe-
3epBHOMY KaHany (B 3aBUCUMOCTW OT MOMb30BaTENbCKNX HACTPOEK).

BHumaHue! B cny4yae oTKNHOYEHUA ONuuMU NUHr-3anpoca («ranoyka» CHATa) NOBTOPHOro nepe-

nogknoyeHus nocrne paspbiBa MHTepHeT-coefMHEHNA NPOU3BOAUTLCSA He GyAaerT.
Onsi nogkntoyeHus K cetn MHTepHeT Heobxoaumo ByaeT nepesanycTuTe MOAEM, NEPEVas BO BKNaaKy
«MHTepdencobI» nnm nepesarpysmTb poyTep.

5.8.4. 3aBepLunB KOHpUIypupoBaHne HacTPoek OCHOBHOIO U pe3epBHbIXx 3G/4G onepaTopoB CBSA3M,

unu nepekntoyms SIM-kapTy v BbiOpaB e€ ocHoBHOW, Haxxmute kHonky COXPAHUTb U MPUMEHUTD.

B 6noke CoepunHeHune, bynet otobpaxeHa cBogHas MHOPMaLMS O HACTPOMKax NOAKNoYeHnst pabo-

Talowen B AaHHbI MOMeHT SIM-kapThbl (PucyHok 5.8.4).

Craryc OfF SiM3 remote » Detail settings
Cucrema OFF SiM4 remote » Detail settings

OFF SiM5 remote » Detail settings

DoHosble npoueccsl:

Muur-sanpoc:
Bumouewo Konwuecrso naxeros Wwtepsan Tadmayr Paswep naxera TTL Xoer

v 5 2 30 56 64 8.8.88: 88448888 8844

CoeguHeHue:

APN: m tinkoff
PIN:

Vma nonssoearens PAP/CHAP:

Maposs PAP/CHAP:

Tun ayrendmnkaymm both

PucyHok 5.8.4 — IHdbopMauus o HacTporkax nogkntodeHms paboTtatowen SIM-kapThbl

5.9. MpuknagHble nporpaMmMmbl ANA yrpaBrieHUss poyTepom

5.9.1. YnpaBneHue poytepom npu nomowm SMS

[ns npsmMoro ynpasneHus HEKOTOPbIMU (DYHKUMSAMU MOAEeMa U MonyyYeHus cnyxebHomn nHdpopmMauun,
MOXeT MCMONb30BaTbCH ynpasreHne MogemMom npu nomowm SMS, ncnone3ys komaHgpl Ha a3bike Shell.

5.9.1.1. ABTopusyntecb B web-uHTepcpenice poyTtepa. Bongute B meHio «CeTb» 1 BbibepuTe Bknagky
«Mopgem» u oTkporTe 3aknagky «Application». 3atem HaxxMuTe KHOMKY Bbl30Ba MporpamMMbl yrnpasrne-
Hust mogemom no SMS smsctrl (PucyHok 5.9.1.1)

5.9.1.2. B nHTepdelnice nporpammbl ynpaerneHns poytepom no SMS BBeamTe COOTBETCTBYHOLINE 3HA-
yeHun onumn (PucyHok 5.9.1.2). YctaHoBuTe «ranodky» (Enabled) ytobbl aktmBnpoBath nporpammy. B
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cneuvansHoM none Phone BBeaute, pasgenss TOYKOW C 3anAToON, HOMepa MOGUIbHBLIX TenedoHOoB, C
KOTOpLIX NMaHupyeTe ynpaensaTb poyTepoM. YcTaHoBuTe naponb B none Password. Beeante TekcT oa-

HOM MNK HecKomnbkux komaHg B none Script. 3atem HaxmuTe kHonky SAVE & APPLY (COXPAHUTb U
NMPUMEHUTD).

Rt-Ubx mX RSIM

Cratyc KoHTponsHas naHens
WNrdopmauma Kondurypauus UssSD CcMC AT Tepmunan
Cuctema

Cetb
N
Untepdencel
KommyTatop
DHCP n DNS

Wmena xocToe
CraTueckue MapLupyTsl
[AwarHoctuka

MexceTeeon 3kpaH

Beitin

PucyHok 5.9.1 — MpuknagHas nporpamMma ynpasneHus mogemom no SMS

Rt-Ubx mX RSIM

modem?: Tinkoff  KOKTPOALHaA nawens

Craryc

Wudopmayua  Kowdurypauyma  USSD  CMC AT Tepmuman
Cucrema

Cetb

s SMS Control

Wrrepdeitcst

Kommyratop o t

on

DHCP n DNS p

Wwmewa xoctos Option Value

Cratuueckne MapwpyTs! Enabled L

Anarsocruxa

#79936539862
2 Phone
MexceTesoi 3kpaH
Password kroks.
Beivitu
Script

reboot (){
reboot

SAVE & APPLY | SIS

PucyHok 5.9.1.2 — HacTpolika onuui ynpaBneHusa poytepom Yyepe3 SMS

5.9.1.3. B HWXHEN YacTu okHa OyadeT oTobpaxaTbCsl MpUMMeEp 3anpoca BbIMONTHEHHOTO C YKa3aHHOro
BaMu HOMepa C TEKCTOM, COCTOSILLMM U3 Naporsisi U KOMaHabl Ansi poytepa.

B 6noke Command test (PucyHok 5.9.1.3) nonb3oBaTenb MOXeET NPOBEPUTb MPaBUIbHOCTb CBOMX
KOMaHZ, He pacxodys AeHeXHble cpefcTBa M He otnpaenas SMS co ceoero TenedgoHa. BeeanTte Homep
TenegoHa Phone number n Tekct coobuweHna Message text B cooTBeTCTByHOLWIME MOMS U HaXMUTE
kHonky EXECUTE COMMAND (MCMOJIHUTb KOMAHLAY). MNporpaMmMa NpoBEpUT KOPPEKTHOCTb BaLLMX
KOMaH[ U yKaKeT Ha CMHTaKcm4eckue owmnbku n owmnbkmn 6esonacHocTu.
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Rt-Ubx mX RSIM

Craryc
Cucrema

Cetb

Mntepdeircs:
Kommyratop

DHCP n DNS

Wmena xoctoe
CTaTMUeCKME MAPWPYThI
[Auarwoctuka

Mexcereson akpan

Bewtun

reboot(){
reboot

}
ping(){

Jusr/bin/ping -q -i 0.01 -c 5 -w 5 $1 &/dev/null &8 echo "ONLINE™ || echo "OFFLINE"

}

Example request: Send message from "+790

Command test
Phone number

+790 2

2" with text "kroks:reboot [arguments]”

Message text

kroks reboot

PucyHok 5.9.1.3 — lNpoBepka KOppeKTHOCTN KOMaHAbI
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6. KOHOUIYPUPOBAHMUE U HACTPOWKA CETEBbIX NOAKMIOYEHUIA

6.1. KommyTupoBaHue nokanbHbIX ceTen

CeTeBble MOpTbl poyTepa MoryT 6biTb 0ObeAMHEHBI B HECKOJBKO BUPTYarbHbIX NTOKanbHbIX NoAceTeEN
(VLAN), B KOTOpPLIX ¢hmsnyeckne MHTepdencbl MOryT CBs3bIBaTbCA Mexay cobon Hanpsimyto BHYTpU CBO-
en rpynnel. Mo ymonyanuio, B yctponcTtee ucnonbadyetca oguH nopt (WAN) ona nogknioyeHns K BHeLU-
Hel ceTun, Hanpumep ceTn WHTepHeT, a apyrme nopTol (LAN) npegHasHayeHbl ANA BHYTPEHHeN fokanb-
HOW ceTu.

6.1.1. ABTopuayntecb B web-uHtepdence poytepa. Bongute B meHio «CeTb» 1 Bbibepute BKNaaky
«KommyTtatop» (PucyHok 6.1.1).

AP205M1

Craryc
Cucrema KommyTtartop
CepBucbl VIAN VIAN

Cetb

Mogem

KommyTatop "switch0" (mt7620)

BrounTs nogaepxxy VAN @

DHCP u DNS

Wmena xoctos

VLANGBI Ha "switch0" (mt7620)

VLAN ID CPU (eth0) LAN 1 LAN 2 LAN3 LAN 4 WAN
Banascupoeka WAN Tpadux 2 - L] - 2 2"
CocTosHue nopra: 1000baseT 100baseT 100baseT

5 et et et >
noAKest gynaex: noAHs Aynnexc noAHS AynAeKe
Y

BoliiTu 1 ¢ Terom v Bestera v Beaera v Beatera v Bestera v semn v AT |

2 € Terom v BeKA v BeKn v BN v

PucyHok 6.1.1 — CosgaHune nokarnbHbIX BUPTYarbHbIX nogceTemn

6.1.2. Onsa cosgaHusa Hosow BupTyanbHon nogcetn (VLAN) Haxxmute Ha kHonky [JOBABUTD. Boibe-
pute nopt (LAN), Ha koTopom OyaeT pasmelleHa HOBasi BUpTyarbHas NoAceTb U YCTaHOBUTE AMNs Hee
orpaHuyeHust (c Terom), ecnm HeobxoaMMoO co3daTb U30NMPOBaHHY NOAceTb. [Ans yaaneHus BbibpaH-
Hon nogcetn Haxmute kHonky YOAAJIUTb. T[locrne HacTpoviku uHTepdenca HaXMUTe KHOMKY
COXPAHUTb U NPUMEHUTD.

6.2. KoHcurypupoBaHue nokanbHomn cetu

BeicTtpo koHdurypmpyembli DNS-, DHCP- n TFTP-cepeep Dnsmasq Bxogsawun B coctaB onepawoH-
HOW CUCTEMbI poyTepa npegHas3HayveH Ansa obecrnevyeHnss AOMEHHbIMM MMEHAMWU U CBA3AHHLIMU C HUMM
cepBMCcaMy Marnbix JOMALLHUX ceTeln unu Hebonblumx ceTew opraHnsauun. ObecneynBaeT UMeHaMmu no-
KanbHble dum3nyeckme ycTponcTea, He umetowme rnobanbHeix DNS-3anucen. MopgepxuBaeT NpuBS3KY
IP-agpeca k KOMNbIOTEPY UM aBTOMATUYECKYHO HacTponky |IP-agpecoB u3 3agaHHoro gmvanasona. loga-
aepxuaeT ceTeBow npotokon BOOTP anga ceteBon 3arpysku 6€301CKOBbIX MaLLWH.

6.2.1. ABTopu3ynTteck B web-uHTepdenice poytepa. Bongute B MeHio «CeTb» 1 Bbibepute BKNaaky
«DHCP 1 DNS» (PucyHok 6.2.1).

6.2.2. MNMpounssegnte HacTponky Dnsmasq cepBepa, BBead Heobxooumble napamMeTpbl BO BKNagkax
HacTpoek. Hactpous cepsep, Haxxmute kHonky COXPAHUTb U MPUMEHUTb. Bce Tekywmne HacTponkm
OyayT npumeHeHbl. Knonka COXPAHUTb coxpaHseT HacTporikn, HO NpuMeHeHbl OHKn 6yayT nocne nepe-
3arpysku yctponcTea. UToObl OTMEHUTb BBEAEHHbLIE AaHHbIE U BbIOPaHHbIE HACTPOWMKN, HAXKMUTE KHOMKY
CBPOCUTL.
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AP205M1

Craryc
Cucrema

Cetb
Modem Manager
Wntepdeitcel
Wi-Fi
KommyTatop
DHCP w DNS

Wwena xoctos

DHCP n DNS
» DHCP NAT
Hactpowku cepsepa

Ocoemsie HacTpoAkn | @aitnbi resolv whosts  Hactpoikm TFTP  [L0NONKHTEAHbIE HACTPOKA

Tpebyerca goven ¥

Ocwoenoin @

Cratuueckue MapwpyTs!
Avarvocika
Noxanswsii cepeep /1an
Mexceresoi skpast
Banancuposka WAN Tpaduk
Noxanswwit gomen lan

3anucs 3anpocos

Mepenanpaenerue sanpocoe DNS /example org/10.123

3auprma or DNS Rebinding ¥

PaspewTs AOKanHBit XOCT ¥

Benwiit cnicox gomewoe Ihostnetfix com

PucyHok 6.2.1 — HacTtpowika Dnsmasq cepsepa

6.3. HasHauyeHMe AOMEHHBbIX MMEH CeTeBbIM YCTPONCTBaM

MmMsi xocTa — 9TO JOMEHHOE MMS, Ha3Ha4YeHHOe CETEBOMY YCTPOMCTBY, KOTOPOE 3HAYMTESbHO NpoLue
ans BocnpuaTus Yenoseka, Yem IP- agpec, naeHTnuumpyowmnn ceteBoe yCTPoncTeo. [JOMeHHbIEe Me-
Ha ropasfo npoLlle NpoYecTb, 3anOMHUTL U obmeHuBaTbCca UMWU. Harpumep, OomeHHoe uMs «Kroks.ru»
npoyecmsb, 3arnoMHUMb U rnepedams Komy-ubo npouwje, yem «138.201.81.124».

Mpumevanune — [ns ngeHtTudurkaumm yctponctea, |IP-agpec obasaTeneH, B TOXe BpeMsi, Ha3HadYeHue
WUMEHU XOCTa CNyXuT Ans ygobcTea nonb3oBaTens.

6.3.1. ABTopu3yntecb B web-uHtepdpence poytepa. Bongute B meHio «CeTb» 1 Bbibepute BKNaaky
«UmeHa xocToB» (PucyHok 6.3.1).

AP205M1

Craryc

NmeHa xocToB

Cucrema

Cetb

Modem Manager

Cnuncok xocToB

VinTepdeicsl

” Wmsa xocra IP-agpec

Wi-Fi
Kommyratop desctop0.ru 192.168.113.112 v ‘ YAANUTL
DHCPMDNS work1.ru 192.168.131.1 v ‘ YOANUTD ‘
Awnarsoctuka
MexceTesoi 3xpan
Banancmpoexa WAN Tpaduka T

| COXPAHWUTH U NPUMEHUTDL | CBPOCUTL
Boitn

PucyHok 6.3.1 — HasHauyeHne JOMEHHBIX UMEH CETEBBIM YCTPOMCTBAM

6.3.2. YTobbl fOGaBMTL HOBOE CETEBOE YCTPOWUCTBO B CMUCOK, Haxxmute kHonky JJOBABUTb. Beegute
ums ceTeBoro yctpomncTtea (Mmsi xocta) u BeibepuTe 13 Bbinagarowlero MmeHto |IP-agpec yctponcTsa, ecnm
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OHO BbIno noaknoyeHo. JInbo Beibpas 13 BbiNagaloLwero MEHI0 NYHKT «NoNb3oBaTenbCkui», BBeaute IP-
aflpec CeTeBOro YCTPOMCTBA BPYYHyt0. [INs yaaneHus ceTeBOro yCTPOMCTBA M3 CNUCKA, HAXKMUTE KHOMKY
YOAINUTD.

Mpumeyanue. Mocne nepesarpyskn poytepa, cNucok |P-agpecoB ceTeBbIX YCTPOMCTB, NOAKITOYEHHbIX
K poyTepy 4o nepesarpysku, 6yaeT ouuLLeH.

6.3.3. HasHauMB [OMEHHble MMeHa CeTeBbIM YCTPOMCTBaM, HaxmuTe kHornky COXPAHUTb U
NMPUMEHUTb. KHonka COXPAHWUTb coxpaHsieT BBeAeHHble OaHHble, HO MPUMEHEHbI OHM ByayT nocrne
nepesarpysku poyrepa. Utobbl OUMCTUTL CTPOKM OT BBEAEHHbIX UMK BbIOPaHHbIX AaHHbIX, HAXXMUTE KHOM-
Ky CBPOCUTD.

6.4. Hactpoika ctaTu4eCKux MmapLipyToB

Mpun cTatmyeckon MapLLpyTM3auMmM MapLUpyThl yKasbiBalOTCA B SIBHOM Buae, 6e3 yyacTtus kakmx-nmbo
NPOTOKONOB MapLpyTu3auun. CTaTM4yeckuin MapLipyT — MapLwpyT 3a4aHHbI agMUHUCTPATOPOM, MO KO-
TOpOMY nepemeLlanTcs MHOPMaLNOHHbIE NaKeTbl MEXAY MCTOYHMKOM U agpecaToMm.

6.4.1. ABTopuayntecbk B web-uHtepdence poytepa. Bongute B meHio «CeTb» 1 Bbibepute BKNaaky
«CTtaTtnyeckue mappytbi» (PncyHok 6.4.1).

AP205M1

Crartyc M
apwpyTbl

Cucrema p py
Cetb

Modem Manager

nrepdeiics: Cratnueckue mapwpyTsbl IPv4

Wi-Fi Vurepdeilc  Hasnauenue 1Pv4-macxa cerw 1Pv4-wnios Merpuka MTU Tun mapwpyra

Kommyratop 1P-agpec nau cere ecnm cets

DHCP v DNS lan v 192168.1.024 255 255,255,255 192.168.1.191 1 1 unicast v NANMTE

multicast
[Aunarsoctvka unreachable
prohibit
MexceTeeoi 3kpaH blackhole
t
Banarcuposka WAN Tpadwk e |
Cratnueckue mapwpyTbl IPv6
BbuiTH Wnrepdeiic Hasuauenve IPv6-wnro3 Merpuxa MTU Tun mapwpyra
1Pv6-agpec uam cers (CIDR)
346Ck HE COREPXITCH HEOBKOZNMEIE IHAYEHNA
COXPAHUTL Y NPUMEHITD CBPOCHTH

PucyHok 6.4.1 — 3agaHue ctaTnyeckoro mapLupyta

6.4.2. [Ina cosgaHmsa HOBOrO MapLupyTa nepegadv naketoB AaHHbIX, Haxxmute kHornky JOBABUTD.
3aTtem ykaxuTe Heobxooumble NapaMeTpbl CTaTUYECKOTo MapLipyTa:
e BbibepuTe BUMA uHTepdenca (lan, modem1, modem 2, wan);
e ykaxuTe IP-agpec ycTponcTBa HazHa4yeHuUA, Macky cetu 1 IP-agpec wno3a;
e 3afjanTe MeTpuKy MaplupyTa. [pyM HanmMuMmM HECKONbKUX MapLlupyToB, YCTPOWCTBOM OyaeT Bbi-
©OpaH MapLpyT ¢ MUHUMAIbHOW METPUKON;
e  yKaXuTe MakcumanbHbii pa3mep naketa MTU, koTopbin MoxeT ObITb NnepenaH 6e3 dparmeHTa-
(T717)
e 3ajanTe TN MapLipyTa.
Tunbl MapLUPYTOB NX CBOMNCTBA YKa3aHbl HUXeE.
v' unicast — 3anucb mMapLipyTa onucbiBaeT pearnbHble NyTU K NonydaTtensim, Ha KoTopble pacnpo-
CTpaHsieTcsa npedurKc MapLipyTa.
v'local — HazHa4yeHus1 HasHa4valTCs AaHHOMY XOCTY. lNakeTbl 3aLUMKIMBAOTCS U NMOCTaBMSAOTCA 10-
KarnbHo.
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v' broadcast — agpecatbl 3T0 WMpoKOBeLlaTenbHble agpeca. [akeTbl OTNPaBMSOTCS KaK LWNMPOKO-
BellaTenbHble Nepeaayun.

v' multicast — cneymanbHbIA TUM, NCMONB3YEMbIN A1 MHOTOAAPECHOW MapLupyTusauun. Ero HeT B
00bIYHbIX Tabnuuax MapLpyTmMsaunn.

v'unreachable — 3T nNyHKTbI Ha3Ha4YeHWs1 HeQOCTYNHEI. [akeTbl OTOpacbLIBaOTCSH, N reHepupyeTcs
XOCT-coobLeHne ICMP-coobueHus. MecTHble oTnpasuTenu nonyyatot ownbKy
EHOSTUNREACH.

v prohibit — 31 nyHKTbI Ha3Ha4veHMs1 HedoCTyNHbI. MakeTbl oTOpackIBaOTCSA, U co3naeTcs aaMu-
HUCTPaTUBHbIN 3anpeT coobenunit ICMP.JlokanbHble oTnpaBuTenu nony4atoTt owndky EACCES.

v' blackhole — 3TV nyHKTbl Ha3HayeHWs1 HedocTynHbl. MNakeTbl oTbpacbiBalTcA 63 CoobLLEHWIA.
MecTHble oTnpaBuTenu nony4yatoT ownbky EINVAL.

v' anycast — agpecatbl ABnAOTCA agpecaMu anycast, HazHa4yeHHbIMU 3TOMY XOCTy. OHM B OCHOB-
HOM 9KBMBANEHTHbI JIOKanbHbIM agpecam C OOHOW pas3HuUen: Takue agpeca HegonycTUMbl Npu
MCMOMb30BaHMM B KAYE€CTBE MCXO4HOMO agpeca nboro nakera.

6.4.3. [Ina yananeHnst co3faHHbIX CTaTUYeCcKux MapLupyTtoB Haxmute kHonky YOAJMUTb HanpoTtus co-
OTBETCTBYIOLLEN CTPOKM C MapLUPYTOM. YKa3aB cTatuyeckne mapLupyTbl, HaxxmuTe kHonky COXPAHUTb
M NPUMEHUTDb. KHonka COXPAHUTDb coxpaHsieT BBeAeHHblE AaHHble, HO MPUMEHEHbI OHM ByayT no-
cne nepesarpysku ycTponctea. UTobbl OUUCTUTL CTPOKM OT BBEAEHHBIX UMW BbIOPAHHbLIX AAHHbLIX, HAXMU-
Te kHonky CBPOCUTDb.

6.5. [InarHocTuKa ceTeBbIX NOAKMNIOYEeHUN

CyLecTByeT MHOXECTBO MPUYMH HEUCMNPaBHOCTM CETEBLIX COeAMHEHMI. [1epBbIM Aenom ybeautech B
OTCYTCTBMM MEXaHUYECKNX MOBPEXAEHMN Kabenen n HageXHOCTM MX MOOKIYEHMsA K pazbemam. Ecrim
Ha PU3MYECKOM YpPOBHE BCE WUCMpPaBHO, TOrda criegyeT WUCMOoNb30BaTb YTUMMTBI AUArHOCTUKU CETEBbIX
COoeaNHEHUN.

6.5.1. ABTopusyntecb B web-uHTepdence poytepa. Bongute B MeHio «CeTb» U LWENKHUTE BKNaaKy
«OnarHocTtuka» (PucyHok 6.5.1).

6.5.2. [ina npoBepkn coeamHeHns B ceTsx ucnonbadyetca NMUHM-3AMPOC (ytunuta Ping). OHa oT-
npaensiet ICMP 3anpocbl ykazaHHOMY y3ny ceTu U chukcupyeT nocTynatolime oTeeTbl. Bpemsi mexay oT-
npaBKOW 3amnpoca v Nofny4yeHneM oTBeTa NOo3BOMSET ONpeaenuTb ABYXCTOPOHHME 3aA4epXKKM MO MapLupy-
TY U cpegHui ypoBeHb noTepu naketoB. Takum obpasom, npu nomowwm MNHI-3AMNPOCA onpegensetca
CTabunNbHOCTb U KA4yecTBO CBA3W. [nA 3anycka yTunuTbl HEOOXOAMMO BBECTU AOMEHHOe ums munum |P-
agpec (PucyHok 6.5.1). B Hawem nipumepe nposodumcs nposepka docmynHocmu catima Kroks.ru

AP205M1

Craryc
AwnarHoctuka

Cucrema

Cetb
CeTesble yTUAUTBI

Modem Manager

Wnteppeiicsi

kroks.ru openwrt org openwrtorg

Pvd v 1Pvd v | TPACCUPOBKA DNS-3AMPOC

PING kroks.ru (138.201.81.124): 56 data bytes

64 bytes from 138.201.81.124: seq=0 ttl=55 time=56.121 ms
64 bytes from 138.201.81.124: seq=1 ttl=55 time=55.801 ms
64 bytes from 138.201.81.124: seq=2 ttl=55 time=55.942 ms
64 bytes from 138.201.81.124: seq=3 ttl=55 time=55.981 ms
64 bytes from 138.201.81.124: seq=4 ttl=55 time=55.781 ms

- kroks.ru ping statistics ---
5 packets transmitted, 5 packets received, ©% packet loss
round-trip min/avg/max = 55.781/55.925/56.121 ms

PucyHok 6.5.1 — lNuHr-sanpoc JOCTYNHOCTWN CETEBOro pecypca
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6.5.2. UTto6bl onpegenutb MapLUpyT crnefoBaHus NakeToB B CETW A0 BblOpaHHOro ysrna ceTu, UCNofb-
syetca ytunuta TPACCUPOBKA. OHa BbINOMHSAET OTNPaBKy NakeToB yKa3aHHOMY y3ny ceTu, otobpa-
Xas agpec 1 OBYXCTOPOHHIOW 3afepXXKy AFs BCEX Y3IOB, Yepes3 KOTopble MpoXoadT MakeTbl Ha CBOEM
nyTn. [lns 3anycka yTunuTbl HE06XoaMMO BBECTU JOMeHHoe uMst unn IP-agpec BbIGpaHHOro y3na cetu u
HaxaTb kHonky TPACCUPOBKA (PucyHok 6.5.2). B Hawem ripumepe ornpedensemcs Mmapuwipym credo-
8aHus nakemoe 8 cemu 0o xocma ¢ IP-adpecom 138.201.81.124

AP205M1

Craryc
AwvarHoctuka

Cuctema
Cetb
CeTteBble yTUAnTbI

Modem Manager

Wntepdeitcs!

openwrt org 138.201.81.124 openwrt.org
Wi-Fi ——

IPv4 v | MUHT-3ANPOC 1Pvd v ‘ TPACCUPOBKA DNS-3ANPOC |
KommyTatop Sdveclotiodriudirod] Bk bbe) Bosianid ol
DHCP » DNS

Wwmena xocros

CTaTMueckue MapwpyTst
traceroute to 138.201.81.124 (138.201.81.124), 30 hops max, 38 byte packets
1 192.168.132.2 ©.500 ms

185.23.81.1 1.080 ms

185.23.80.1 ©.900 ms

77.247.233.240 14.000 ms

31.28.19.100 13.961 ms

*

213.239.252.38 69.661 ms

213.239.229.18 68.061 ms

138.201.81.124 68.501 ms

MexceTegoi 3kpan

Banawcuposka WAN Tpaduk

Buintun

VW ONOUVAWN

PucyHok 6.5.2 — OnpegeneHve mapLupyTa cnegoBaHus naketa B CeTu

6.5.3. YTunuta DNS-3AMNPOC nocbinaet pasnuuHble 3anpockl k DNS-cepBepam, 4To no3sonseT aa-
MUHUCTPaTOpy onpeaensTb OWMOKN B UX KOHUrypauuu. lNpn ncnonb3oBaHWM AaHHOW YTUAUTBI HEOOXO-
OMMO BBECTM BblOpaHHbIV y3en ceTu U HaxaTb kHornky DNS-3AMPOC (PucyHok 6.5.3).

AP205M1

Craryc
[wnarHoctrka
Cucrema

CeTb

CeteBble yTuanTbl

Modem Manager

Vnepoerics:

openvirt org openwit org
Wi-Fi —— =_———
IPvd v [ nuHr-3anPOC | IPvd v | TPACCHPOBKA
Kommyratop o] | O |
DHCP 1 DNS
Wmena xocTos
CraTiueckme MapwpyTe!
ae— Address: 127.0.0.1#53
MexceTe2oi 3xpaH
Banancuposka WAN Tpadux Non-authoritative answer:
238.21.217.172.in-addr.arpa name frail6s13-in-f14.1e100.net

238.21.217.172.in-addr.arpa name = fral6s13-in-f238.1e100.net

Beivitn

PucyHok 6.5.3 — BeinonHenne DNS 3anpoca
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7. HACTPOUKA MEXXCETEBOIO 3KPAHA

MexxceTeBOM aKpaH 3TO NporpaMMHO-annapaTHbIA 3NEMEHT KOMMbIOTEPHOW CETW, OCYLLECTBMAOLLMNA
KOHTPOIb M UNbTPaLIMIO NPOXOASLLErO Yepes Hero Tpaduka B COOTBETCTBUM C 3aAaHHbIMWU NpaBuiamMm.
OcCHOBHOW 3aja4eit MeXXCeTeBOro akpaHa sIBNsSeTcs 3allimMTa CerMeHTOB CETU UM OTAENbHbIX Y3M0B (XO-
CTOB) OT HecaHKLMOHMPOBaHHOro goctyna. MexceTeBble 3KkpaHbl pa3MeLLatoT He TONbKO Ha rpaHule no-
KanbHOW CETW, HO U MeXay pasnuMYHbIMU CErMEeHTaMu CeTU, YTO obecneyvmBaeT AOMNOSHUTENbHbLIA YpO-
BeHb Oe3onacHocTu.

7.1. HacTpoWka 30H MeXCeTeBOro aKkpaHa

7.1.1. ABTopusyntecb B web-uHTepderice poytepa. Bongnte B meHio «CeTb», BbibepuTe BKNagky
«MexceTeBon aKkpaH» 1 OTKpoWTe 3aknagky « OCHOBHble HacTponku» (PucyHok 7.1.1).

AP205M1

Crartyc
Cucrema

MexceTteBon 3kpaH - Hactpoika 30H
Cetb

OCHOBHbIe HacTPONKKN

BraounTs 3awuty £4
o SYN-io0d arak

He nponycxate
HEXOpPEKTHIe faKeTs!

Brogmuit TG

BanancipoBKa WAN Tpaduxa

Mepenanpaenerme  oTespraTs

Routing/NAT Offloading
Brity

Software flow offioading

30HbI

Vma  3oua = Mepenanpasnesun Bxonui TRAGMK A TPagUK Mss

v I - RO e v rpeman v e . e 2 = o
| COXPAHWTD U NPUMEHWTL. I BPOCUTL

PucyHok 7.1.1 — OCHOBHbIE HACTPOMKM MEXCETEBOIO 3KpaHa

7.1.2. BbibpaB Bknaaky, OCHOBHbIe HACTPOWMKMN YCTAHOBUTE OrpaHNYeHns no Tpaduky naketos (Uc-
XoZsiLleMy, BXOASLWEMY U NnepeHanpaBneHHomy). 3atemM nepengute K HacTPowke 30H MEXCEeTEBOro
3KpaHa. HactponTe orpaHnyeHuns rno Tpaduky B Kaxaon ns 3oH. [ins pefakTmpoBaHUs 30HbI HAXMUTE
kHonky UIBMEHWUTD, onsa co3ganunst HOBon 30HbI Haxkmute kHonky JJOBABUTb. YTobbl yoanute 3oHy
CeTeBOro akpaHa Haxxmute kHornky YOAIUTb.

7.1.3. na co3gaHus HOBOM 30HbI CETEBOr0 akpaHa HaxmuTte kHonky JOBABUTb (PucyHok 7.1.2).

7.1.4. No6aBmB HOBYIO 30HY, B OCHOBHbIX HacTPOMKax HOBOM 30Hbl CO3JaNTe ee UMms, yCTaHOBUTE
orpaHudeHns no Tpaduky, Bbibepute ceTb, B KOTOpON BydeT MCNonb30oBaTbCA HOBasA 30HAa, ONLUMOHANbHO
MOXeTe yCTaHOBUTb orpaHundeHns no MSS n MackapaguHr. (PucyHok 7.1.3)
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PucyHok 7.1.2 — YcTaHoBKa orpaHnyeHuin no Tpaduky B 30HE MEXCETEBOro akpaHa wan
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AP205M1

PucyHok 7.1.3 — Co3gaHne HOBOW 30HbI CETEBOMO 9KpaHa

7.1.5. B pononHuTenbHbIX HACTPOMKaX YyCTaHOBUTE UCMONb3yeMblli NpoTokon u IP-agpeca noace-
Ten oTnpaBuTENEn u nony4atenen, Ans KOTopbix crnegyeT ucnonb3oBaTb MackapaguHr. OnuuoHansHo,
npyv HEOOXOANMOCTU, UCMIONb3YNTE XXYPHANMPOBaHNE N OTCIEXUBAHNE COEAMHEHUN B HOBOW 30HE. Bbl-
OepuTe HACTPONKM NONUTUKN NepeHanpaBneHns Tpaduka, Mexay CoO3AaHHOW M CYLLECTBYHOLLNMN 30Ha-
MU MexceTeBoro akpaHa (PucyHok 7.1.4). Co3gaB M HACTPOUB HOBYIO 30HY CETEBOrO 3KpaHa, HaxxmMuTe
kHonky COXPAHUTb U MPUMEHUTD.
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Craryc
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Cets
Modem Manager
Vnrepgedicy 3oHa "newzone"
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Kowmyratop
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Cram:

e MapupyT
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PA3DEUNTS EPEHANDIBAGHAE 13 'SON-HCTOUNMKOR! e miado -
fan: | lan L 4 |
HAZATK 830PY W var = [ moem: 2 [ mocemz 2 | cepocHTs

PucyHok 7.1.4 — [lononHuTenbHble HACTPOWKN HOBOW 30HbI MEXCETEBOMO 3KpaHa

7.2. NepeHanpaBneHne NOpToB

MepeHanpasneHne NOpToB 0ObIYHO UCMOML3YeTCH ANS NoNy4YeHus AocTyna K MHopmaumm Ha gpyrom
YCTPONCTBE, KOTOPOE MOAKITOYEHO K TON Xe CeTu.

7.2.1. ABTopusyntecb B web-uHTepderice poytepa. Bongnte B mMeHio «CeTb», BbibepuTe BKNagky
«MexxceTeBoM 3KkpaH» 1 OTKkpowTe 3aknagky «MepeHanpaBneHune noptoB» (PucyHok 7.2.1).

B okHe OygeT oToGpakaTbCA CMMCOK MepeHanpasneHus nopToB. [na peaakTMpoBaHus CyLLECTBYHO-
wiero nepeHanpasneHus Haxmute kHonky USMEHWUTD, onsa yaaneHus CyLlecTBYylOLEro nepeHanpasne-
HWsi NOpTOB HaxmuTe kHonky YOAIIUTDb.

Cucrema ~
MexceTtesomn 3KpaH - ﬂepeHanpaBAEHMe noprtos
Cetb

Modem Manager

ﬂepenanpasneume noprtose

[ Mepenanpasnare 8 Mepenanpasaars us Brarounrs

foro xocra, nopr 53 ® lan 4 ~ v vaMERMTL | U

Redirect-ONS

epes mobion IP-

Hosoe nepeHanpasneHvie nopra
Hassame Npotoxon  Buewwnn 3owa Buewwwit nopr BuyTpenman 30ua BuyTpennmit IP-agpec BuyTpenmmi nopt

TCP+UDP v wan v fan v

COXPAHUTD U NPUMEHWTL CBPOCUTD

PucyHok 7.2.1 — IHTepdpelic nepeHanpaBnieHus nopTos

Mpumeyanue — NepeHanpaBneHne NOPTOB NPUMEHSIETCS A4S NOPTOB ¢ HoMepamu Bbiwe 1024 (Tak
Kak nopTbl C MEHLLUMMY HOMEPaMK 3ape3epBUPOBaHbI CUCTEMON).
7.2.2. na co3gaHus HOBOFO MepeHanpaBfieHusi MOPTOB YKaXXWUTE OCHOBHblE MapameTpbl B NpaBunio
nepeHanpaBneHus:
e co3fainiTe UMA NepeHanpaeneHns (npaesuna);
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(] Bbl6epI/ITe npaBunno 13 npeanoXeHHbiX B BbiNagakweM OKHE UINKN YKaXnuTe /J.pyr0171 MNPOTOKON CO-
€O0NHEHNA,

e  YCTaHOBMWTE BHELLHIOK Y BHYTPEHHIOK 30HbI;

®  YKaXMUTE BHELUHWA N BHYTPEHHWI NOPTbI;

e BblbepuTe M3 BbiNnagawLlero okHa unu eeeauTe IP-agpec NokanbHOro YCTPOWCTBA U HaXMuTe
kHonky JOBABUTb (PucyHok 7.2.2).

Cranyic e e T NS ——"
Cucrema o
MexceTteBon 3KkpaH - [epeHanpaBaeHve NOpPToB
Cetb
Wnrepdencu
Wi-Fi MepexHanpaeneHne nopTos

KommyTatop
anTRR [ Nepenanpasnams 8 Nepenanpasasts us Braounrs

DHCP # DNS
3gect He COREPXATCH HEOBXOZMSIE SHIUEHNA

Wwena xocTos

Hosoe nepeHanpaenerune nopra

Wmn Nporoxen Buewnnan 30ma Buewnui nopt BuyTpenuan 3oua Buyrpennmii IP-agpec BuyTpenmuit nopr
Webserver i wnv lan v I :

T

TCP 192,168 1.1 (AP205M1 lan)

uoP 192.168.1.191 (00.0C-43:47.05.50)

Buiity Lpyroe 192,168 1.221 (Lattude-E6430s Jan) ——

152 168.132. 140 (80 3F SD.DAB0 F5) HTb U PUMEHUTL cePOCHT |
AT

92.168 132,141 (00.0C 43 )

192.168.132.2 (E4 8D 8C.88.76.01)

~ NOALI0BATENSCII -

PucyHok 7.2.2 — Co3gaHve HOBOro nepeHanpasreHns NopToB

7.2.3. o OKOHYaHUKM YCTaHOBKW NpaBun nepeHanpasneHns nopTos HaxxmuTe kHonky COXPAHUTb U
NMPUMEHUTb. KHonka COXPAHUTb coxpaHsieT gaHHble, HO MPUMEHEHbl OHU OyayT npu cnegylowem
BKIIOYEHUN poyTepa. YUTobbl OTKasaTbCA OT BbIOpaHHbIX WU BBEAEHHbIX 3HAYEHWUN HaXKMUTE KHOMKY
CBPOCUTD.

MpuBegem npymMep nepeHanpasneHns NopToB:

B cemu c IP-adpecom 192.168.1.0/24 Haxo0umcsi Hawe cemegoe ycmpolcmeo (poymep) umeroujee
IP-adpec 192.168.1.1 u Web-cepsep ¢ IP-adpecom 192.168.1.128 u 80 nopmom.

AP205M1
Craryc OcHOBHBIE HACTPOKN MNpasuna 4na Tpaguka  MossoBaTenscxue Npasuna Nosssosatensckue TTL
Cucrema )
Me>ceTeBomn SKpaH - I'IepeHanpaBneH mne rnopTtos
Cetb

Modem Manager

Wntepdeircs

Wi-Fi MepexanpaeneHve nopTos

KommyTarop Vms Mepenanpaenars & Mepewanpaenars us Brarounts
DHCP u DNS

346CH HE COREONETCA HEOBKOZMIIE SHIYEHIS
Vivera xocros

Cratuueckue MapuwpyTsi

Avarsoctika Hosoe nepeHanpasneHve nopta
wr perren B T O -
banawcupoexa WAN Tpaduk
WebForward Tce v wan v 8080 lan v 192.168.1.128 v 8080
BolnTu

COXPAHUTD U NPUMEHUTL b || cepocuTs |

PucyHok 7.2.3 — Npumep HOBOro nepeHanpasneHusi nopTos
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Heobxodumo npedocmasums docmyn Web-cepsepy us cemu UHmepHem rio nopmy 8080.

3alidsi 8 meHO «Cemby, 8bibepume nodmeHwo «Mexxcemeeoll akpaH» u 80 eknadke «llepeHanpas-
JieHue nopmoe» co3dalime Hogoe riepeHanpasneHue nopma (PucyHok 7.2.3). Co3dalime Hogoe uMs
nepeHanpasrneHus, Hanpumep WebForward, ssedume Homepa nepeHanpasnsieMbix nopmos. Beibepume
npomokon nepeda4yu 0aHHbIX U IP-adpec ycmpolicmea. 3amem, Haxmume kHorky JJOBABUTD.

B unmepgbelice nosisumcsi Hogoe repeHarnpasneHue nopmos ¢ umeHem WebForward (PucyHok 7.2.4).
o okoHYaHUU nepeHarnpassieHust ropmos Haxmume kHoriky COXPAHUTb U TTIPUMEHUTD.

AP205M1

OcHOBHbIE HACTPOAKM anexve nopr Mpaeuna ans Tpaduka  Monwsoeatensckue npasna  Monssosatensckwe TTL

Craryc

Cucrema )

MexceTeBown 3kpaH - [NepeHanpaBaeHve NOPTOB

CeTb
Modem Manager
Wutepdeice
Wi-Fi [MepeHanpaeneHne nopTos

RSP Vs Mepenanpagnats 8 Mepenanpasnsts ua BrntounTs

DHCP u DNS

WebForvard P I NN N -
Yepes molos IP-a )
Hosoe nepeHanpaenexue nopra
Buewnsn A Buyrpennas : 2
Vimn Nporokon Buewnui no BuyTpesmmi IP- BuyTpenuit noj
Banancuposka WAN Tpadux = oHs i ons T g o
e TCP+UDP v wan v lan v v
Beintn
COXPAHUTD U NPUMEHUTL CEPOCUTL

PucyHok 7.2.4 — CosgaHHoe nepeHanpasneHne WebForward

7.3. YcTaHOBKa npaBun ansa tpaduka
MpaBuna anga Tpadwvka onpegenstoT NOAMTUKY NMPOXOXKAEHUSA NakeTOB MexXAy pasHbIMU 30HaMU CeTH.
7.3.1. Bovigute BO Bknaaky «MpaBuna ansa Tpadwmka» (PucyHok 7.3.1). B okHe BygeTt oTobpaxaTtbces
cnucok npaswn gnga Tpaduka. [Ona pegakTMpoBaHus CYLLECTBYIOLLEro npaBunia HaXMuTe KHOMKY
M3MEHWUTb. YTo6bl yoanuTe He HykHoe npaBurio Haxmute kHonky YOAAJNIUTb. YTo6bl BpeMEHHO OT-
KMoYnTb 4ENCTBME NpaBuIia CHUMUTE ranoydky B ctonbue «Bknmwountby». Ecnv Heobxogumo co3paTth Ho-
Boe npaswuno Haxmute kHonky JOBABUTb U PEOAKTUPOBATD.

[MpumeyaHue — Balue ycTpoMcTBO NpUMEHSAET K TpaduKy npasurna oT BEPXHEro K HUXKXHEMY B CrMCKe
npasun. Ecnu nepsoe npasBuno He noaxoAuTt ANA naketa, NPUMEHSAETCA criegylollee npasuno u T.A4.
CTtpenkamn BBEpX M BHW3 MPOM3BOAMUTCH NepemexeHne npaswui, ona obecneyeHus KOpPpeKTHon obpa-
D0OTKM NakeToOB HOBbIMM CO3[4aHHbIMM NOMb30BaTENeM npaBunamMu.
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Kowwyrarop [ Acicrame Braounme
DHCP u DNS
Allow-DHCP-Renew Tonnars sxoasumi TpagwK ~ v
Vsena xoctos K svotios IP-aape
CraThueckne MapwpyTM
Disable-Ping Oremouns sxcgauywi PSP @ ~ v
Awarwocriea K b
Sanncupoma WAN rpadca A - arossuan o = o |
3 Allow-IPSec-ESP Tpuwars nepewanpassesme v -~ v vamermTs (TN
Buintn
Allow-ISAKMP lowsars nepenanpasene ® ~ v REECY v |
web s TlownATs Bx0a8umt TDaGuK v ~ v vamermro (S|
K vofior 1P-agpec mapupy porcre e
OTKpBITE NOPTLI Ha MaplpyTUsaTope
Vnn Nporoxon Buewnuit nopr
ann exon TCP+UDP v

I [I0BABATD W PENAKTUPOBATD, I

PucyHok 7.3.1 — NpaBuna nonntukn NpoxoxaeHnsa Tpaduka

7.3.2. TMpwn npeobpasoBaHumn IP-agpecoB TpaH3uTHbIX naketoB Metogom SNAT npoucxoguT 3ameHa
IP-agpeca nctovHnka npy NPOXOXAEHWM nakeTa B OAHY CTOPOHY n obpaTHon 3ameHe IP-agpeca HasHa-
YeHus B OTBETHOM nakete. Hapsagy ¢ IP-agpecamu (MCTOYHMKA M Ha3HaYeHWs) MOTYT 3aMeHATbCA HOMe-
pa NopTOB (MCTOYHUKA U HA3HAYEHUS).

7.3.3. Ins co3paHust HoBoro npaswna ucnonb3ys metoq SNAT HeobxoauMmo yka3aTb OCHOBHblE Ma-

pameTpbl:
e CO34aKniTe MMSA HOBOMO NpaBuna;
o Bblﬁepl/ITe 13 BblNnagakownx OKOH 30HbI UICTOYHUNKA U HA3HAYEeHUA,
e BblbepuTe M3 BbinagawLllero okHa unu seeaute IP-agpec MCTOYHUKA, K KAKOMY HYXHO npumMe-
HATb NpaBuno;
]

yKaXute nopT WCTouHMKa u HaxmuTe kHonky AJOBABUTb U PEOAKTUPOBATbL (Pwucy-

HOK 7.3.2).

AP205M1
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Cets
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Beitn
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S
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OTKpbLITE NOPTHI Ha MapwpyTVsaTope

Viwan MNporoxon Buewnwi nopt

0 ANR BX0R TCP+UDP v

Hosoe npaenno nepeHanpasneHuns

Wma 30ma ncToumnka 30Ma HasHAueHHA

208 PaBNNo Nepesang wan v lan v

NAT ncrouHuka

Wun Nepenanpasnsts Beiicrane Brarouns
346cs He COREPXETCR HEOBROZHMLE SHIUEHMHS
Hoebin SNAT
Vimn. 3oKa HCTONHNKE 3oKa HaIHANEHNA K IP-agpecy ucrounmxa K nopry ucrounmka
Newrule lan v wan v 192.168.132.148 (eth0.2) v 3389 [NOBABATL ¥ PEQAKTUPOBATD.

N0BABAT ¥ PEQAKTUPOBATL

COXPAHUTD U MPUMEHUTD

PucyHok 7.3.2 — Co3gaHuve HoBoro npasuna vcnonbaytowlero metog SNAT
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7.3.4. B oOTKpbiBLUEMCA OKHE BBEAMTE pacluMpeHHble HacTpoiku npasun SNAT gna Tpadwuka u
HaxxmuTte kHonky COXPAHUTb U MPUMEHUTDb (PucyHok 7.3.3).

AP205M1

Crartyc
Mpasuio sxnouerio | OTKIMOSATL
Cuctema
o Wun  Newrule
Cetb
All protocols
Modem Manager Mporoxon pr
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L Mecaa
Bpewn nauana
(wumece)

Bpens ocTamoskn
(wumnece)

Aara wavana
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HA3AL K OB30PY

e T |

caenaiire smibop J

e awon .|

COXPAHUTD U NPUMEHUTD

PucyHok 7.3.3 — PaclumpeHHble HacTponky npasuna ucnonbeaytowero metog SNAT

7.3.5. Insa oTKpbITUSI NOPTOB NepenanTe B Tabnuuy OTKpbITL NOPThl HA MapLipyTusartope (Pucy-

HOK 7.3.4).

AP205M1
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Twoboin esp
Allow-1PSec-ESP W3 moBoro xocra e wan Fpusars nepexanpasensne ©
K moboro xocrae lan
Allow-ISAKMP Tpusars nepexanpassesine L4

OTKpbITE NOPTLI Ha MaplpyTU3aTope
Wma Mporokon Buewwwni nopr

SSH TCP+UDP v 2

-y s |
- (R |
- R o |

-

==}

PucyHok 7.3.4 — OTkpbITVE NopTa Ha MapLupyTusaTope

7.3.6. Co3gante HoBOe MMS NMopTa, U3 BbiNagatoLwero MeH BbIGepuTe NPOTOKOM, YKAXKUTE BHELUHWNA
nopt n Haxmute kHonky JOBABWUTb. B Hawem npumepe umsi nopma SSH, ucrionb3yembili npomokon
TCP+UDP u 22 - Homep eHewHeezo rnopma. B okHe WHTepderica nosiButcs HoBoe npaswuno (Pucy-

HOK 7.3.5).
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BuewHuit nopt

PucyHok 7.3.5 — OTKpbITbIV MOPT B CNCKe NpaBwi Anst Tpaduka

7.4. Nonb3oBaTenbCKMe npaBuna

Monb3oBaTenbckMe MpaBunia MO3BOMSAOT HACTPOUTb MEXCETEBOW 3KpaH, MCMONb3ys creuunanbHyo
yTunuty — iptables. KomaHgbl BbIMOMHAKTCA Nocne Kaxaow nepesarpy3kun MeXceTeBOoro aKkpaHa, cpasy

nocne 3arpysku Habopa npasun No yMonyaHuio.

7.4.1. ABTopusyntecb B web-uHTepderice poytepa. Bongnte B mMeHio «CeTb», BbibepuTte BKNagky
«MexxceTeBoM 3KpaH» N OTKponTe 3aknaaky «Monb3oBaTtenbckue npaBuna» (PucyHok 7.4.1) n BBegu-

T€ KOMaHAbl B NpegHa3Ha4eHHOe ad HMX OKHO.

Ocwoswle acTpodiku  MMepewanpagnenie nopros  Mpaeuaa AnA TPadMK

Crartyc
Cucrema

Cetb
Wurepdeircs
Wi-Fi
Kommyratop
DHCP u DNS # This file is interpreted as shell script

# Put your custom iptables rules here, they will

Wwmena xocroe # be executed with each firewall (re-)start

Cratuueckue MapupyTe! # Internal uci firewall chains are flushed and recreated on reload, so
# put custom rules into the root chains e g INPUT or FORWARD or into the

Avarvocika # special user chains, e.g. input_wan_rule or postrouting_lan_rule

Mexceresod axpan

Banawcnpoeka WAN Tpadux

Beitu

MexceteBou 3kpaH - [Nonb3oBatenbckme npasunia

Nonssoeatenscxwe TTL

PucyHok 7.4.1 — OkHO BBOAA NMorb30BaTeNbCKUX NPaBUIl MEXCETEBOrO 3KpaHa

7.5. Monb3oBaTenbckue HacTponku TTL

Yucno TTL obo3HavaeT BpeMs XM3HU NakeToB Tpaduka 1 onpeaensieT YNCHO y4acTKOB («MPbHKKOBY)
Mexay maplpytusaTopamu. Hanuune atoro napameTtpa He Mo3BossieT nakety 6eckoHe4YyHo XoauTb Mo
cet™n. Kaxablil maplpyTnsaTop nNpu MaplpyTusauum (Npyv Kaxkaom TPaH3UTHOM «MpPbIKKE») OOMKeH
yMeHbLuaTh 3HavyeHme TTL Ha eamHuuy. MakcmanbHoe 3HadveHue TTL paeHo 255. [nga Linux, Android,
iOS 06blbyHOEe HavyanbHoe 3HadeHue TTL=64, ans Windows TTL=128. KoHTponb TTL 4acto ncnonb3ytoT-
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Csl onepaTtopaMu COTOBOW CBSA3M Ans 0OHapyxeHus ncnonb3oBaHust SIM-kapT B yCTPOMCTBax OTIMNYHbIX
OT cMapTdOoHa (Npu NCNONb30BaHNN abOHEHTOM CMapTMOHHbIX TapndoB).

Insa obxopa koHTponst TTL, nameHuTe 3HaveHune TTL Ha nHTepdericax.

7.5.1. ABTOopun3yntecb B web-uHTepdeiice poytepa. Bongnte B meHio «CeTb», Bbibepute BKNaaky
«MexceTeBon akpaH» 1 WenkHUTe no 3aknagke «Monb3oBatenbckue TTL» (PucyHok 7.5.1).

AP205M1

Craryc OcHoswwe HacTpoiiki  Mepewanpagnenue noproe  Mpaewna 478 padika  MoAb30BaTensCKMe NPasina

Cucrema
Cepaucel Me>xceTteBon 3kpaH - Monb3oBatenbckme TTL

Cetb
Mogem
Wstepdeiicst

Cnucok nonb3oBaTtenbckux TTL
Wi-Fi

Hazsauue Cers 3uavenve TTL Brarouute
KommyTatop
DHCP w DNS 346Cs HE COREPNATCA HEOBXOZNMBIE SHAYEHHT
Wwmexa xoctos
CraTiueckie MapupyTs! Hoeoe TTL
Avarwoctuxa Hassamme Cers 3nauenve TTL
— lan
Banarcuposka WAN Tpadmk

modem1 64

modem2

Bb‘“'”" :
wan
COXPAHUTD & MPUMEHUTD [ cepoc |

PucyHok 7.5.1 — IHTepcpelic nonb3oBaTenbCcknx yctaHoBok TTL

7.5.2. [Ina co3gaHns HOBOTO Morb3oBaTenbCKOro nepuoga »xusHm naketos (TTL) Toro nnu uHoro nH-
Tepdpelica BBeanTe HasBaHue, BbibepuTe B KakoM MHTepderice He0OXOAMMO U3MEHUTb Mepuog >KU3HU
nakeToB yCTaHOBMB Heobxoammoe 3HaveHue. 3atem Haxmute kHonky IOBABUTb (PucyHok 7.5.2).

AP205M1

Cratyc OcHoswbie Hactpoiku  MNepewanpagnerue nopros  Mpaeuna anA Tpaguka  MNons3oeaTenscxie npaam

Cucrema
Cepaycei MexxceteBou 3kpaH - Monb3oBatenbckue TTL

Cetb

Mogem
v Cnuncok nonb3osatensckmx TTL
Wi-Fi

Hassauue Cers 3uavenue TTL Brmounts
Kowmyratop
DHCP u DNS 346Cs HE CORBDXGTCA HEOBXOZNMBIE SHIYEHNA

Wmena xoctos

CraTuueckue MapwpyTsi Hosoe TTL

AuarHocTka Hazsanmne Cers 3uavenne TTL

[
Banancupoeka WAN Tpadwx "

USB_modem modem1 65
- i A
. modem2
wan

COXPAHWTb & NPUMEHUTL | csPoC

PucyHok 7.5.2 — Co3gaHue HOBOro nonb3oBartesnbsckoro TTL
7.5.3. OTpegakTupyinTe HOBbIN nonb3oBaTensckun TTL (PucyHok 7.5.3). B oTobpaxatowiemMcs okHe

MOXHO M3MEHUTb Ha3BaHue 1 3HadeHue TTL, BbibpaTb Opyryo cetb unm obaBuTh eLle HECKOSbKO ce-
Ten. 3aBepwune pegaktuposanune, Haxxmmute COXPAHUTb U MPUMEHUTD.
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AP205M1

Craryc
y OcHoeHble HacTponkv  lNepeHanpaenexve noproe [pasuna gna tpaduka [Monssoeatensckue npasunbMonszoeatensckme TTL

Cucrema

Cepempe MexceTeBou 3kpaH - MNMonb3osatenbckme TTL - USB_modem

Cetb e
— IL

Ha aton c1p € Bbl MOXETe HacTPOWUTH NO.

Mogem
Wnrepdeincs
Wi-Fi T,
Mpaswno exntouero | OTKNKOHUTL
Kommyrarop .«

DHCP 1 DNS Haseanue USB_modem

Vimena xoctos Cers Modem2 '! + I

Cratuyeckne MapwpyTsl

3uauenue TTL 65

AvarxocTika

MexceTeson 3Kpan

Banancupoexa WAN Tpaduxa

HA3AZ K OB30PY | COXPAHUTD & NPUMEHUTDL | COXPAHUTE CBPOC

Boivitn

PucyHok 7.5.3 — PegaktupoBaHuve nonb3oBaTtenbckoro TTL

7.5.4. B nHTepdpence poytepa OyayT oTobpaxkeHbl nonb3oBatensckne TTL u KHOMKK, No3BonstoLne
ynpaBnsTh (BKNOYaTh, peAakTUpoBaTh, yAanaTe) nonb3oBartenbckumm TTL (PucyHok 7.5.4).

AP205M1

Craryc

OcwHosmbte HacTpoitk  Mepexanpaenesve noproe  MMpaeuna ana Tpaduka  Mons3oearensckue npaesuna

Cucrema

Cepaich! MexceTteBou 3kpaH - lNonb3oBatenbckme TTL

CeTb lons3soearensckme TTL NOIBONAOT BaM n3menaTs TTL Ha uHTepdedicax

Mogem

Wirepdesicu Cnucok nonb3osatenbckmx TTL
Wi-Fi

e Cets 3navenne TTL Brarounts
Kommyratop

USB_modem 65 L4
DHCP n DNS = modem=.

Wmena xoctos

Hoeoe TTL

Cratuueckue mapwpyTal

[uarxoctvka Hassanue Cers 3uavenne TTL

Mexceresoit 3xpaH
lan

Banawcuposxa WAN Tpaduk

Wina TTL modem1 64
modem2
Buinitn i

COXPAHWTD & NPUMEHUTH OXPAHUTH CBPOC

PucyHok 7.5.4 — OtobpaxeHue nonb3oBartenbckux TTL B web-uHTepdperice poytepa
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8. BAJIAHCUPOBKA WAN TPA®UKA
B paHHOM pasgene GyoyT paccMOTpEeHbl acnekTbl, MO3BONSOWME HACTPOUTb U cbanaHcmpoBaTb Tpa-
du1K, NpoxoadaLLnin Yepes poyTep.
8.1. O6wwue ycnoBus 6anaHCMpOBKU
8.1.1. ABTopuayinTecb B web-uHTepdence poytepa. Bonante B MeHio «CeTb», Bblbepute BKNaaky
«BbanaHncupoBka WAN Tpadmka» u LenkHuTe no 3aknagke «O6wme» (PucyHok 8.1.1).

AP205M1

Craryc HVeo¢eh<bv Yanet  Monutukn  Mpasmna  Yeepomnewus
Cucrema
MWAN - O6une

Cetb

Wntepdeincel

Wi-Fi JlokansHbin MCXOZAWMIA MHTedenc  lan M

KommyTarop none

SSSSSSSSsSsSsSSSSSssssS|
DHCP n DNS modem1
modem?2

Macka MexceTeBoro 3kpara ah

Wmena xocroe
Cratmueckue MapwpyTs!

[Awnarsoctuka

MexceTegon skpaH
COXPAHUTD U NPUMEHWUTD CBPOCHTD
banancupoeka WAN tpadm]

Beintun

PucyHok 8.1.1 — ObLwme HacTpoinkn 6anaHcMpoBku Tpaduka

8.1.2. 3aganTe u3 BbinagaroLLEro Cn1Mcka nokanbHbIN ucxoaawmn nHtepdenc (lan, wan, modemt
unn modem2) B ka4yecTBe UCTOYHMKA ANs Tpaduka CO34aHHOro cammM MapLupytmu3atopom. Beibop 3Ha-
YeHVst hohe NpMBeeT K BbIKMOYEH0 6anaHCupoBLLMKa.

3apjante 3HadYeHMe Mackum MEXCeTeBOro dKpaHa B LuecTHaguatepudHon dopme, Harpumep 0x3FO0.
Mo ymonuyaHuio MHTepdenc poyTepa aBTOMaTUYECKU YCTaHaBNMBAET 3HAYEHWE MACKM MEXCETEBOro
akpaHa. OKOH4YMB BBOA OOLIMX HACTPOEK MEXCETEBOro akpaHa, Haxmute kHonky COXPAHUTb U
NMPUMEHUTb. KHonka COXPAHUTb coxpaHsieT uameHeHusi, Ho NpMMeHeHbl oHM ByayT nocne nepesa-
rpy3ku poytepa. [ns copoca BbiGpaHHbIX U BBEAEHHbIX 3HAYEHUN K HAaYanbHbIM 3HAYEHUSIM, HAXMUTE
kHonky CBPOCWUTD.

8.2. UnTepencol 6anaHcupoBlmka WAN Tpaduka

8.2.1. AsTopusyntecb B web-uHtepderice poytepa. Bongnte B meHio «CeTb», Bbibepute BKNagky
«BanaHcuposka WAN tpachmka» n Bovigute B 3aknagky «UHTepdencbi» (PucyHok 8.2.1). Ha ctpaHu-
Le OTKpoeTcs cBoAHas Tabnuua ¢ MeHamMu MHTepPdENCOB, UX COCTOSHUEM U OCHOBHbIMY MapaMeTpamu.
Ona pobaBneHus HOBOro MHTepdperica Beeaute ero uma u Haxmmte kHonky JOBABUTbL. Ytobbl oTpe-
AaKTUPOBaTb CyLLecTBYOLWUA nHTepdeinc HaxmmTte kHonky UIBMEHUTD. YTto6bl yoganute nHTepdeiic ms
SanaHcupoBLymKa Tpaduka Haxxmute kHonky YOAIIUTDb.
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Otupe Cirepvencs D) Yan  Mommwca  Mpasuna  Yeegomnenna

Craryc

Cucrema

MWAN - UnTepdencol

B

Cets

Wntepdencs:
Wi-Fi
Koummyratop
DHCP v DNS
Wwmena xocros

Cratwvecxine MapupyTe!

Ywn Metoa Vurepsan P sxmouuts Merpuxa

Mexcer,

i 3kpan wan fa ping 2 5 3 8 1

Banancupoaxa WAN Tpadu jeml s g 1 ss 3 3 "

PucyHok 8.2.1 — CBogHas Tabnuvua ¢ napameTpaMu MHTEpPEENCcoB poyTepa

8.2.2. Co3pnaBas HOBbIV MHTEpPdENC Unn pegakTnpys cywecTtsyowmnin (Haxas kHonkn JJOBABUTb vnn
M3MEHWUTb), nonb3oBaTtens nonagaeT B MEHK HacTpounku uHTepdencos (PucyHkm 8.2.2 n 8.2.3). B
Hawem ripumepe pedakmupyemcsi uHmepgelc warn.

AP205M1

Obume Yams  Momumwcn  Mpaswna  Yeegosuewus

Craryc

E“““‘a Hactpovika nHtepdpeincos MWAN - wan

eTb
Wnrepdeincs!
Wil Benoveno s

Kommyratop Vicxogsoe cocTomkme Ownadu

DHCP n DNS

Wimena xocros

= MpoToKon ukTepHeTa 1Pvd
Cramaecxue mapwpymi

OTcaexusarne umenn xocta wm IP-agpeca 8844

Me; axpan 8888

Banancuposxa WAN Tpaduca 20867222222 =8|

20867220220
Bewmtu
Metog orcnexmeammn  Ping
HagexHocTs oTcrexwsanma | arping
hitping
Kon-so nwwr-sanpocos 1
Pasmep nuwr-3anpoca
Check link quality
BpeMs OXHAAHUA NHHT-33NPOCa 2 cerpua
Miktepean nuwr-3anpoca 5 conyma

Wnrepsan oTxasa 5 conyn

PucyHok 8.2.2 — PepaktupoBaHue nHTepdericos

8.2.3. BapaiiTe, BbIOpaB 13 BbiNagalroLWEro Cnmncka, BKIKOYEH 1M MHTepdenc unm oTknroyeH. Boibe-
puTe ncxogHoe coctosiHue nHrepdgenca (OHnarmH nnu OTkoYeH). PekomeHOyemcs Onsi uHmepgbedica
cemegoz2o UuHmMepHema om VIHmepHem-nposgatidepa ycmaHaenueams UCXO00Hoe cocmosiHue OHmalH.
BeibepnTe npoTtokon uHTepHeT-noakntoveHus (IPv4 unn IPv6) n IP-appeca nmeH xocToB, 4118 MUHT-
3anpocos. [lo ymonyaHuro, 8 kayecmee IP-adpecoe xocmoe 0151 NuHe-3arnpocos8 ycmaHosieHbl nybnuy-
Hble IP-adpeca cepaepos.

Bbibepute meToa oTcnexuBaHua (ping, arping unu httping) xocToB nnn yCcTponcTs B CETK.

YTtunuta ping otnpaenset ICMP 3anpockl k ykazaHHOMY y3rny ceTu n (OUKCUpPYeT NocTynarwLine oTee-
Tbl. YTUNMTa arping npegHasHadeHa ansg obHapyeHust XOCTOB B ceTu. B oTnuume oT yTunuTel ping, no-
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Cbl1aeT wWunpokoBeLllaTesibHble ARP-nakeThl, KOTOPble HE NPpOoXOoAAT CKBO3b MapLUpPyTU3ATOPbI. YTtnnuta
httping npeagHasHa4eHa And BblYUCIIEHNA BpEMEHU OTKIMMKa M CTaTyCa Be6-cepsmca mnnm yCTpOﬁCTBa.

Bbl6paB MeTo[ OoTCleXunBaHuA, yCTaHOBUTE 3HAYEeHNE HaAOEeXXHOCTU OTCIiEeXnBaHUA, KONMMYEeCTBO MUHT-
3anpocoB 1 pa3Mep nakeTa nuHr-aanpoca.

Mpumeyanune — Buibrpas 6onbluMe 3HAYEHUSI KONMMYECTBA MUHI-3anpocoB U pa3MepPOoB NUHI-NAKETOB,
Bbl yBeIM4mBaeTe BpemMsA NOUCKa XOCTOB B CETU U TEM CaMbIM, yBeEINM4YMBaAETCA BpeMdA BKIMHOYEHUA Bbl-
©paHHoro nHTepdeca.

AP205M1

Craryc MeTog oTChRXMEBaHIR ping
Cucrema HagexsocTs oTcrexmearns 2
Cets
KoA-80 NNr-3anpocos 1
Pa3sep nuwr-3anpoca
Check link quality

Bpens 0XMaaHUA NUKH-33NPOCa

Wurepean numr-sanpoca

Wurepean orkasa 5 ceryma

CoxpanmTs uKTepean cO0R

Beiity

WikTepean soccTanosnen 5 ceryna

Wnrepgedc orknoumts

WnTepdedc exnounTs

C6pocste conntrack Tabnuyy  Miteoraa

Merpuxa

PucyHok 8.2.3 — PegaktupoBaHue nHtepdencos (MpogoImKeHme)

8.2.4. Mopakntoume onuuto npoBepkn kadectea coeanHeHusi Check link quality, yctaHoBute napamert-

pbl NPOBEPKX, BbIOpaB U3 BbiNagatowmx MEeHHo:
e MakcuMmanbHoe Bpems oxuaaHusa otknvka (Max packet latency) B munnucekyHgax;
e MakcMManbHOe KonmuyecTBo noTepsHHbIX nakeToB (Max packet loss) B npoueHTax;
e MUHMManbHoe Bpems oxuaaHusa otknuka (Min packet latency) B munnucekyHgax;
e  MMWHMMAarnbHOe Konm4yecTBO NoTepsiHHbIX nakeToB (Min packet loss) B npoueHTax.

Bbibepute Bpemsa oxugaHus NUHr-3anpoca, MHTepBan MeXAy NWHr-3anpocaMmym U MHTepBarn BpeMeHu
oTkasa. [Ins coxpaHeHus MHTepBana cbos nNuHr-aanpoca, BO BpeMs COCTOSAHWUS cbos BkNoYMTE COOT-
BETCTBYIOLLYIO OMNUMIO.

8.2.5. AHanornyHblM 06pasom yCTaHOBWUTE 3HAYEHMSA NUHr-3anpocoB, NPV KOTOpbIX OydeT npowvcxo-
AVTb BOCCTaHOBIIEHWE Pa30pPBaHHOIO COEAMHEHUs U uHTepdenc byaeT cunTaTbCs BKIOYEHHBIM UNN
BbIKITHOYEHHbIM.

8.2.6. 3akoHYMB pedakTUpoBaTb CyLLECTBYOLWMN MHTEPdENC UNu HacTpamBaTb HOBbIA, HaXMUTE
kHornky COXPAHUTb U NMPUMEHUTb. KHonka COXPAHWUTDb coxpaHsieT naMeHeHusi, HO NpuMeHeHbl
OHM BygyT nocre nepesarpysku poytepa. YtoObl OTMEHUTb BblOpaHHble M BBEAEHHbIE NapamMeTpbl
HaxkmuTe kHonky CBPOCUTDb, Bce napameTpbl OyayT Bo3BpalLeHbl K mapameTpam no yMOMYaHuIo.

8.3. Yanbl untepceicon

Ona pacnpegeneHns 3agaHuin Mexay ceTeBbIMM YCTPOMCTBaMU, C LieNblo ONTMMM3aL M UCMNOoMnb30Ba-
HWUS pPecypcoB, COKpaLLeHUsi BPpeMeHW OBCnyXuBaHMS 3anpocoB M obecrneyeHnss 0TKa3oyCTOMYMBOCTU
(pesepBupoBaHus) cuUCTEMbl, HEOOBXOOUMO HACTPOUTbL Y3MNbl UHTEP(ENCOB YNPaBnsALWUX CETEeBbIMM
yCTponcTBamm.

8.3.1. ABTOopusyntecb B web-uHTepderice poytepa. Bongute B MeHio «CeTb», Bbibepute BKNaaky
«BbanaHcupoBka WAN Tpachmka» n BoauTte B 3aknagky «Y3nbi» (PucyHok 8.3.1). Ha akpaHe Oynet
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oTobpaxeHa Tabnuua y3noB uHTepdencos poytepa. Kaxabiin yaen nHtepdenca xapakrepusyeTtcsi ume-
HEM, METPUKON 1 BECOM.

AP205M1

C Tatyc Obwwe anep@eﬁ(onnmm Mpaeuna Yeegomnenns
Cucrema
MWAN - Y3abl
Cetb
Wntepdeice
Wi-Fi
KommyTatop
DHCP v DNS Wms Wnrepdeitc Merpuxa Bec
Wnena xocTos wan_m10_ w100 wan 10 100 - v |
CraTuueckve MapwpyTsi nodem1_m20 wS0 adant 20 50 - v VS AT |
[AwnarHoctuka
modem2_m20 w50 modem2 20 50 - v =z v |
Mexceregon 3kpan e st
banancuposka WAN tpadux] :
Beitn
| COXPAHUTDH U NMPUMEHWUTD I CBPOCUTD

PucyHok 8.3.1 — Yanel uHtepdencos poyTtepa
8.3.2. [Insa co3gaHusa HOBOro y3na uHTepderica, BBeauTe ero uma n Haxkmute kHonky JOBABUTD.

MpumeyaHune — Nimsa yana MoxeT BblTb MoBbiM, HO Ha NPaKTUKE CMOXUIMOCL TaK, YTO UMS 3anucbiBaeT-
ca B ygobHoM Ons BocnpusiTUst U GanaHcUpoBKM Tpaduka chopmate: ums uHmepdgpelica_e2o Mempu-
Ka_eeo sec.

Onsa pepaktvpoBaHus cywlecTBylowlero yana Haxmute kHonky UBMEHUTbL. Ytobbl yganutb y3en,
HaxmuTe kHonky YOAJUTb. Ctpenkamu BBEpX-BHU3 nepemellanTe y3nbl B CNUCKE, BbICTABMSAS BBEPX
Tabnuupbl camble NPUOPUTETHBIE.

8.3.3. Co3paBasi HOBbIN y3en UNM pedakTUpys CYLEeCTBYIOLMIA, MONb3oBaTernb MnornagaeT B MEHH
HacTpomkm y3noB (PucyHok 8.3.2). B Hawem npumepe pedakmupyemcsi y3esn warn.

AP205M1

Cra TyC Obuwme  Wntepdeirce Yane Moautuku Mpasuna  Yeegomnewus
Cucrema “
MWAN Hactpownka y3n08B - wan_m10 w100
CeTb
Wktepdencet
Wi-Fi Whrepoeirc wan v
Kommyratop " e
eTpuka
DHCP 1 DNS
Wwmexa xocTos g
100
CraTiueckue MapwpyTs! Bec
AvarsocTuka o
Mexceresoit skpat
basascnposra WAN rpadwed HA3AN K OB30PY COXPAHWTB W [TPUMEHUTD | cerocuTs
Buiitn

PucyHok 8.3.2 — HacTpolika y3nos
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8.3.4. Buibepute 13 BbinagawLlero okHa uHtepdenc (wan, modemi, modem2 unu nonb3oBaTesib-
CKMI), KOTOPbIV OyaeT peaakTMpoBaThCs. YCTaHOBUTE 3HAYEHNE METPUKK B AnanasoHe ot 1 o 256.

MeTpuka — UMCroBOE 3HaYeHue, onpeaenstolee NpUopmMTeT Ha3HaAYeHHbIN MapLLPYTY, CBA3aHHOMY C
onpeferneHHbIM UHTEPdENCOM. HYem MeHbLLIE YMCIOBOE 3HAYEHNE, TEM BbiLLE MPUOPUTET y MHTEepdelica.

3arem, ycTaHOBUTE 3Ha4YeHUe Beca MHTepderica B ananasoHe 1 go 1000.

Bec nHTepderica — YMCNOBOE 3HaYeHUe onpegensioliee npuopuTeT Mexay uHTepdencamu, nMmeto-
LMW OOUHAKOBbIE 3HAYeHUs METPUK. Yem 3HayeHune Beca Bonblue, TeM MHTepdEC BaxHee.

HactpouB yanbl, HaxxmuTe kHonky COXPAHUTb U MPUMEHUTbL. KHonka COXPAHUTbL coxpaHsieT
NU3MEHeHNs1, HO NPUMEeHeHbl OHW ByayT nocne nepesarpysku poyTtepa. UTobbl OTMEHUTbL BblOpaHHbIE U
BBeJEeHHble napamMeTpbl HaxmuTe kHonky CBPOCUTb, Bce napameTpbl OyayT Bo3BpalleHbl K napamMeT-
pam no yMomnyaHuto.

8.3.5. Hwxe npnBeaeHbl B kKayecTBe NPUMEPOB HECKOSbKO BapvaHTOB HAaCTPOWKN y3riOB:

a) y Nonb3oBaTens NOAKMYEH NHTEPHET oT NHTepHeT-npoBangepa. B gaHHOM cnyyae npuoputeTHee
ncnonb3oBaTh MHTEPHET «M3 Kabenay» u onsa uHtepdenca wan yctaHaBNMBaeTCd MeTpUKa C MEHbLUVM
YNCMNOBLIM 3HA4YEHUEM U cambiM OoMblIMM BecoM. [ns MHTepdencoB MOgEMOB yCTaHaBNMBaeTCs MeT-
puka ¢ 6OMNbLUMM YUCIOBLIM 3HA4YEHUEM, YeM AN nHTepdenca wan n MeHbLLUM BECOM.

0) nonb3oBartenb UcNonb3lyetr MobunbHoe NoaknveHne K cetn NHTEpHET Yepe3 Modembl poyTepa K
OOHOMY onepaTopy, HO MCMNOMNb3yeT pasHble TapudHble NnaHbl. B Takom cnyvae, HeobxoaMMo ycTaHo-
BUTb MEHbLLEE 3HaYeHne MeTpuku n Gonbluun BeC Ha MHTepderice Mogema, UMEKOLLErO NPUOPUTETHOE
noakrnoveHne. Hanpumep, 6onee gelwesbin Tapud, 6onblias CKOPOCTb Nepeaayn AaHHbIX, BbllLe Kade-
CTBO coeauHeHuns u 1.n. B cny4ae npobnem c nepsbiM TapudHbIM NnaHoMm, 6yaeT NoAkmYeH BTOPON
MOOEM C MEHEE NPUOPUTETHBIM MOAKMOYEHMEM.

B) MOMb30oBaTefb UCMNONb3YeT MOBWUNbHOE NoAkMYeHne K ceTn NHTEpHET Yepe3 MoAEMbl poyTepa K
O[HOMY OMepaTopy, UCMOMb3ys OAMHAKOBbIE TapuUdHble NnaHbl. 3Ha4YeHNss METPUK N BECOBbIE XapaKTe-
PUCTUKN NHTEPdENCOB MOLEMOB YCTaHaBMMBAKOTCA OANHAKOBLIMMU.

r) nonb3oBaTenb UCNomnb3yeT MobWbHOE NOAKMYEHME K CeTU VIHTEPHET Yepe3 MoAeMbl poyTepa K
pasHbIM onepaTopaM COTOBOW CBA3M. B gaHHOM crnyyae ycTaHaBnvMBaeTCs MeHbLuee 3HaYeHne MeTPUKM
n bonbluee 3Ha4YeHne Beca Ang uHrepdenca mogema npuopuTeTHOro onepatopa. Bropoi onepatop Oy-
OeT B Ka4yecTBe pe3epBHOro, U BCTYNUT B paboTy nNpu OTCYTCTBUM MOLKITHOYEHUS K MEPBOMY Onepartopy.
lMpu ycTaHOBKE OAMHAKOBbLIX 3HAYEHWA METPUK M BECOB Ha 06a uHTepderica mogemos, paboTa B ceTu
NHTepHeT BydeT ocylecTBNATbCA Yepes ABYX OnepaTopoB OA4HOBPEMEHHO.

8.4. Mpodunu y3nos

MonuTukmM, 3To NPONNM B KOTOPbIX OOBbEAMHEHBI OAMH UM HECKONbBKO Y3110B MHTEepdencoB pacnpe-
Aensowmx Tpacduk. CHayana Mcnonb3ylTcs yanbl-MHTepdencel ¢ 6onee HU3KMMU 3HAYEHUAMUN METPUIK,
a 3aTeM, UHTepdENChbl C 0AUHAKOBBIMU METPpUYEeCKUM BanaHcoM HarpysKku.

8.4.1. ABTopusyntecb B web-uHTepderice poytepa. Bongnte B MeHio «CeTb», BbibepuTe BKNagky
«BbanaHcupoBka WAN tpadmka» n sBongnte B 3aknagky «Monutukn» (PucyHok 8.4.1). B Tabnuue 6y-
OYT yKasaHbl Ha3BaHuA npodunen, nepeveHb y3nos UHTEPEENCOB BXOAALWMX B NPOMUIb N ykasaHo no-
crnegHee CpedcTBO, MCNOMNb3yemMoe Mo ymonyaHuo. YTobbl co3gaTth HOBLIN Npodunb BBEAUTE UMS NpPo-
duns n Haxmute kHonky JJOBABUTb. YTobbl 0TpegakTMpoBaTh Co34aHHbIe paHee Npounu, HaxmuTe
kHonky UIBMEHWUTDb. YTo6bl yaanuts co3gaHHbIn paHee npodunb, HaxxmuTe kHonky YO ANUTD.
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Obume  Wntepdeics  Yansi o Mpaswra  Yeegomnewns
Cratyc uy pd: p A

Cucrema

MWAN - lMoantukun

CeTtb

Wntepdeince
Wi-Fi
Kommyrarop

DHCP 1 DNS
Wma Hasnauenubie yansi Mocneguee cpeacTeo

wan_m10_w100
Cratueckue MapwpyTs! balanced modem1_m20_w50 MO YMONUaHUIO (MCNONB30BATE OCHOBHYHO TaBANULY MapLpyTU3aLmum)
modem2_m20_w50
[AwnardocTuka

banancvpoexa WAN tpadux]

Buintn COXPAHUTD U NPUMEHUTD 1) CBPOCUTBL

Wmena xoctoe

PucyHok 8.4.1 — Npodunn y3nos nHtepdencos

8.4.2. Co3sganTte nmsa HOBOW NONUTUKKN 1 HaxkmuTe kHonky JIOBABUTb. BeibepuTte nx BeinagatoLlero
cnucka ysnbl MHTEPdENCOB, KOTOpblE XOTUTE PasMecTuTb B oAHOM npodune. YTobbl fobaButh y3en
HaXXMWUTE Ha KHOMKY «+», 4ToObl yoanutb y3en HaXXMUTE Ha KHOMKY «X». V3 Bbinagatowlero okHa, Bbibe-
puTe nocnenHee cpencTBO, KOTOpoe OyaeT UCMOMb30BaTbCA, KOrAa BCE YfEHbl NOMUTUMKM HAXoasTcsa B
aBTOHOMHOM pexXume.

8.4.3. HactpouB nonuntukmn ¢ o6beanHEeHHbIMU y3naMmu nHtepdencos, HaxmuTe kHonky COXPAHUTb
N MPUMEHWUTb. Knonka COXPAHUTb coxpaHseT HacTpoyiku, HO NpMMEHeHbI OHM ByayT nocne nepesa-
rpy3ku poytepa. YUtobbl BEpHYTb BCE CAENaHHbIE U3MEHEHUS K NEPBOHaYarnbHbIM YCTAHOBKaM, HaXXMUTE
kHonky CBPOCUTD.

AP205M1

Craryc Obume  Wwtepdeircsl  Yansi  Moawmuxks  Mpaeuna  Yeegomnewus

. .
verema MWAN HacTpoiika noamtukm - new_balance

Cetb

Whrepdeiice:

Wi-Fi Wcnonssyemsii ysen  Wan_m10_w100 %

Kommyrarop modem1_m20_w50 v

DHCP 1 DNS

MocheaHee CpeAcTBO O YMONNBHMIO (CTONB30BATS OCHOBHYIO TaBRILY MapLP ¥

Wmena xoctos
Cratnueckue MapwpyTs!
[varsoctvka

Mexceteson skpax

HA3AQ K OB30PY COXPAHUTB U NMPUMEHUTDL X ‘ CBPOCUTL
banancupoexa WAN tpadux] e
Beiitu

PucyHok 8.4.2 — HacTtporka HOBOro npogouns y3rnos
8.5. MpaBuna ncnonb3oBaHWUA NONUTUK

UToObl paspelunTb BXOAALLMA ceTeBOM TpaduK TONMbKO C yKa3aHHOro UCTOYHMKA W/unu ero noprta Ha
yKa3aHHbI HOMEep NopTa UCNOMb3YKTCHA CneuuanbHble NpaBuna.
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8.5.1. Bongnte B meHio «CeTb», Boibepute Bknagky «banaHcupoBka WAN Tpadmka» n Bongute B
3aknagky «MpaBuna» (PucyHok 8.5.1). B Tabnuue 6yayT ykasaHbl MMeHa MnpaBwil, agpec MCTOYHUKA
Tpadhvka, ero NnopT agpec HasHayYeHusl, NOPT Ha3HaYeHNs!, MPOTOKOI NOAKMYEHUS N Ha3HayYeHHas nonu-
Tuka banaHcupoBku Tpaduka. bonee npnopuTeTHbIE NpaBuna HaxXogATCs B BEPXHUX CTPOKax Tabnuupl.

AP205M1

Cratyc Obupe  Untepdeicss  Yanwi ﬂo,‘mmx»sego\mewmﬁ
Cucrema
MWAN - lNpaBuna

Untepdencst
Wi-Fi
Kommyratop
DHCP 1 DNS
Vmena xocTos

CraTiueckue MapLupyTsi % - g
Wmn Agpec Mopr Agpec Mopr Mporokon

AuarvocTuka
https — — 00.0.0/0 443 tep balanced
Mexceresoi 3KpaH
Banancupoaxa WAN Tpadud default rule = - 00.0.0/0 - all balanced - REIEC

COXPAHWTD U NPUMEHUTL CBPOCUTL

PucyHok 8.5.1 — Tabnuua npaBsun pacnpegeneHus Tpaduka

8.5.2. YTtobbl co3gaTh HOBOE MpaBumo pacnpeneneHus Tpaduvka, BBeAUTE UMs MpaBuna U HaxmuTe
kHonky JOBABUTb. YTo0bI OTpeaakTupoBaTb CO34aHHOE MpaBumo, HaxxmuTe kHonky UBMEHUTL. [Ons
yAaneHus co3faHHoro paHee npasuna Haxmute kHonky YAAJIUTb. NepemewerHre npasun BHyTpu Tab-
nnUbl NPON3BOANTCS HaXXaTUEeM CTPESioK BBEPX U BHUS.

8.5.3. Co3gaB HOBOe MpaBMNO MW pefakTUpys CyllecTBylollee, Nofb3oBaTeflb NonagaeT B MeHIo
HacTponku npasun (PucyHok 8.5.2). B Hawem rnipumepe co3daemcsi HO80e rpasusio ¢ UmeHeM new._rule.

AP205M1

- Obume  Vitepbecs  Yamw  Momwmwen  Mpaswia  Yeegomaesw
Craryc . pd .

E”“"M" MWAN Hactpovika npasua - new_rule
eTb
o
Wi-Fi Agpec ucTouNuKa
Kommyrarop
DHCP u DNS Nopr ncTounmka
s xocron

CraTiueckne MapWpyTLi

Anarocria Agpec HasHauenAa
Mexceresoit skpan Aep»
Banancuposxa WAN Tpadwca TMopT HasHauesns 44380
Beitu
Npotoxon  al
Nunxwit
Ta
[ — - _______}
IANKO® 3MaueHMe BDEMENH OXUAIHMA
IPset
Hasuauennan nonuTvka Caenaire sebop v
HA3A K OB30PY

10 TaBmALY MAPWPYTHIALHH) COXPAHATD 1 MPYMEHUTL CEPOCHTE

PucyHok 8.5.2 — Co3sgaHue HOBOro npaBunia pacnpegernenuns tpaduka

-+ PONb30BATENCIAR -

8.5.4. YkaxuTe B HaCTpoOKKe NpaBust;
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Appec ncTouyHuKa n/vnn NOpTbl UCTOYHUKOB Tpaduka, Harpumep cemeagoll pecypc Unu Kom-
netomep 8 cemu. Ecnn agpec UCToYHMKa n/unmn NopT UCTOYHUKA He OyayT ykasaHbl, ICTOYHMKOM
Tpaduka OygeT nobon pecypc;

Appec HazHa4yeHusi /unn NopTbl Ha3HavYeHus Tpaduka;

M3 BbinagatoLero MmeHo BbibepuTe onpeaeneHHbI NPOTOKON NoAKMYeHus, nmbo Bce npoTo-
konbl (all), nubo 3agante ceo (NoMNb3oBaTENbLCKUN);

YcTaHOBUTE 3HAYEHUE «IIUMKOro» BPEMEHU OXuAaHusi B cekyHAaax. B TeueHne aToro BpemeHu
NoBTOPHOE ObBpalleHne K OgHOMY 1 TOMY Xe pecypcy byaeT BbINOMHATLCS OOHUM U TEM XKe UH-
TepdencoM. JJonycTumMble 3Ha4YeHUs ONA «IMNKOro» BpeMeHu oxuganus ot 1 go 1000000 ce-
KyHA. Mo ymonyaHuio yctaHoBneHo 3HavyeHne B 600 cekyHa.

[Mpumeyvanue — Ecnn HeT HeOOXOAMMOCTU MCMOMNb30BaTh «MUMKOE» BPEMS OXWAaHus, TO B BbiNaga-
towem meHio Jiunkun Boibepute 3HayeHne «Hetr.

B cnyyae, korga Heobxogmmo genatb NpoBepKy no Gomblwomy konudecTtBy |P-agpecos w/wnu
nopToB ncnonb3ynte Mmoaynb sapa IPset. Cosgante cnucok cooTBeTcTBYyIOLWEro Tuna (ans pado-
Tbl ¢ IP-agpecamn, MAC-agpecamu, noptamu 1 T.n.), fobaBbTe B Hero Heobxoaumeln IP-agpec n

cosfavite npaBuro ang cnmcka.

. HasHaubTe NONNTUKY M3 BbiNagatouiero crnmcka anA O6p860TKVI BCEro Crncka npasui.

HacTpouB HOBOe npaBusio uUnu oTpedakTMpoBaB co3daHHoe paHee, Haxmute kHonky COXPAHUTDb U

NMPUMEHUTD.

8.6. Hactpoiika yBegomneHum

8.6.1. ABTopusyntecb B web-uHTepderice poytepa. Bongnte B mMeHio «CeTb», BbibepuTte BKNagky
«BbanaHcupoBka WAN Ttpachmka» n Bonaute B 3aknagky «YBegomnenusa» (PucyHok 8.6.1). B atom
OKHe nonb3oBartesb, UCMONb3ysA CKPUNTOBbLIN A3blK cueHapueB shell, MoxeT HacTpouTb yBeAOMIEHUs O

coObITUSAX.

Cratyc
Cucrema

Cett

Banancupoeka WAN Tpaduxa

Beitn
#ibin/sh
M
# This file is interpreted as shell script
# Put your custom mwan3 action here, they will
# be executed with each netifd hotplug interface event
# on interfaces for which mwan3 is enabled.
#
# There are three main envionment variables that are passed 1o this script

#
#SACTION
® i

lled by netfd and mwan3track

-abled by netifd and mwan3track

ack if tracking was successful

2 <di e track if tracking has failed

#SINTERFACE  Name of the interface which went up ¢ down (e.g "wan™ o “‘wwan’)
#3DEVICE  Physical device name which interface went up or down (e g. sth” or “wwan(")

PucyHok 8.6.1 — OkHO 4N HaCTPOWKN yBeOOMITEHNN

8.6.2. [No okoH4YaHUM HacTponkn yBegomreHunn HaxxmumTe kHonky MPUMEHWUTb. Yto6bl oTka3atbes oT

BBEOEHHbIX CKpMNTOB, HaxxmuTe kHornky CBPOCUTD.
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9. HACTPOUKA CUCTEMbI POYTEPA

9.1. YpaneHHoe ynpaBrneHue poytepom

Wcnonb3ys ceteBon npotokon SSH gnsa 6e3onacHol nepegayv AaHHbIX, MONb30BaTeNb MOXET yada-
FNIEHHO yNpaBnsTb POYTEPOM.

9.1.1. ABTOopusyinTecb B web-uHTepdelice poytepa. Bongnte B meHio «Cucteman, Boibepute BKraaky
«YnpaBneHue» (PucyHok 9.1.1).

AP205M1

Craryc

Cucrema

[Joctyn no SSH

Cucrema

Ynpaenetue SSH

7
ol
o

Nporpammkoe obecreuenie

3arpysxa
i Sk3emnaap Dropbear

3annaHupOBaHHbIE 334aHNA
MownTupoearue pasgenoe MANUTL

Hactpoiika LED ukamkaum
Wktepdeitc e onpegeneqo
Pesepenoe onuposanue / I =
He onpejeneHo -

Mepesarpysxa

lan: = #
Mopt
Cetb

modem1: 2

) Cnomowsio naposs | L
Beivtu Y

Root exogur no napomo #

Moptel watoza

PucyHok 9.1.1 — HacTtpoika yganeHHoro ynpaBneHust poytepom

9.1.2. B HacTpolikax HeobxoaMmo YCTaHOBUTb MHTEpPdENCHl, Yepe3 KOTopble Mnonb3oBaTtesnb OyoeT
yAaneHHo 3axoauTb Ha poyTep n SSH-kntoum gna SSH ayteHTudmkaumm.

Mpumedanue — Ecnn nHtepdeinc ons padboTbl C BXOAALLMMW COEAMHEHUAMUN He 3afaH, TO BXO4 Ha po-
yTep BO3MOXEH Yepes nobor 13 uHTepdencos.

9.1.3. 3aBepLlumB HacTpowky, HaxmuTe kHonky COXPAHUTb U NPUMEHUTbL. Knonka COXPAHUTb
COXpaHsieT JaHHbIE, HO MPMMEHEHbI OHM ByAyT NpuY CrneayloLem BKITYEeHUN poytepa. YTobbl OTMEHUTL
OWMBOYHO BBEAEHHbIE AaHHbIE, HaXxMuTe kHorky CBPOCUTD.

9.2. YcTaHOBKa NPUIOXEHUN

B paHHOM pasgene nonb3oBaTenem NpPOW3BOAMTCS YCTAHOBKA AOMOSNHUTENbHbBIX NMPUNOXeHWUN (nake-
TOB), pacLUNPSIOLLMX BO3MOXHOCTH poyTepa.

9.2.1. ABTopusyntecb B web-uHtepderice poytepa. Bongute B MmeHio «Cuctemay, Boibepute BKNagky
«MporpammHoe o6ecneveHune» (PucyHok 9.2.1) un HaxmuTe kHonky OBHOBUTb CIMUCKW.

Mpumeyanue — CnNMCOK SOCTYMHbLIX NPUNOXEHWI (NakeToB) yaanseTca U3 namsaTM poytepa nocne rne-
pesarpysku.
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AP205M1

Craryc
i MporpammHoe obecneyeHne
Cucrema
ncrania Dedcrens  Hacrpoikn
Yplasemne CrUCOK NaKeToB He AOCTYNeH
Ceoboanoe mecTo: 64% (4.43 MB)
Hacrpoiika LED uHauxaumm
Pe3sepenoe xonupoeakme / I PuseTp: HAVT NAKET
MNepesarpysxa
Cepsucobl
s Craryc
Ycranosnennsie nakeTsi | JJOCTYMBI® MaKeTH!
Beitn Wma nakera Bepecua
Yaanate 6ind 212
Yaanure 6rd 9.2
Yaanure 6tod 12:2
Yaanure aiccu 20070115-12
Yaanure base-files 157.2-r49632
Yaanute busybox 1.23.211
Yaapute chat 2476
Yaanute comgt 0.32-25
Yaanure comgt-directip 0.32-25

PucyHok 9.2.1 — O6HOBNEHME CNCKa NaKeToB

9.2.2. Tocne o6HoBneHusi, GygeT npuvBeAEH CMMCOK OOCTYMHbLIX NPUNOXeHun (naketoB) (Pucy-
Hok 9.2.2).

Cratyc

b MporpammHoe obecneyeHne
Cucrema

i feactens  Hacrpoitkn

Ynpaeneuwe

3arpysxa
3annaHMpoBanHsie 334aHNA
Hactpoika LED uhgukauwn

P! /T

0
u
o
s
0¢
u
s
o
u
o
s
o
u

Nepesarpysxa

CepBsucbl
Cets
Biipii roog Signati
CeoBoanoe wecro: 64% (4.43 MB)
& — =
Sarpysu u ycTanosuTs naker: [ o |
OunsTp: HAVTU NAKET
Cratyc
YcTaHognewHsie nakers  JLOCTYNHbI@ naKers!
Vi nakera Bepcun
Yaanurs 6ind 2122
Yaanure 6rd 9-2

PucyHok 9.2.2 — OBGHOBMEHHbIN CMNCOK MPUITOXEHUN (MaKeToB)

9.2.3. Bo Bknagkax YcTtaHOBJeHHbIe nakeTbl U [locTynHble nakeTbl 6yayT oTobpaxaTbCsi yCTaHOB-
NeHHble W OOCTYMHble NakeTbl NPUMOXEHU COOTBETCTBEHHO. B Tabnuue oTobpaxaeTcs nms, Bepcus,
pasMep 1 onucaHwe Toro Uiu MHOro npunoxexus (naketa) (PucyHok 9.2.3).

MpumeyaHune — 3arpyxas 1 yctaHaBnvBas nakeTbl, COOTHOCUTE pa3Mep nakeTa ¢ pasmepom csoboa-

HOro MPOCTPaHCTBa B MamsATV YCTPOCTBaA. YAansTe NpefyCcTaHOBIIEHHbIE MAKeTbl KpaHe Hexenatesb-
Ho.
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AP205M1

Cratyc
MporpammHoe obecneyeHune
Cucrema
o Lencreus  Hactpomki
Ynpaenerve CsoboaHoe mecto: 64% (4.43 MB)
‘
3arpysxa 3arpysuTs W YCTaHOBMTS NaKeT:

3annanMposaHHsle 33gana

OwneTp:
Hactpoiika LED uankauymm
Pesepeoe konuposanue / I

Nepesarpysxa

Cratyc
Cepsucobl 1y
YcTanoanenHbe nakeTsl  loCTynibIe nakeTs!
Cetb
A B C D E F G H | J K L M N O
BuiiTy Wmsa naxera Bepecun Pasmep (ipk)
Yerauosute  p11-kit 023.1-1 85611

Cram p910nd 097-4 6736 printer drivers but there is no reason why it could not be used on diskful hosts. Port 9100
is copied to /dev/Ip0, 9101 to /dev/Ip1 and 9102 to /dev/ip2. The default is port 9100 to
ev/Ip0.
Ycramosurs  partx-utils 22524 32927 contains partx, addpart, delpart
" The Patch package contains a program for modifying or creating files by applying a
Ycranogury  patch 27.5-1 77760 -o3tch” file typically created by the diff program.
X pcapsipdump is a tool for dumping SIP sessions (+RTP traffic, if available) to disk in a
Ycrasogute  pcapsipdump 0.2-1 7806  fashion similar to “tcpdump -w" (format is exactly the same), but one file per sip session
(even if there is thousands of concurrect SIP sessions).
e . contains collection of programs for inspecting and manipulating configuration of PCI
Ycranosurs  peiutils 33141 289661 S0

58

W NAKET

P Q R S T u v w X ) ¢ z *
Onucanne
Provides a way to load and enumerate PKCS11 modules. Provides a standard configuration

setup for installing PKCS11 modules in such a way that they are discoverable.

p910nd is a small daemon that copies any data received on the port it is listening on to the
corresponding printer port. It is primarily intended for diskless Linux hosts running as

PucyHok 9.2.3 — Cnncok JOCTYMNHbIX K 3arpy3ke U yCTaHOBKE NakeToB

9.2.4. 1na noucka u YCTaHOBKM NakeToB, pacLUMpArLWnX CbYHKLl,I/IOHaﬂ poyTepa, MOXHO BOCMOJIb30-

BaTbCA (punbTpom. [ns atoro B none ®dunbTp BBEAuTE

nMAa UM 4actb MMEHMU UCKOMOro naketa u

Haxmute kHonky HAWUTU MAKET, (PucyHok 9.2.4). [Ans OTKMOYEHUS UNLTPa, HaXKMUTE KHOMKY

CBPOCUTD.

AP205M1

Crartyc
MporpammHoe obecnevyeHve
Cucrema
pr—— fAeacrana  Hacrpowkn
XigaeAtwe [l A TONLKO NAKeTs, “luci-app™
CsoBoaHoe Mecto: 64% (4.43 MB)
arpyska - 1

3annanupoBaKHLIe 334aHMR
3arpysHTe 1 YCTaHOBMTS naeT:
Hactpoitka LED uauxayun

» i 1202022207 2301000 4

Pesepenoe konwupoeanme / T S Nkawp UNTMINGT
Nepesarpyska
CepBuchbl
= Cratyc
Yeranosnennsie nakers: (luci-app) | [loctynusie naxer: (luci-app)
Beitn Wms nakera Bepcun Pasmep (ipk) Onucauue
Yerasopus  luci-app-ahcp git-16.018.33482-3201903-1 3758  LuCl Support for AHCPd
Yeranosurs  luci-app-asterisk git-16.018.33482-3201903-1 28674 LuCl Support for Asterisk
Ycranosure  luci-app-bep38 21 2369 Control BCP38 subnet blocking
Yeranogury  luci-app-bird4 02 5030 birdd application for LuCl
Yerarosurs  luci-app-birdé 02 5169 bird6 application for LuCl
Ycraroaute  luci-app-bmx6 3 82227 bmx6 web application (status and configuration) for LuCi web interface
This package allows you to configure and inspect cjdns networking using
Yorasosums  luci-app-cidns 135 6555 coypichranhy for sadress Socatlon and 5 distabuted hash table fof outing.

This provides near-zero-configuration networking, and prevents many of the
security and scalability issues that plague existing networks.

a022

PucyHok 9.2.4 — lNouck npunoXxeHun (nakeTos) UCMONb3Ys PUIbLTP

9.3. YnpaBneHune npoueccamm 3arpysku

9.3.1. ABTopunayiTecb B web-nHTepdelice poytepa. Bongute B meHio «Cucrtemay, Boibepute BKNagky
«3arpy3ka» (PucyHok 9.3.1). Ha cTpaHuue OyaeTt BbiBe4eH NepeyeHb NPOLECCOB U UX MPUOPUTETLI Npu

3arpyske poyTtepa.

9.3.2. KHonkamu BKITKOYEHO, CTAPT, NEPE3ANYCTUTb u OCTAHOBWUTDb, npousseaute ynpas-
NeHne npoLeccamMmu nHuuyuanusauun. MiameHeHnst OygyTt npomMcxoautb HEMOCPEACTBEHHO NMOCHE HaXaTus

BbllLeHa3BaHHbIX KHOMMOK.
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MpumeyaHune — BblknoYeHne HEKOTOPbIX CKPUNTOB MHULMaNM3aUmMm MoXeT NPpUBECTM K TOMY, YTO Ball
poyTep OKaXKeTCcs He4OCTYMHbIM.

AP205M1

Craryc
Coerens CkpunTbl MHUMann3aLnm
Cucrema 1eCk Bbl MOXeETE BK WTb MM BBIK s yCTa eHHBIE CKPUNTH! MHLMAAK3aLMN. ¥ s BCTy v ny v
BHUMaHMe: €CW Bbi BBIKIONMTE OAWH W3 OCHOBHBIX CKPUNTOB MHULManU3aymK (Hanpumep ‘network’), Balue YCTPOMCTEO MOXET OKAZaTheA
Ynpasaenue

HegocTynubiM!

Mporpamroe obecneuenie

3annaRKpOBaNHLIE 3333HNA Mpuopurer Cxpunt /A Crapr n y (o]
MonTupoeanwe pasaencs 0 sysfixtime E [ cmer | [ nepeaanycrme | [ ocTarosu |
HacTpoiika LED wrankaumm
10 boot B | CTAPT | [ MEPE3ANYCTUTL | [ OCTAHOBWTS |
Pesepsnoe xonmposanme / Mepe
Nepesarpysca 10 system . H [ craer | [ NEPE3ANYCTUTG | | octatiosuTs |
i 1 sysctl E 0 [cmer] [nepesanvevme | [ ocTarosums |
12 log BKMIOHEHO [ crae | [ NEPE3ANYCTUTS | [ ocrarosu |
Boiiitn
12 rped £ [cmer]  [nepesamvcums | [ ocTarosums |
15 2ram : ) [crapr]  [nepesanvews | [ ocTasosuts |
19 dnsmasq : [[creer | [ MEPE3ANYCTUTS | [ OCTAHOBMTS |
19 firewall i 2 [ craer | | MEPE3ANYCTUT | [ ocTarosuTs |
19 mwan3 E ) | CTAPT ] [ NEPE3ANYCTUTL ] ] OCTAHOBWTS |
20 network K H [ craer | [ nepesanvervts | [ ocTarosuTs |

PucyHok 9.3.1 — lNepeyeHb npoueccoB npu 3arpyske poyTtepa

9.3.3. B okHe nopg, CNMCKOM CKpMNTOB MHMUMaNM3aumMm nofb3oBaTenb MOXeET pa3mMecTUTb CBOWM KOMaH-
[bl, HanMcaHHble Ha A3blke Shell, koTopble cucTema formkHa 6yaeT BbIMONMHUTL OAMH pa3 nocne 3aBep-
LLIEHMS 3arpy3Kku.

MpumeyaHue — No ymon4aHuIo B 3TOM OKHE HET KOMaHa 1 hannos.

9.3.4. MNocne pasmelueHuns npoueccoB HaxmuTe kHonky MPUMEHWUTbL. Yto6bl oTkazaTbCs OT BHECEH-
HOro B OKHO npouecca, Haxmute kHonky CBPOCUTbL (PucyHok 9.3.2). KomaHgbl 6yayT ucnonHeHsl no-
cne nepesarpysku.

Craryc = = e
95 done | craer | nepesanverum

Cucrema
% led | craer | mePesanvcrums
Cucrema — ————
Ynpagnenne %8 sysntpd [ craer [ neeesanverums
NporpamHoe obecneuskme % S [ craer [ nepesanverue

m 99 urandom_seed [ crapr | nereaanycrume

3aNMaHAPOBAKNbIE SARAHHA
Mowtuposanue paszence
Hacrpoitxa LED uhaxaLmu

Pesepsnos conuposse /Meper 3ATYCK MAKETOB U CY>K6 Nosib30BaTens, NPy BKAKOYEHWUN YCTPONCTBA

Nepesarpyska
Cets

; #Put your custom commands here that should be executed once
Buiru # the system init finished. By default this file does nothing

et

PucyHok 9.3.2 — OkHO gnsi pa3meLleHnst NoNb30BaTENbCKMX KOMaHA U NakeToB
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9.4. NnaHupoBaHue 3agaHnn

MnaHnpoBLUMK 3agay NO3BONSET MONb30BATEN0 NPY NMOMOLLM KOMaHA 3anyckaTb NpoLecchl B yKa3aH-
Hoe BpeMmsi ©6e3 Ballero CBOEro yyactusi. 910 No3BoNsAeT aBTOMaTU3NPOBaTh PErynspHO NOBTOPSIOLLNECS
npouecchl. [MNaHMpoBLUMK 3aday HacTpavMBaeTCs OYeHb MMOKO M MO3BOMSET aBTOMaTU3MpPOBaTh BbINOSI-
HEHMe MHOIMX NPOLIECCOB.

9.4.1. ABTopuayiTecb B web-uHTepdpelice poytepa. Bongnte B meHio «Cucteman, Boibepute BKraaky
«3annaHupoBaHHble 3apgaHusA» (PucyHok 9.4.2). B okHe cTpaHuLbl OTOOpaxalTcsa 3annaHupoBaHHbIE
3agaHus. [Nomumo aToro, Nonb3oBaTeNb MOXET 3anfiaHMpoBaTh HOBbIE 3adaHus. B Hawem npumepe Ha
pucyHke 9.4.1 8 okHe nnaHuposwiuka omobpaxaemcsi 3adaHue 0ns Wi-Fi modyns cessau poymepa, 3a-
nnaHuposaHHoe Hamu 8 1. 4.3. Hacmosiwezo «Pykogodcmeay.

AP205M1

Craryc

Cucrema 3armaHV|pOBaHHbIe 3ajaHunA

Cucrema
ynpasnenie

Nporpammoe obecneuenie
3arpysxa

W ——— 00 07 * * Mon, Tue, Wed, Thu. Fri /usr/bin/wifi_schedule sh start

MoHTUpOBanue pasaenos 00 18 * * Mon, Tue,Wed, Thu, Fri /usr/bin/wifi_schedule sh stop

Pe3epsHoe x
Nepesarpyska
Cepsuchbl

Cets

Boiitn

PucyHok 9.4.1 — OKHO C 3annaHnpoBaHHbIMK 3aaHnsaMK AN poyTepa

9.4.2. Cron (MnaHnpoBLUKK 3a4a4y) — nporpaMmma, MCnosnb3yroLascs 4na nepnogmyeckoro BbinosHe-
HWS1 3agaHun B onpegerneHHoe Bpems. Huxe, Ha pyucyHke 9.4.2 nokasaHa CTpyKTypa Cron-koMaHgpl.

= T ¥ ® T BbNONHAEMasR KOMaHAa

|
[ | | ----- leHe Hepenu (@ - 6) (BockpeceHbe =@ wnu =7)
[ | --==---- Mecay (1 - 12)

I fJene (1 - 31)

----------- Yac (@ - 23)

------------- MuuyTa (@ - 592)

PucyHok 9.4.2 — CTpykTypa cron-koMaHabl

Cron-koMaHga COCTOMT M3 LECTU 3HAYEeHMI pasfaeneHHbiX npobenamu. MNepBble NSATb 3HAYEHUN 3a-
JaT Bpems BbinonHeHns (MunyTa, Yac, [leHb, Mecau, [leHb Hegenun), B HAX MOXET HaxoauTbCst YMCIO,
CMUCOK Yncen pasgeneHHbiX 3anaTbiMu, Anana3oH Yicen, pasgeneHHbin geducom, cumeornsl ™ vnn /',
OcrTarnbHble CUMBOIbI, BXOASLLME B LUECTOE 3HAYEHUE MHTEPMNPETUPYIOTCS, KaK BbINONIHAEMasa KOMaHaa ¢
eé napameTtpamu. Huxe, B Tabnuue 1 npuBefeHbl NPUMeEpPbI Cron-koMaHz,

9.4.3. PaamecTtute B OkHe MHTepdeica, KomaHabl B doopmate crontab, koTopble OyaeT Bbi3biBaTb pPo-
yTep B onpedefieHHble BPEMEHHbIE NPOMEXyTku 1 Haxmute kHonky MPUMEHUTbL. Ytobbl oTMeHuTb
BBOJ 3adaHus ons ycTponctea, HaxmuTe kHonky CBPOCUTb. PaboTta komaHg HayHeTcst nocrne nepesa-
rpy3ku poyTtepa.

~ 88 ~



Web-untepdeiic poytepoB KROKS. HacTpoiika n ynpaenexue 20 aBrycta 2019r.

Tabnuvua 1 — lNMpumMepbl cron-komMaHp,

Mpumepbl KOMaHA OnucaHuve AeCTBMI BbINONTHAEMbIX KOMaHAOMN
30 7 * * * wifi up >/dev/null 2>&1 BkntoyeHue 6ecnposoaHon cetn Wi-Fi exxegHesHo B 7:30
0 19 * * * wifi down >/dev/null 2>&1 BobikntoueHne 6ecnposogHon cetn Wi-Fi exxeqHEBHO B KOHLE
paboyero gHsa (B 19 yacos)
30 7 * * * ifup modem1 >/dev/null 2>&1 BkntoyeHne mogema 1 exxegHeBHo B 7:30
019 * * * ifdown modem1 >/dev/null 2>&1 | BbikntoyeHne mogema 1 exxeagHeBHo B 19:00.
00 ***reboot >/dev/null 2>&1 ExxeqHeBHas nepesarpyska MogemMa B NofnHoYb

9.5. MoHTUMpOBaHue pasgenoB
lMogkntoyeHne OUCKOB U YCTPOWCTB B OCHOBHYHO (halfioBy0 CUCTEMY Ha3blBAETCH MOHTUMPOBAHMEM.
9.5.1. ABTopuayiiTecb B web-uHTepdpelice poytepa. Boriagnte B meHio «Cuctema» u Boibepute Bknaa-
Ky «MoHTMpOoBaHue pasgenoBy» (PucyHok 9.5.1).

AP205M1

Craryc

MoHTUpOBaHve pa3zenos

Cucrema

OCHOBHbI@ HaCTPOMKK
comam centa
HeussectHeiit swap

HewssecTusit pasaen

Cetb Hotplug swap pasgena v
Buiityn

Hotplug pasgena @

MpoeepKa GaRN0BLX CHCTEM NEPEA MOHTUDOBAHMEM

CMOHTMDOBBHHbIE pa3genbl

Daitnosan cucrema Touxa MONTHPOBANWA ABocrynuo
/dev/root from 0008 /500 MB 100% (5.00 M8)
tmpfs ftmp 60.27 MB / 61.24 MB 2% (988.00 KB)
Jdev/mtdblocks foverlay 5.75MB / 7.81 MB 26% (207 MB)
overlayfs:/overlay / S.75MB / 7.81 MB 26% (2.07 MB)
tmpfs [dev 512,00 KB / 51200 KB 0% (0.008)

PucyHok 9.5.1 — MoHTupoBaHue pasgenos

9.5.2. B pasgerne OCHOBHbIX HACTPOeK yCTaHaBfMBalOTCA NapamMeTpbl aBTOMaTUY4ECKOro MOHTUPOBa-
HWS pa3gernos 1 NPoBepku annoBon cucTeMbl Ha ownbkn nepes MOHTMpoBaHueM. Ecnn y nonb3oBaTte-
NS MOAKMNIOYEHO HOBOE YCTPOWCTBO, OH MOXET NEepeHecTn HACTPOMKN C BHELLHEro yCTPOWCTBA, Ha po-
yTep, HaxaB kHonky CO30ATb CONFIG. Huxe B okHe npvBeaeHbl CMOHTUPOBAHHbIE pa3fdenbl C ykasa-
H1eM hannoBom CUCTEMbI 1 KaTanora, K KOTOpomy 6bifio NPUCOeQUHEHO TO UITU MHOE YCTPOWCTBO.

9.5.3. YTo6bl NOAKMOYNTL BHELLHUA HOCUTENb MHGpopMauun K poyTepy HaxmuTe kHonky JJOBABUTD.
OTO NO3BONUT NOAKMYUTL HOCUTENDb MHOPMaLMKN B harinoBoe OKpyxeHue. [na pegaktupoBaHus noa-
KINIOYEHHbIX paHee Hocutenen nHgopmarmm - Haxxmute kHornky UBMEHUTD (PucyHok 9.5.2). Touka MoH-
TMPOBaHWS WCMONb3yeTCA ANs peanu3auum BO3MOXHOCTU AMHaMWYECKU MPUCOEAVHATL/OTCOEOUHSATD
pa3genbl BO BpeMsi paboTbl OnepauroHHOM CUCTEMbI YCTPONCTBA.
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AP205M1

Cratyc

Cucrema
Cucrema

Ynpasnewme

#MHOE OecneveHme

HacrpoRxa LED nwancaumn
Pe3epenoe xonuposanwe / Meper
Nepesarpyaxa

Cers

Bt

CMOHTMpPOBaHHbIe pa3gentl
Daitnosas cucrema Touxa MONTHPOBaNUA Aocrynio
/dev/root from 0.00 B/ 5.00 MB
tmpfs /tmp. 60.27 MB / 61.24 MB
/dev/mtdblocké Joveray S.75MB /7.81 MB
overlayfs:/overlay / S.75MB /781 MB
tmpfs /dev 512.00 KB / 512.00 KB

MOHTMpOBaHME pasaenos

Bunoueno Yerpoiceo Touxa MowTHpOBaNHA ®aitnosan cucrema

340c HE COROPXITCR HEOBXOINMSIE SHIUEHNA

[(===)

SWAP

Brmouewo

340Ch HE CORBPXITCA HEOBXOLIMEIE SHIYOHNA

=

20 aBrycta 2019r.

100% (5.00 M8)
2% (988.00 KB)
26% (2.07 MB)
26% (2.07 MB)
0% (0.00 B)

[ Kopews

COXPAHWTD Y NPUMEHWTL.

PucyHok 9.5.2 — OnpegeneHne TOYKM MOHTUPOBaHMWS

Nposepurs

9.5.4. B oTkpbiBweMcs okHe (PucyHok 9.5.3) Bo Bkrnagke OCHOBHbIe HAaCTPOMKK 3a4aeTCs yHUKanb-
HbIn ngeHtudpumkatop ycrpovctsa UUID, MeTtka. [Ins MOHTUPOBaHUA yCTPOMCTBA, MCNONb3Ys Ha3BaHue
ero pasgena, BolbvpaeTtcs YCTPOMCTBO LIENNKOM Un pa3fden ero aucka, sagaetcs nanka (Toyka MOH-
TUPOBAHMUA), K KOTOPOW MOHTMPYETCS pasaen YCTPOMCTBa. YCTaHaBNMBaeTCs «rarnovka» BKIoYarLas
Uy OTKNIoYaKLLas 3Ty TOYKY MOHTMPOBaHMA. Bo Bknaake [lononHUTenbHble HACTPOWKM 3a4aeTCs Tvn
arinoBov CUCTEMbI Y ONLUA MOHTUPOBAHUS.

AP205M1

Craryc

Cucrema

Cucrema

Ynpasnenue

MporpammHoe obecneveHue

3arpy3ka

3anAaHNpOBaHHLIE 33aHNA
Hacrpoitka LED unamkaumm
PesepeHoe konuposarme / I

Mepesarpyska

CeTtb

Buitn

Toukn MoOHTMpOBaHUA — HacTpowka pa3genos

Hacrtporika config danna fstab (/etc/config/fstab)

OcHoBHbIE HACTPORKM [ononHuTENLHBIE HACTPOMKM

3Ty TOUKY MOHTUD
UUID - Npoeepka no uuid — -

Merxa - NPOBepKa no metxe - v

YcrpoicTeo - NPoBepka no ycTpoicTay — v

Touka MoKTMpoeanua - Caenaitre ssiGop - v

HA3AT K OB30PY COXPAHUTD U MPUMEHUTD

CBEPOCUTb

PucyHok 9.5.3 — HacTtponka pa3genoB MOHTUPOBaHMUS

9.5.5. CMOHTUpOBaB (NOAKMNYMB HOCUTENMU MHOPMaLIMK) pa3fen B hannoBoe OKPYXeHUe, HaXMuTe
kHornky COXPAHUTb U NPUMEHUTb. Knonka COXPAHWUTb coxpaHsieT faHHble, HO NMPUMEHEHbI OHU
OyayT npu cnegyloLeM BKMoYeHMn poytepa. YTobbl OTMEHUTb OLWMBOYHO BBEAEHHbIE AaHHbIE, HAXXMUTE
kHornky CBPOCUTb. [1ns Bo3BpaTa K CN1CKy Touek MOHTUpoBaHusa Haxmute kHonky HA3AD K OB30PY.

9.5.6. B cnyyae, korga onepaTtvMBHOM NamMATV poyTepa He AOCTaTOYHO, HEUCMONb3yeMble AaHHbIe MO-
ryT ObITb BPEMEHHO MepeMeLleHbl B pasgen noAkayku, YTo NpvBedeT K yBenuyeHnto cBobGogHoro npo-
cTpaHcTBa onepatvBHon namstn (RAM). [Ons nogkntodeHust pasgena SWAP  Haxkmute KHOMKY
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OOBABWUTDb, ecnu xoTute M3aMeHUTb paHee AoOaBneHHbIM pasgen, Haxmute kHonky ABMEHUTDL (Pu-

CyHkn 9.5.2 n 9.5.4).

AP205M1

Craryc CMOHTMPOBaHHbIE pa3gensl
CHCTENa Daitnosan cuerema TouKa MOKTHpOBaNHA Bocrynuo
[deviroot Jrom 0.008/500 M8 100% (5.00 M8)
Cucrons
S0 tmpfs fmp 60.27 MB / 61.24 MB 2% (988.00 KB)
Yopetiansie /dev/midblocks Joverlay 5.75MB /781 M8 26% (2.07 MB)
Mporpanmoe oSecnevenme overlayfs:/overlay / 575MB/7.81 M8 26% (207 MB)
3arpyska tmpfs /dev $12.00 KB / 512.00 KB 0% (0.008)
3anna o 3a7ann
Hactpoiixa LED wsgmeacm i
Pesepasce konupoease / Meper oHIVpoBanNe pasnencs
Mepesarpyaa
o Brmoueso Yerpoircrso TouKa MOKTUPOBaNMA Qaitnosan cncrema O Kopesn Nposepurs
346¢H HE COTEPXITCH HEOBKOZAMIE IHIYHNS
Beitu
SWAP
RAM
RAM
Brmoueno Yerpoitcrso ;
: (—r—
I

CBPOCHTD

PucyHok 9.5.4 — lNepemelleHe Hencnonb3yeMbiX AaHHbIX B harn nogkavku

9.5.7. B oTkpbiBwemcsa okHe (PucyHok 9.5.5) Bo Bknagke OCHOBHble HAaCTPOWMKMU YyKaxuTe YCTpom-
CTBO, KOTOPOE UCMOMb3YeTCs Kak pa3fen nodkayku, BKIYMTE UMK BbIKITHOYNTE «ranovykon» BblGpaHHbIN
pasgen nogkadkn. Bo Bknagke [ononHUTenbHble HAaCTPOWKU YKaXUTE YHUKaNbHbIA MOEHTUUKATOP

yctpovictea UUID n MeTky.

AP205M1

Cratyc

Cucrema

Cucrema

Ynpasnexue

MporpammHoe obecnevenme

3arpyska

3annaxnpoBanHbIe 3a83aHNA
Hacrpoika LED wrHgukauumn
Pe3sepsHoe xonuposakue / MNepe
Mepe3sarpyska

Cetb

Bl

Toukn MOHTUpPOBaHUA — Hactpownka Swap

Hactpowka config ¢panna fstab (/etc/config/fstab)

OcHOBHbIe HACTPONKK | [LONOAHWTENLHBIE HACTPONKA
BxarouuTs 3TOT pasgen noakauku

Ycrponcreo

HA3AL K OB30PY

COXPAHUTD U NPUMEHWUTD COXPAHU

Tt CBPOCUTb

PucyHok 9.5.5 — YcTaHoBKa pasgerna noakayku

9.5.8. YT0ObLI NpousBedeHHble W3MeHeHust BCTYyNWnM B cuny, Haxmute kHonky COXPAHUTb U
NMPUMEHUTbL. KHonka COXPAHUTDbL coxpaHsieT gaHHble, HO NPUMEHEHbI OHU ByayT nNpu criegyloLem
BKITIOYEHUN poyTepa. YTobbl OTMEHMTL OLWIMBOYHO BBEAEHHbIE AaHHbIE, HAaXMUTe kHonky CBPOCUTD.

Mpumeyanune — Ncnonb3oBaHne SWAP-pasgena nossonseT poytepy paboTtatb ¢ 6onblummmn obbema-
MW MHopMaLmn (NoBbiWaeT CTabUNBHOCTL), HO TaK Kak pas3gen HaxoauTcs Ha pu3nyeckoMm HocuTene
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WHdopMaUMM He npeaHa3Ha4YeHHOM B PONM OMepaTMBHOM NamsATW, 3TM onepauun OyayT 3aHUMaTb
OonbLlee Bpems.

9.6. YnpaBneHue LED nHgukauuven poytepa

[ns BM3yanbHOro KOHTPONS U ObICTPON OLEHKM NapameTpoB paboTbl poyTepa M ero oTaesibHbIX CO-
cTaBnsioWmx (Moaembl, 6ecnpoBogHas CeTb U T.M.) NOMb30BaTENb MOXET HAaCTPOUTb CBETOONOOHYIO UH-
AnKaLmio.

9.6.1. ABTOpU3ynTecb B web-nHTepderice poytepa. Bongute B MmeHio «Cucrtema» v BoibepuTe Bknag-
Ky «Hactpomnka LED nHaukauumn» (PucyHok 9.6.1).

AP205M1

Cratyc Hactpowka LED nHaukaumm

LED

Cucrema

Wnan wifi

W LED 3p205m1-greenw

HauansHoe cocroanme

Haswauurs  netdev
Cetb Yerpoicrao Wiand

Pexium pabotel ¥ Mogemouenve ¥ Mepegaua ¥ Mpuém

Beintu

PucyHok 9.6.1 — UHTepdelic HacTpolikn LED nHankaumm poytepa

9.6.2. [Ina HacCTpoKikM CBETOANOLAHOM MHANKALUMK:

o ykaxuTe UmaA (gaTtb HasBaHue) cBoen HacTponkn LED nhankauum;

e BbIbepuTe 13 Bbinagatouwlero cnucka Uma LED, nHavkatop, koTopbim OyaeTte ynpaenatb. [Jo-
cTynHble ang ynpasnenuns LED wHgmkatopbl: 8 Hawewm nipumepe ap205m1i:green:wifi (LED-
uHAukamop 6ecriposodHoz20 COeOUHEHUS), ap205m1:green:modemf "
ap205m1:green:modem?2 (LED-uHdukamopbi Modemos);

MpumeyaHne — HassaHune LED-vHaukaTopa ykasbiBaeTcs B dopmaTe: modesb ycmpolcmea:ueem
ceeyeHUs :hyHKUUsT 0bopydoeaHUusi.

e yCTaHOBUTE HavanbHoe cocTosiHMe BbibpaHHoro LED wnHamkatopa. (BkntoveHo / Bbikniove-
HO);

e HasHaybTe yCrnoBus, Npu KOTopbix OyaeT npoussoautecs LED unankaums. MNpu nogknoveHun
ceTeBbIx ycTponcTts (netdev), npu nogkntodeHun Kk LAN mnn WAN noptam ycTponcTtsa
(switch0), no Tanmepy (timer) unu Bcerga BkntoyeHo (defaulton).

e BbIbepuTe ycTponcTBO, paboTy koToporo Oyaet otcnexueatb LED-uHOukaTop 1 pexum pa-
60TbI BbIGpaHHOrO yCTPONCTBA.

9.6.3. 3aBepluMB HACTPOWKM CBETOAMOAHOM WHAWMKALMK, Haxmute kHonky COXPAHUTbL U
NMPUMEHUTb. KHonka COXPAHUTb coxpaHsieT gaHHble, HO MPUMEHEHbI OHWM ByayT Npu cregyroLem
BKIMOYEHUN poyTepa. YToObl OTMEHUTb OWMOOYHO BBEAEHHbIE AaHHble, HaxmuTe kHonky CBPOCUTb.
[nsa co3gaHusa HOBOW HACTPOMKN CBETOANOOHON UHAUKaumK, Haxxmute kHonky IOBABUTDL v cosgaiite B
HOBOM OKHe HOBYIO HaCTPOWKY C HOBbIM HasBaHueM. [1na yaaneHus cywecTBYIOLEN HAaCTPOMKM, HaXMU-
Te kHonky YOAIUTD.
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9.7. Pe3epBHOEe KonnpoBaHue

PesepBHOE KOMMpOBaHWE CRYXWT AMs CO34aHUsA pe3epBHbIX KOMWMW, NpedHasHavyeHHbIX AN BOCCTa-
HOBJIIEHNS1 HACTPOEK U AaHHbIX Ha poyTepe, Bo3BpaTa (oTkaTa) K npeabigyLmM napameTpam M HacTpou-
KaM WUInm nepeHoce HacTpoek Ha apyroe nogobHoe obopyaoBaHue.

9.7.1. ABTOopuayiTecb B web-uHTepdpelice poytepa. Boriante B meHo «Cuctema» u BolbepuTe Bknaa-

Ky «Pe3epBHoe konupoBaHue / MNepenpowmnska», (PrucyHok 9.7.1).

BHumaHue! Bcerga cosgaBaiiTe pe3epBHYH KOMWIO HACTPOEK M YCTaHOBOK poyTepa nepen o6HOBe-
HMEM CUCTEeMbl UM BHECEHUEM KaKUX-NTNBO U3MEHEHWIA.

AP205M1

Cratyc

Onepauumm ¢ NpoLIMBKON

Cucrema

Deicrenn  Hactpomka config daina

Pe3epBHoOe KONupoBaHue

3arpyaurs pesepenyio konuo: [RESEII Y

BoccraHoBneHue

Cetb COPOCUTS Ha MaveHna no |
YMOAUBHMIG:

BoccranosuTs pesepenyio konwo: | BuGepute bain | Gaiin we ssGpan

Beintn

YcTaHOBUTb HOBbIN 06pa3 NPOWUBKK

CoxpanyTs HacTpoiu: ¥

Obpas: | Bubepure dbaitn | Gaitn e esibpan YCTAHOBHTD...

PucyHok 9.7.1 — Onepauumm ¢ NpoLnBKON poyTepa

9.7.2. Ytobbl co3gaTb pe3epBHY0 KONUI0 C AENCTBYIOLWUMUN HAacTponkamu HaxkmuTe kHornky CO30ATb
APXMUB. B oTKpbIBLLEMCS OKHE CO3JanTe OUPEKTOPUIO, B KOTOPOW ByAyT XpaHMTbCS pe3epBHble KoMK U
HaXmMuTe KHoMky CoxpaHuUTb.

MpumeyaHne — daiinbl pe3epBHbIX KOMWUI COXpaHSATCs B hopmaTte: pesepsHasi Konusi - UMsS Xxocma
(o6opydoeaHusi) — dama co3daHus konuu, Hanpumep backup-AP205M1-2018-10-12.tar.gz.

9.7.3. [Ina BocCcTaHOBNEHUA HAaCTpOeK MW Bo3BpaTa (oTkaTta) K npeablayLiMM HacTponkam poyTepa,
3arpysuTe paHee Co3daHHyl pe3epBHYK konuto. [1na aToro HaxmuTe KHonky BbiGepuTe chawmn, 1, Bbl-
OpaB hbann 13 AMPEeKTopuM, B KOTOPOWN XPaHATCA pe3epBHbIEe KOMUKU, HaXkmnte kHonky OTKpbITb. B cTpo-
Ke nosiBUTCS ums channa pesepBHON Konuu, 3arpyaute ee, HaxkaB Ha kHornky, 3AFPY3KA APXUBA.

Mpumeyanune. Takum o6pasom, 3arpykasi Pe3epBHYH KOMUIO C YCTAHOBIEHHbIMW nNapaMeTpamu
HaCTPOEeK, MOXXHO MPOU3BECTU ObICTPYIO HACTPOWKY aHarorM4YHoro poyTepa.

9.7.4. Ina cbpoca HacTpoek poyTepa K 3aBOACKMM HacTpoykam, Haxmute kHonky BbIMOJIHUTb
CBPOC.

9.7.5. Tlpn HEBO3MOXHOCTW aBTOMAaTMYECKOrO OOHOBMEHUS BEPCUM MPOLUMBKU YCTPOWCTBA, (Hanpwu-
Mep, B criyyae, ecnv yctaHoBrneHHoe MO He nogaepxuBaeT aBToMaTu4eckoe OOHOBMNEHUE), HEOOXOAMMO
Npon3BeCcT OOHOBMNEHUS MPOLUNBKU BPY4YHYHD. [0S 3TOro coxpaHuTe Ha KOMMbOTEPE COBMECTUMBINA 06-
pa3 npowwuBkn (sysupgrade-coBmecTuMbin obpa3s). [nsa 3arpy3km obpasa HaxmuTe kHOMKy BbibepuTte
chann, u, BbIOpaB U3 ANPEKTOPUN, B KOTOPOW XPaHATCA 0Opasbl NPOLUMBOK, HAXMUTE KHOMKY OTKPbITh. B
CTpOKe MosIBUTCH UMS charna obpasa NpoLLMBKKU, YCTAHOBUTE ee, Haxae Ha kHonky YCTAHOBWUTD. [ns
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COXpaHeHnA BCeX CyLLECTBYOLNX HACTPOEK NapamMmeTpoB poyTepa, nepen YCTaHOBKOVI obpasa npoLunBKM
NoCTaBbTe rayio4ky HanpoTue onunn CoXpaHNUTb HaCTPOMKMU.

ﬂgmmeanme - I'Iepeu npoesegeHnem ornepauun no 3aMmeHe nNpownBkny, npeaBapuUTesibHO cospante pe-
3EPBHYIO KOMUIKO HacTpoek.

9.8. Nepe3arpy3ka poyTepa

MpoussecTn nepesarpysky poyrepa MOXHO HECKOMNbKUMK crocobamu:

e  OTKIIOYMTb BIIOK NUTAHUSA poyTepa OT PO3ETKM MEKTPUYECKON CETH;

e HaxaTb Ha KHomKy cbpoca Reset.
B cny4ae, korga poytep 1 ero 610k nuTaHna ouanyeckn HegoCTynHbI (POyTEP HaxXoAUTCS BHE MOMe-
LLIeHNs, B KOTOPOM HaxoamMTcs norb3oBaTenb, MMB0 nonb3oBaTenb 3axoAuT B web-uHTepdenc poyte-
pa, Mcnonb3ys NPOTOKOMbl yAarneHHoro goctyna w T.n.) NPOM3BOAMTCA MporpaMMmHas nepesarpyska
YCTPOWCTBA.
9.8.1. ABTOopuayiiTecb B wWeb-uHTepdpelice poytepa. Borignte B meHio «Cuctema» u Boibepute Bknaa-
Ky «[Mepe3arpy3ska» n HaxxmuTe kHonky BbIMOJIHUTb NMEPE3AIPY3KY (PucyHok 9.8.1). PoyTep Gy-
OeT nepesarpyxeH.

AP205M1

Craryc
Mepe3arpy3ka

MporpamMmHan nepesarpy3ka Baluero yCTpOMCTEa, T.e. BeiNOAHUTE KOMaHay 'reboot’.

Cucrema

Cucrema

Ynpasaenne
= | BbINONHATDL NEPE3ATPY3KY |
Mporpammmoe obecnevenne

3arpy3xa

3annanmposanmsie 3a2ANNA
MoHTUpOBaHue Pasaencs
Hactpoiixa LED unavxaunn
Pesepsnoe xonuposanme / MNepe

Cets

Buinitn

PucyHok 9.8.1 — lNporpammHas nepesarpyska poytepa
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10. MEHIO COCTOAHUA CUCTEMbI POYTEPA

10.1. CBogHas nHcdopmaumsa o cucteme
10.1.1. AsTopusyntecb B web-nHTepderice poytepa. Borante B meHio «CtaTtyc» n BbibepuTte Bknaa-
Ky «0630p», (PucyHok 10.1.1).

Cratyc

Cucrema

Wima xocta AP205M1
Mogenrs KROKS AP205M1
Apxurextypa MediaTek MT7620A ver:2 eco:6
Bepcua npownexu KROKS 18.06.1 r7258-5eb055306f / LuCl openwrt-18.06 branch (git-18.228.31946-164b152)
Bepcua agpa 41463
: Aaa w epeua Tue Oct 16 07:49:20 2018
Cucrema .
Bpea paotsl 2d 19h 35m d6s
CeTb Cpegran sarpysxa 398,232,212

Beintn
OnepatusHas namate (RAM)

Beero gocrynuo I 20 << (6%
Caosommo I -0 < 52
Bydepuanposaro I 4920 <6 /125420 6 (3%)

Pazgen nogkauku (Swap)
Beero gocrynwo 624806/ 62460 K6 (100%) |
[ B850/ 62450 K6 (100%)

CeoSoaro

PucyHok 10.1.1 — CBogHas nHgopmaumsa o cucteme poyrepa

B naHHOM okHe cobpaHa B Tabnuuax Bca nogpobHasi MHopmaumnsa 0 COCTOSHMM Ballero poyrepa.

¢ CucrtemHas nHdopmaumsa B Tabnuue Cuctema (HasBaHue poyTepa M ero mogenb, Bepcun sgpa
W NPOLUUBKKM, AaTa, BPEMS U T.N.).

¢ CBegeHus o coctossHMM onepaTuBHon namaTy (RAM).

e CocTosiHMe pasgena nogkauku (Swap);

e CaovicTBa ceTeBbIx nMogknto4veHun npotokonos IPv4 n IPv6 (npotokon, agpec, macka ceTw,
LUM03 U T.1.).

e [MapameTpbl DHCP apeHabl IP-agpecoB nogkntoveHHbIx knneHToB ¢ MAC-agpecamu.

e CocrogaHue 6ecnpoBogHbix Wi-Fi coeguHeHnii (Tun nogkntoyeHue, UCnonb3yembll KaHan, pe-
XUM, TUN WdpPoBaHNS U T.1.).

e CBoViCTBa NOAKNOYEHHbIX KNUMeHTOoB k GecnposogHon cetn Wi-fi (Ha3saHue ceten, MAC-
agpeca, CKOpocTb nNpyema/nepegayv n T.n.).

e CoctosHne MWAN umHTepcpencoB co3gaHHbIX 1 CyLLECTBYIOLLMX.

10.2. PunbTpayma Tpadmka u c60p CTaTUCTUUYECKUX JaHHbIX

CpenctBom dmnbTpauumn npoxogswlero Tpaduka ceTeBoro Tpadumka ABMASETCA MEXCETEBON 3KpaH.
dunbTpaums OCYLLECTBNAETCA B COOTBETCTBMM C YCTAHOBMEHHbIMW MOMUTUKaAMKU (napameTpamu)
HaCTPOWMKM MEXCEeTEBOro aKkpaHa.

10.2.1. ABTOpU3yrTecb B web-uHTepdence poytepa. Bongute B meHio «Ctatyc» u BoibepuTe BKNagky

«MexceTteBom akpaH» (PucyHok 10.2.1).

10.2.2. CocTosiHME MeXCeTeBOro skpaHa M CTaTUCTUYECKME OaHHble CEeTeBbIX MOAKIIOYEHUA MOXHO
paccMoTpeTb B Tabnuvuax:

e Tabnuua Filter npegHasHayeHa onsa punbTpauum Tpadmka, TO eCTb paspeLleHns 1 3anpeLLeHns
NMakeToB U coeguHeHun. Tabnuua cogepXuT uenovkn obpaboTkm n omnbTpauumn Tpadmka nocTy-
natowero HenocpeacTeeHHo k xocTy (INPUT), TpaHauTHoro Tpaduka (FORWARD) 1 ncxopsie-
ro Tpacpmka (OUTPUT).

e Tabnuua NAT npepHasHaveHa ana onepauun stateful-npeobpasoBaHunst ceTeBbIX agpecoB U
nopToB obpabaTbiBaeMbIX NAKETOB.
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e Tabruua Mangle npegHasHayeHa onsa onepauyin no KnaccudmKauum n MapKkMpoBKE MaKkeToB U
COeMHEHUN, a Takke MoandMKaLnM 3arofioBKOB MNaKeToB.
e Tabnuua RAW npegHasHayaeTcs s ICXOAHOW 3arpy3kn 1 MPOBEPKM OaHHbIX.
10.2.3. [Nocne BHeCEHUIO U3MEHEHWI B NapameTpbl (MOMUTUKN) MEXCETEBOrO 3KpaHa, HaXMUTE KHOMKY
NMEPE3AMNYCTUTb MEXCETEBOW 3KPAH. [Insi 06HyneHus cTaTUCTUYEeCKMX AaHHbIX M Hadana cbopa
HOBBbIX, HaXxxMuTe kHornky CBPOCUTb CHETHYUKN.

AP205M1

Craryc
o CoCTOAHME MEXCETEBOrO 3KpaHa
Mexcereeot xpan IPud  Mexceresoi skpan IPv6
T
CucTemusin XypHan y
» Tabauua: Filter CEPOCTL CHETUMKW  MEPE3AMYCTUT MEXCETEBOV SKPAH
ypHan aapa
Npoyecce!
Mpadwxin & peansiom speme Uenouka /NPUT (Monutuka: ACCEPT, Naketei: 0, Tpaduk: 0.00 B)
Banarcuposka WAN Tpadux Maxeros Tpagmx Hasuavenvie npor. B Bue Vcrounm Hanpasnewie Onum
140898 1344 M8 ACCEPT s lo . 000070 0000/0 103
Cucrema 204163 2392M8 input_rule all 000070 000.0/0 /" thw3: Custom input rule chain */
¢ 144348 1964 M8 ACCEPT sl 0000/0 0000/0 ctstate RELATED, ESTABLISHED /* w3 */
€Th 322 17.40K8 sy flcod tp 0000/0 0000/0 tep flags0x17/0x02 /* 3 */
39747 263MB z0ns lan ingut al bran 000070 0000/0 13
20068 166 MB 2ome_wan input s etho2 0000/ 0000/0 /63
Bointu 0 0008 Zzone_wan_input ol wwanl 0.0.00/0 0.0.00/0 w3y
Lenouka FORWARD (Moautuka: DROP, Naketsi: 0, Tpaduk: 0.00 B)
Maxeros Tpadmx Hasuauenme npor. 5 Bue Vcrousm Hanpagnesne Onuwm
12516 435M8 forwarding_rule ol . . 000070 0000/0 /7 1w3: Custom forwarding rule chain */
11963 431me ACCEPT ol 0000/0 0000/0 ctstate RELATED,ESTABLISHED /* tiw3 */
553 4126K8 zone lon forwsrd all brdan 000070 0000/ w3
0 0008 zone_van forvard all 2tho2 0000/0 0000/ rifa
0 0008 zone_an forward ol wowan! 0000/0 0000/0 rifw3
0 0008 risct all . 000070 0000/0 rifa3
Llenouka OUTPUT (Monwtuka: ACCEPT, Naketei: 0, Tpaduk: 0.00 B)
Maxeros Tpagux Haswavenme npor. B e VcTousmc Hanpagnexve Omum
150908 1351 M8 ACCEPT all . lo 0000/ 0000/ w3
155941 3105ME output_ rule all . 0000/0 0000/0 1" 1w Custom output rule chain */
88705 2%37M8 ACCEPT all 0000/0 0000/0 ctstate RELATED,ESTABLISHED /* 13/
15 2268 zone Jon_outeut all * bl 0000/0 0000/0 Iy
ss451 asaup al - 202 annom an0om i3

PucyHok 10.2.1 — Tabnuubl ceTeBOro akpaHa u CTaTUCTUYECKNE AaHHbIe

10.3. Tabnuubl MapLIpyTU3aLmm

Mapu.lpmisaLu/lﬂ 9TO npouecc onpeneneHna MmapLlipyrta cnegoBaHna OaHHbIX B CETU.

10.3.1. ABTOpU3yNTECH B Web-uHTepdelce poytepa. BorignTe B MeHo «CTtaTtyc» u BbibepuTe BKNagky

«MapuwpyTtbi» (PucyHok 10.3.1).

AP205M1

Craryc M
apuwpyTel
Mexcetego skpan )
CACTeMHBI XyPHan
ARP
KypHan agpa
Pnoyseckt 1Pv4-agpec MAC-agpec Wnrepdeiic
192.168.1.191 00:0C:43:47:05:50 lan
TPadwxy B peansHom Bpeme
192.168.1.221 8CTOSAAAFIT2 lan
Bansicuposias W/ 1patie 192.168.1.114 FO79:6083B1:F3 lan
Cucrema 192.168.132.140 80:3F5D0AS0FS wan
192.168.1322 E48D:8C:8876:01 wan
Cem 192.168.132.141 00:0C:43:47:05:50 wan
192.168.1.236 18:227EC3:44F9 lan
192.168.132.149 C8BC:CBIFSBDI wan
Boiiatn 192.168.132.160 00:0C:43:47:05:06 wan
192.168.132.162 2C337A69CDC3 wan
192.168.132.158 D4BEDY:AF89:45 wan
Active IPv4-mapupyTbl
Cemrs Hasuauenme 1Pv4-waros Merpuxa Tanuua
wan 0000/0 1921681322 (] 1
loopback 0000/0 192.168.1.1 0 main
wan 0000/0 192.168.132.2 1 main
lan 192.168.1.0/24 - o main
wan 192.168.132.0/24 1 main

PucyHok 10.3.1 — Tabnuupl MapLupyToB

10.3.2. B Tabnunuax mapLipyToB yKka3biBaeTCs:
o |P-appec ceTu unu yana HasHa4YeHus;
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Macka CeTu! HasHayYeHus;
wnto3, 0603HavalWmn agpec MapLupyTu3aTopa B CETU Ha KOTOPbIN HEOBXOAMMO OTMNpaBUTb
naker;

MAC-agpec NoaKMYEHHbIX K poyTepy YCTPOMNCTB;

MeTpMKa, 3ajatoLlasi NPeanoYTUTENbHOCTL MapLUpyTa CBOUM YMCOBLIM 3HAYEHMEM.

10.4. XXypHanbl co6biTUN
CuctemHbIN XXypHan ()kypHan cobbiTuin) coaepXut nHdopmaumio 06 OCHOBHbLIX COBLITUAX, BO3HUKAIO-
LWMX B OMNepaLuoHHON cucTteme poytepa B pesyrnbrate paboTbl, Kak CamMOW CUCTEMbI, TaK U pPasfnmyHbIX

nporpamMm.

HeobxoaumocTb BeAEHUsI Takoro XypHana 06ycn03neHa TéM, YTO aAMUHNCTPATOpP U Nosb-

30BaTenb Npu BO3HWKHOBEHMM cO0eB B paboTe poyTepa MOryT MOCMOTPETb XypHan v, aHanuanpys 3anu-
CW, BbISIBUTb NPUYNHY HecTabunbHow paboThbl.
10.4.1. ABTopusyntecb B web-uHtepderice poytepa. Bonagute B meHio «Ctatyc» n BblbepuTte BKnaa-
Ky «CuctemMHbIn XxypHan» (PvucyHok 10.4.1).

Crartyc

Ban,

Certs

Tpadxia & peanshon

Cucrema

CucTeMHbBIN XypHan

PucyHok 10.4.1 — CuctemMHbIN XypHan poyTtepa

10.4.2. 3annck 0 cobbITUM B CUCTEMHOM XypHarne BKIoYaeT B cebsi:

naeHTUdMKaTop cobbITUSN;

TUN 1 KaTeropuio cobbITUN;

MacCuB CTPOK;

JONOMHUTENbHbIE, cneUndUYHbIe ANA COBLITUSA AaHHbIE.

D,OCTVIFHyB MaKkcuMmMarnibHO AonyCTUMOro pasmepa, CUCTEMHbBIN XypHan ygoandet ctapble cobbITuS, ne-
pes3anuncbiBad Ha X MeCTo HOBbIE.

MpumeyaHue — Pasmep CMCTEMHOrO XypHana, ypoBeHb 3anvcu cobbITUIA U Apyrve napameTpbl 3agan-
Te B cooTBeTCTBUM C N.1.4.2. HacTosiwero «PykoBoacTeay.

10.4.3. XypHan sagpa cogepXxut cooblueHns 1 npeaynpexaeHns, KoTopble MOryT GbiTb NOMe3Hbl Npu
yCTpaHeHu owmnMBoK MOAynen BCTPOEHHbIX B A4P0.

Y1066l NpoaHanuanpoBaTtb COOLITUA B XypHane siapa, aBTopusyntecb B web-uHtepdpence poytepa.
BorignTe B MeHto «Ctatyc» 1 BbibepuTe Bknaaky «XKypHan sgpa» (PucyHok 10.4.2).
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AP205M1

Craryc
- XKypHan agpa

Mexceresoi pan

Mapuwpyrst

CuCTeMMBIR XypHaN

T

Npoueccu

TpaduvKy 8 PeaNsHOM Bpeme

Banancuposxa WAN Tpadmx

Cucrema

Cets

Buivtu

PucyHok 10.4.2 — XypHan sagpa

10.5. lucneTtyep npoLeccoB CUCTEMbI poyTepa
10.5.1. AsTopusyntecb B web-uHTepdence poytepa. Bovagute B pasgen «Crtatyc» u Bbibepute
Bkragky «Mpoueccobi» (PucyHok 10.5.1).

AP205M1

Craryc n
oo pouecchbl
Mexcereso skpau
Mapupyms
CucTemmbii xypHan
PID  Monssosarens Komanga 3arpyaxa LN (%) namaT (%)
Xypwan agpa
1 root Jsbin/procd 0% 1% [ nepeaanvervme | [ 3
Mpoueccs:
Tpaduxw 8 peansom spewie 2 root Ikthreadd] 0% 0% [ nepesanveTums | [ 34
ERcmoRct WAN Trebeg 7 root [ksoftirad/0] 0% 0% [ nepesanveTume | [ 3486
Cucrema :
20 root {oom_reaper] 0% 0% ‘ MEPE3ATTYCTUTH ‘ ‘ 3ABE!
Cetb
144 root {kswapd0) 0% 0% | nePesanycTUTL | | 38BEPUMTS |
. 241 root [spi0) 0% 0% | nepesanycTuTy | | 3a8E
Bt
406 root [#f52_ged_mtd6) 0% 0% | nepesanverumy | | 3a8e
492 root Jsbin/ubusd 0% 1% [ nepesanycrums | [ 34
510 root Jsbin/askfirst Jusr/libexec/login.sh 0% 1% [ nepesanverums | | a8 NbHO 3ABEPUMTS |
1045 root Jusr/lib/qmi-proxy 0% 5% | nepeanyervms | ‘ 3 5HO 3ABEPUMTS |
1309 root Jsbin/logd -S 64 0% 1% | mepesanycTum | | 3asePum | LHO 3ABEPUMTS |
1340 root Jsbin/rpcd 0% 1% | nepesanycTuTe | | 3asEPumTs | | nPwHyaMTENSHO 3ABEPUMTS |
1937 root [sbin/netifd 0% 1% | nepeaanycTvTy | | 3aBEPWMTS | | NPUHYDUTENSHO 3ABEPUMTS |
udhcpe -p /var/run/udhcpc-eth0.2.pid -5
2110 root Jlib/netif/dhcp.script -f -t 0 -i eth0.2 -x 0% 1% \ NEPE3ATYCTUTL | [ 3ABEPUMTE | [ NPUHYIMTENSHO 3ABEPUMTS |
hostname:AP205M1 -C -0 121 —
Just/sbin/dnsmasq -C y
2619 dnsmasq varfetc/dnsmasa.conf.cfg01411c -k -x 0% 1% [ mepeaanycTum | [ 3aBEPWMTS | [ nPHYBTENGHO 3aBEPUMTS |
varjrun/dnsmasa/dnsmasa.cfg01411c.pid

PucyHok 10.5.1 — [lucneTtyep npoLeccos

10.5.2. B okHe gucnetyepa ynpaBneHusi oTobpaxkaeTcsl CNMUCOK BCEX 3anyLLeHHbIX MPOLLEeCCOB B CU-
cteme. Cnncok BknovaeT B cebsa nHopmaumnio 0 Nonb3oBaTensx, CBeAeHNs O 3arpy3ke npoweccopa u
MCMONb30BaHUN MaMATU YCTPOMCTBA TemM wnu MHbIM npoueccom. KHonkamu TMEPE3AMYCTUTD,
3ABEPWAUTb unu NMPUHYOUTEJNIbHO 3ABEPLUUTDb nonb3oBatenbs MOXET ynpaBnaTb npoueccamm
CUCTEMBI.

10.6. NMpounsBoanNTENbHOCTbL CUCTEMbI U €€ KOMIMOHEHTOB

Ob6wasn craTucTVKa NPOM3BOAMTENBHOCTA CUCTEMbI MOXET OToOpaxkaTbCcs B (hopme rpacpukoB nsme-
HSIIOLLIMXCS B pearibHOM BPEMEHM.
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10.6.1. ABTopu3ynTtecb B web-uHTepdence poytepa. Bovagute B pasgen «Cratyc» u Bbibepute
Bknagky «lpaduku B peanbHoMm BpemeHu» (PucyHok 10.6.1). Bo Bknagke 3arpy3ka, B OkHe C AucC-
KpeTHOCTbio 0BHOBNEHMS B 3 cekyHabl OyayT oTobpaxaTtbcs rpadvkn 3arpy3ku cuctemMsl. PasHoUBETHbI-
MW KPUBBLIMKU Ha rpadpmke 3arpy3ku OyayT oTobpakaTbCsl ycpeaHEeHHasi 3arpy3ka cuctembl nocrnegxuve 1,
5 1 15 MuHyT. Hnke rpaduka GygeT ykazaHa cpeaHsist U NMkoBas 3arpy3ku CUCTEMBI.

AP205M1
Craryc “ Tpagux  Wi-Fi  Coegumenun
0O630p

M 3arpyska B peaibHOM BpeMeH#u
MapuipyTe: am I
CcTemsbiR XypHan
KypHan agpa

Mpoueccst

Tpaducu 8 peansHos spemd
Banascuposxa WAN Tpadmx

Cucrema

Cetb

Beity (4 MiaryTroe OKi0, 3 Coryrare wHTepBA)
3arpysxa 3a 1 muwyry: 172 Cpeguan: 176 Nuxosas: 285
xasa s 3 156 Cpegunn: 157 Muxosan: 165
3arpyaka 33 15 mumyT: 093 Cpegunn: 093 MNukosan: 094

PucyHok 10.6.1 — Mpadpumk 3arpysku cuctemol

10.6.2. B gononHuTeneHow Bknagke «Tpaduk», B OKHE C ANCKPETHOCTLIO OOHOBMEHNSI B 3 CEKYHAPI,

pasHOLBETHbLIMU KpMBLIMK ByayT oToBpaxaTbcs rpacmky Ucxoasiuero u Bxoasiero Tpacguka (Pucy-
Hok 10.6.2).

AP205M1
Cratyc 3arpys«a Q Wi-fi  Coeganenma
O6aop
— Tpadwuk B peanbHOM BpemeHu

Mapuspyre! brlan  ethd  ethD.d  eth02  wian0 wwan0  wwanl

CHCTeMHBIA XyPHaA v n m 1
Xypwan sapa

Mpoyeccel BUD eButle (75 eSi

Tpaduxw & peanshom speme

Banarcupoexa WAN tpadux
Cucrema

Cetb

Beiwtn

(4 smyrrioe 0x0n0, 3 cexymarniit wrepean)

Bxopawpwit: 8.26 x6ut/c Cpeawna: 6.94 kbur/c Muxosan: 114.25 kbur/c
(1.03 kB/c) (0.87 xB/c) (14.28 xB/c)
Vicxopaumit: 15.78 k6ur/c Cpeguan: 3021 k6mr/c Muxosas: 42531 x6ur/c

(1.97 xB/c) (3.78 xb/c) (53.16 xB/c)

PucyHok 10.6.2 — 'padhmk Tpadhmka B pearnbHOM BPEMEHU

10.6.3. Bo Bknagke «Wi-Fi», B OkHe C ONCKPETHOCTbIO OOHOBIEHWS B 3 CEKyHAbl, pasHOLBETHLIMU
KpmBbIMM ByayT oTobpaxaTbcsi rpadukmM ckopocTn GecnpoBOAHON nepepayn curHana v ero MOLLHOCTM
(PvcyHok 10.6.3). Hwke rpacomkoB ykasaHbl MIHOBEHHbIE, MUKOBbIE N YCPEOHEHHbIE 3HAYEHUSA CKOPOCTU
nepegayvv gaHHbIX, MOLLHOCTU CUrHana v wyma.
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pea

Jarpysxa Tplonemneum

BecnpoBogHas ceTb B peaibHOM BpeMeHM

wlan0

5m am m m m

o 25
VY 15

20 )5

(5 MsweyTioe 0, 3 cexyraest wmepras)|

Curvan: -69 25w (SNR 186 46) Cpepunn: -69 4B (SNR 185 26) Mixosan: -59 aB (SNR 196 45)
Wyw: -255 26m Cpeaunn: -255 2Bm Nixosan: -255 abm

™ 3 20 1m

35 Mg

17 Martic

(5 w0 0K, 3 Cenymariit wrepean)

Cxopocrs: 32 Méur/c Cpeguas: 33 Mowr/c Muxosas: 56 M6ur/c

PucyHok 10.6.3 — Npacmk nepenaym aaHHbix no 6ecnpoBogHbiM ceTsim Wi-Fi

10.6.4. B cnepgyowen Bknagke «CoeAnHeHUA», B OKHE C ONCKPETHOCTbIO OOHOBNEHMS B 3 CEKyHAb!
pasHoLBETHbIMW KpMBbIMU ByayT oTOOpaKaTbCs BCe aKTUBHbIE ceTeBble coeanHeHns (PucyHok 10.6.4).

Hwxe rpadmka pacnonoxeHa tabnuua, cogepxallas CnuMcok BCEX aKTUBHbIX HA AaHHbIA MOMEHT ce-
TEBbIX COEAMHEHUN.

T

CoegnHeHus B peanbHOM BpeMeHn

CTP3HMUA COARPXT CIMCOK BCEX AKTMEKLIX Ha A3HHAIR MOMENT CETEBRIX COBAMHENMIL

AKTVBHbIE COEAVHEHNA

am am m m n

(5 MmyToe ckn0, 3 cexymamis verrepeas)

Uop: Cpeanns: 57 Mikosan: 79
TcP: 9 Cpepuss: 8 Mukosan: 1
Bpyrwe: 12 Cpeguas: 12 Muxosasn: 14
Coms Npotoxon Werousmx Hanpasaesme
1PV TP Latitude-£6430s./an53704 AP20SM1.1an:80 64.36 MB (280129 Maxeroe)
1PV4 Tcp Latitude-E6430s1an:46154 AP205M1.an:2222 7.05 MB (41275 Naxeros)
1PV4 TP Latitude-€6430s1an:40414 AP205M1an:2222 6.46 MB (17940 Naxeroe)
1PV4 TcP 192.168.132.141:51865 192.168.132.148:80 5.5 MB (5561 Maxetos)
1PV4 TP Latitude-E6430s.1an:40410 AP20SM1.an:2222 853.99 KB (4521 Maxeroe)
1PV Tcp 192.168.132.141:51882 192.168.132.148:80 564.63 KB (504 Maxeros)
1PV Tce Latitude-E6430s.Jan:41820 AP20SM1.an:2222 282.17 KB (2762 Maxeros)
1PV cP android-4a920878edf1a2241an:54821 Ig-in-f188.1¢100.net:5228 16.54 KB (212 Naxeros)
1Pva P android-4a920878edf1a2241an:41436 202.108.23.105:5287 1567 KB (382 Naxetos)

1ova 1GMD allidsacs £ang

PucyHok 10.6.4 — Mpacpumk, oToOpaxatowmii Bce akTUBHbIE COEANHEHUS]

10.7. CBepeHUA o cocTosiHMM MHTepchencos poytepa

10.7.1. Astopusyntecb B Web-uHtepderice poytepa. Bongnte B pasgen «Ctatyc» u Bbibepute
Bknagky «banaHcupoBka WAN Tpadwmkar». B gononHutensHon Bknagke «MHTepdenc» byaget otobpa-
XXEHO cocTosiHMe uHTepdencor poyTtepa (PucyHok 10.7.1). B Hawem npumepe 3T0:

ceTeBOM UHTepenc wan nogkmnoyeH n akTuBeH (oTobpaxkaeTcst 3eN1eHbIM LIBETOM);
nHTepcenc modem2 nodkmYeH, HO He MCMoNb3yeTcs cucTtemon (oTobpaxaeTcs >XenTbiM
LBETOM);

nHTepdenc modem1 He NOAKMIOYEH, HE aKTUBEH U HE UCMNONb3yeTcsa cuctemon (otobpaxaeT-
CS1 KpacCHbIM LIBETOM).
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AP205M1

Craryc MogpobHo  [uarHocTka YcTpaHeHWe Henonagok

O630p
e MWAN Interfaces

MapwpyTst

Cucremmslit XypHan

KypHan aapa Interface: wan Interface: modem2
Npoueccs Status: OsnaiH Status: OTKAOUEHO
Mpaduku 8 peansHOM spemenn

Banarcupoexa WAN Tpadmka

Cucrema

CeTb

Boiitn

20 aBrycta 2019 .

PucyHok 10.7.1 — cocTosiHue uHTepencoB poyTtepa

10.7.2. B pononHutenbHoi Bknagke «Moppo6Ho» GyaeT oTobpaxeHa bonee getanbHasi MHopMa-

LMS O COCTOSIHUK CETEBbLIX MHTEPENCOB U UX NogknoyeHusx (PucyHok 10.7.2).

AP205M1

Cr atyc Wnrepdenc AuarsocTuka YcTpaseHne HenonagoK
0630p
TR — CocrosiHne MWAN - NoapobHo
MapwpyTsi

CucTemHsIi XypHan

XKypHan agpa Interface status:

interface wan is online and tracking is active
interface modeml is unknown and tracking is active
interface modem2 is unknown and tracking is down

Mpoyeccs!

Ipaduky & peansHom speme

Banancupoexa WAN Tpadu]

Cucrema Current ipv4 policies:
balanced:

Cetb wan (100%)

Beintu Current ipvé policies:
balanced:
default

Directly connected ipv4 networks:
127.255.255.255

192.168.132.148

10.67.233.40/30

192.168.1.0/24

10.67.233.40

192.168.132.0
10 g7 222 42

PucyHok 10.7.2 — leTtanbHasa nHdopmaums 0 COCTOAHUM UHTEPdENcoB

10.7.3. B okHe OONONHUTENBHOW BKNagkM «[AuarHoCcTuKa», Mosfb3oBaTellb MOXET MpU MOMOLLM KO-
MaHf, BblOMpaembix M3 BbiNafatroLLero crnvcka, npoguarHocTupoBaTtb MHTepdericel poytepa (Pucy-

Hok 10.7.3).
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AP205M1

Craryc
O63op
Mexceregon akpan
MapwpyTst
Cucremmsin XypHan

XypHan sapa

Wntepdeinc

CoctoaHne MWAN

—>

YcTpaHeHue Henonagoxk

- AnarHocTtuka

20 aBrycta 2019 .

— Wurepoeiic 3agaud | BLINOTHATS |

potee wan v TTUHr-33NPOC LUNIO3 N0 YMOMUAHUI) Vi

SPbUGE pCRALIOM ED X wan MuHr-3anpoc Wwn3a no yMonsaxuo

modem?2 | NposepuTs npaeuna IP
Cucrema - | MposepuTs TabninLy mapwpyTHsaLwm ‘
| Hotplug ifup [
Cets | Hotplug ifdown
Boitn
PucyHok 10.7.3 — [uarHocTtuka nHtepdencos poytepa
10.7.4. BbiOpaB uHTEpecyOWUin wHTEpPPENC U KOMaHAY [AOWarHoCTUKKU, HaXMuTe

KHOMKY

BbIMOJIHUATDb. B Tekywem okHe OyneTt npeacrtaeneH otyet (PucyHok 10.7.4). B Hawewm ripumepe 8 mMo-

deme Ne2 omcymcmeyem SIM-kapma.

AP205M1

Wntepdeinc

Moapo6Ho YcTpaHeHue HenonagoKk

CoctosaHne MWAN - [lnarHocTtuka

Craryc
O630p
MexceTeoi skpan
MapwpyTs!
CucTemmsIit XypHan

XypHan agpa

> INOMHNT
Tiesuscen modem2 v S b Munr-3anpoc orcnex P e lu‘
Tpaduku & peansHOM Bpemeny
Cucrema
Cetp ping: bad address 'mmi-modem2'
ping: bad address 'mmi-modem2'
B ping: bad address ‘mmi-modem2'
i ping: bad address 'mmi-modem2’
ping: bad address ‘mmi-modem2'
ping: bad address 'mmi-modem2'

PucyHok 10.7.4 — OT4yeT cucteMbl No 3anpocy nHTepdenca

10.7.5. B okHe Bknagkum «YcTpaHeHMe Henoylagok» pasMelleHa AeTanbHas uHdopMauus Ons cu-

CTEMHOro agMMHUCTpaTopa B BMAE NPOrpamMMHOro koaa, ¢ kommeHtapuamu (PucyHok 10.7.5).
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AP205M1

Craryc Whtepdeinc  MoapobHo [AuarHoctuka \ YcTpaHenve Henonagox,
0630p
Mexceresois scoan CoctosHne MWAN - YcTpaHeHune Henonagok
MapwpyTsl

CrcTeMHbIN XypHan

XKypHan agpa

Mpoueccol :
g Software-Version

FPadvkun 8 PEANBHOM BPEMEHM e

OpenWrt - KROKS 18.06.1 r7258-5eb055306f

Cvcroma LuCI - git-18.228.31946-f64b152

Cetb

output of "ip a show"
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group
default gqlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_lft forever preferred_lft forever
inet 192.168.1.1/32 scope global lo
valid_lft forever preferred_lft forever
inet6 ::1/128 scope host

PucyHok 10.7.5 — OkHO ¢ nporpaMMHbIM KOLOM

BoiAtun
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